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Al Disruption Vulnerability Assessment of the Public

Cloud Software Universe

An Al Research Report

1.0.1 An Institutional Research Report

Date: February 2026 Methodology: Multi-dimensional framework analysis across 10 vulnerability vectors,
applied top-down (category-level, then name-level) to the full BVP Emerging Cloud Index and supplementary

large-cap cloud universe (~99 public companies)

1.1 PART 1: EXECUTIVE SUMMARY

1.1.1 Thesis

The Al capability frontier: driven by large language models, agentic coding tools (Claude Code, Cursor,
GitHub Copilot), and no-code Al builders (Bolt, vO, Lovable, Replit): has fundamentally altered the build-
vs-buy calculus for enterprise software. For the first time, enterprises can credibly replicate meaningful
categories of SaaS functionality internally at near-zero marginal build cost. Simultaneously, Al agents are
compressing the number of human "seats" required to perform knowledge work, directly threatening the

per-seat pricing model that underpins ~60% of public cloud software revenue.

However, the disruption is not uniform. Our 10-dimension analytical framework reveals a dramatic bifurcation:
categories defined by commodity functionality and thin Ul layers face structural demand destruction,
while categories defined by data moats, regulatory lock-in, network effects, and infrastructure-depth
are not only defensible but are net Al beneficiaries.

1.1.2 Key Findings

1. ~25-30% of public cloud software market capitalization sits in categories facing meaningful

structural impairment from Al over the next 3-5 years, primarily in horizontal collaboration, simple
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analytics/Bl, basic CRM (SMB tier), contact center, and workflow automation.

. ~40-45% of cloud market cap is in defensible-to-beneficiary categories: cybersecurity, data infras-
tructure, vertical SaaS, core ERP/HCM, and identity: where Al either expands the TAM, deepens the

moat, or both.

. The remaining ~25-30% is in "contested" categories where outcomes depend on the incumbent’s Al

execution velocity and customer mix: marketing tech, mid-market CRM, DevTools, and observability.

. Per-seat pricing vulnerability is the single most underpriced risk in public cloud equities. Companies
with >70% per-seat revenue in categories exposed to Al agent automation face 15-35% structural revenue

compression, even without customer churn.

. The "build vs. maintain" gap is the most important analytical insight: Al has reduced v1 build costs
by 80-90%, but maintenance (85% of 5-year TCO) has seen only modest Al-driven cost reduction. This

limits the internalization threat to simple, narrow-scope applications.

1.1.3 Top 5 Most Vulnerable Names

Rank Company Ticker Vulnerability Score Primary Risk

1 Domo DOMO 9.5/10 Demand destruction: Al-native analytics makes basic Bl
obsolete
2 LivePer- LPSN 9.0/10 Demand destruction: Al agents directly substitute
son conversational Al product
3 Five9 FIVN  8.5/10 Seat compression: Al voice agents reduce contact center

seat demand 30-50%

4 Zoomlinfo ZI 8.5/10 Demand displacement: Al data enrichment (Clay, etc.)
commoditizes core product

5 Asana ASAN 8.0/10 Demand destruction: Al agents self-manage tasks; PM tools
become redundant for many workflows

1.1.4 Top 5 Most Defensible / Al-Beneficiary Names
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Rank Company

Ticker Defensibility

Primary Moat

Score

CrowdStrike CRWD 9.5/10 Al expands attack surface; threat intelligence network
effect; kernel-level engineering moat

ServiceNow NOW  9.0/10 System of record for enterprise IT; platform embedding Al
($1B+ Al pipeline); 85% Fortune 500 penetration

Palantir PLTR 9.0/10 AIP positions as the enterprise Al operating system;
ontology-based data moat; government lock-in

Veeva Systems VEEV 9.0/10 Regulatory lock-in (FDA/GxP); vertical domain knowledge;
data moat in clinical/regulatory

Palo Alto PANW 8.5/10 Al expands security TAM; platform consolidation trend;

Networks deep infrastructure integration

1.2 PART 2: Al CAPABILITY ASSESSMENT: WHAT CAN Al
TOOLS ACTUALLY DO TODAY?

1.2.1 Current State of the Art (Early 2026)

The Al-assisted development landscape has matured into three tiers with distinct disruption implications for
SaaS:

Tier 1: Agentic Coding Environments (Claude Code, Cursor, GitHub Copilot)

These tools enable experienced developers to build full-stack applications 3-10x faster than traditional
development. Claude Code operates as a terminal-native agent with full repository context, executing
multi-file changes, running tests, and self-correcting iteratively. Cursor provides the same capabilities within

an IDE-native workflow with 1M+ users.
What they can credibly build today:
« Full-stack web applications (React/Next.js frontends + Node/Python backends)

» Database schemas, migrations, and CRUD APIs

* Internal tools, admin panels, and dashboards with authentication
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AT Development Tool Capabihty Tiers

Three o{isrup‘t‘lon vectors with distinet Saas imphca\‘tions

Cloude Code, Cursor,;

TIER 1; Agentic Coaling GitHub Copilot

CAN BUILD: Full-stack apps, DB schemas, CI/CD,
test suites, infra-as-code | 3-10x faster dev speed

(—LIMIT.- Requires 3+ years dev experience — accelerates seniors, doesn"b-\'

L replace them )

SaaS Impact: Faster internal builds, but operator-co nstrained

A
TIER 2: No-Code AL Builders [BuU i More disruptive
Repht Agent to SaaS

CAN BUILD: Landing pages, CRUD apps, dashboards,

chatbots, simple automations | Targets non-developers
r LIH.IIT.' Eluo.[:tl,r degrudes l:-e,lfond wmoderate ccmp|e,x:t|,r — 'demo-able' is ."|
| NOT ‘production-grade’ )

§mS IMPaCt: MOS‘;I' RADICAL THREAT — e.nal::[és. nov\-:dev Saa.s-

Requires dev

skill (limited)
> « | be\:‘in, Amozon Gq
TIER 3: ‘SPe'c'al'ze'd AL Age‘.nts J Gewini Code Assist
CAN DO: Assigned tasks via Slack, produce PRs,
autonomous codins with minimal oversigk’c
|(— LIMIT: still requires s‘ugniF]r_nn’G human D\.‘&l’!ﬁslﬂt for non-trivial work.-—- ‘\'|
\ improving rapidhf Maturtng

/

. | .
Saad Impact: Emerging — watch 2027 capab]htif StEp-FuHct?on (watch cmogeh{)

Figure 1.1: Al Development Tool Capability Tiers: Three disruption vectors with distinct SaaS implications.
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» CI/CD pipelines and infrastructure-as-code

+ Test suites and refactoring across large codebases

Critical limitation: These tools require technically competent operators (3+ years experience). They
accelerate senior developers; they do not replace them.
Tier 2: No-Code/Low-Code Al Builders (Bolt, vO, Lovable, Replit Agent)

These represent the more radical disruption vector because they target non-developers. vO by Vercel
produces professional-quality React/Next.js Uls from natural language. Bolt.new reportedly reached $50-
100M ARR run rate within months of launch. Replit Agent enables end-to-end build-deploy-host from

conversation.

What they can credibly build today:

» Landing pages and marketing sites (fully production-quality)

Simple CRUD applications and internal tools

Basic dashboards and analytics views
» Customer support chatbots with RAG
» Simple workflow automations
Critical limitation: Output quality degrades sharply beyond moderate complexity. The gap between

"demo-able" and "production-grade" remains wide for anything requiring real-time collaboration, complex

state management, or enterprise-grade security.

Tier 3: Specialized Al Development Tools (Devin, Amazon Q, Google Gemini Code Assist)

Emerging category of autonomous coding agents. Devin (Cognition Al, $2B valuation) can be assigned
tasks via Slack and produce PRs. Results are improving but still require significant human oversight for

non-trivial work.

1.2.2 Software Replicability Matrix
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Software Replicability Matrix (Barly 2026)

wWhat can AL r.'re.ohb'l;( build toolm?r — and what it can't

Fu"lf Rephcable

Lamnling pages, internal tools, basic dashboards,
simple workflow automation, support chatbots

I Substantia"y Rephmue

Basic CRM, simple e-commerce, basic project
management, s?upfe reperting

Rephcaue

| Pnrtial[q

20%+ Feature parity achievable

50-80% feature parity

Demand
Compression

Protot ype-gmde on[y

HIGH RISK

bemnn{
Destruction

Increas,lng

be‘FensIbihty

Complex workflow platforms, analytics/BI,

collaboration tools

(Manasealz le "rlnl'ea‘t)

Not Meanin Q'Fu"lf Rephcab le

Complex ERP, real-time collab at scale, regulated
workflows, cybersecurity, data infra at scale

Moats are non-code

Defensible /
Beneficiary

Y 0w Rrsk

Figure 1.2: Software Replicability Matrix (Early 2026): What Al can credibly build today and what it cannot.
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Replicability Level

Categories

Implication for SaaS

Incumbents

Fully Replicable
(80%+ feature parity

achievable)

Substantially
Replicable (50-80%)

Partially Replicable
(prototype-grade only)

Not Meaningfully
Replicable

Landing pages, internal tools, basic
dashboards, simple workflow automation,

support chatbots

Basic CRM, simple e-commerce, basic

project management, simple reporting

Complex workflow platforms, analytics/Bl

platforms, collaboration tools

Complex ERP, real-time collaboration at
scale, regulated workflows, cybersecurity,
data infrastructure at scale, deep vertical
domain logic

Structural demand destruction
for pure-play vendors in these

categories

Demand compression:
marginal customers churn; core

enterprise base holds

Manageable threat: demos look

scary but production gap is wide

Defensible or Al-beneficiary:

moats are non-code

1.2.3 The Build vs. Maintain Problem: The Most Underappreciated

Dynamic

This is the central analytical error in naive Al disruption theses. Al has made building v1 nearly free. But v1

is only 10-15% of the total cost of owning software over its lifecycle.

Cost Component % of 5-Year Al Impact
TCO
Initial build (v1) 10-15% 80-90% cost reduction
Bug fixes & ongoing development 20-25% 40-60% reduction
Infrastructure & DevOps 15-20% 10-20% reduction
Security patching & vulnerability 10-15% 20-30% reduction
management
Compliance & audit 5-10% Minimal reduction
Continued on next page
Follow Dave Wang 10 Research by Wall Street Prompt


https://www.davewang.ai
https://www.wallstreetprompt.com

Chapter 1. Al Disruption Vulnerability Assessment of the Public Cloud Software Universe

Cost Component % of 5-Year Al Impact
TCO
On-call, incident response, SLAs 10-15% Minimal reduction
Feature iteration & product management  15-20% 30-50% reduction on implementation, 0%

on strategy

Key insight: For an enterprise running 5-10 Al-built internal tools, the maintenance burden (fully-loaded
engineering cost at $150-250K/year per engineer) can quickly approach or exceed the SaaS subscription
costs they replace. Internalization is economically rational only for simple, narrow-scope, non-critical

applications.

1.2.4 Capability Trajectory: 2027-2028

The capability frontier advances in ~18-month step functions with each model generation. Within 2-3 years:

High confidence: Al tools will produce production-quality (not just prototype) applications for well-defined
use cases. Al-managed maintenance (dependency updates, basic bug triage, security patches) will begin

to close the TCO gap. Integration generation will erode connector-ecosystem moats.

Medium confidence: Non-developer application ownership becomes viable for moderate-complexity
internal tools. Al generates compliance documentation and audit evidence, reducing compliance cost

barriers.

Lower confidence: Al replacing complex ERP configuration or enterprise-scale distributed systems

engineering remains unlikely.

1.3 PART 3: CATEGORY-LEVEL VULNERABILITY RANKING

We rank all major Saa$S categories from most vulnerable to most defensible, scoring across our 10-dimension

framework. Composite scores are on a 1-10 scale (10 = most vulnerable).

1.3.1 TIER 1: STRUCTURALLY IMPAIRED (Composite Score 8-10)

1. Basic Analytics / Bl: Composite: 9.0/10
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Build vs. Maintain: The 5-Year TCO Reahty

W'lnt( AL-built software doesn't eliminate Saas subsarip‘tiov\s

KEY INSIGHT: AL slashed v1 build cost 80-40%...
but v1is OHIL,( 10-15%, of total cost of ow‘ner‘slntp.

Cost Compcnent %, of TCO AT Reduction

Initial Build (V1) ( 10-15%, J [ 20-90%, ]

Bug Fixes & Dev ( 20-25% H 40-60% ]
Infrastructure & DevOps | 15-20% “ 10-20% |

Feature ILteration & PM [ 15-20%, ][ 30-50% ]

Security Patclqir\sr [ 10-15%, ] [ 20-30% ]

On-call & Incident Resp. [ 10-15% l { Hin?malJ
Compliance & Audit | 5-10% | l Minimal '

vl BUILD = 10-15% MAINTENANCE = €5-90%,
AT reduces this 80-90% AL reduces this only 15-30%

Internalization onltf economic for simpla, narrow-scope; non-critical apps.

Figure 1.3: Build vs. Maintain: The 5-Year TCO Reality. V1 build cost is only 10—15% of total cost of
ownership.
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SaaS Category AL Vulneml;ihty Spectrum
12 Categories Ranked by AL Disruption Risk (1-10)

TIER 1. STRUCTURALLY IMPAIRED

Composite Score 7.5 - 9.0

TIER 2: AT RISK / CONTESTED
Composite Score 5.0 - 1.0

TIER 3: DEFENSE / BENEFICIARY
Composite Seore 2.0 - 3.5

[ Basic Analyties / BL - 4.0 ] L Marketing Technology - ?.CJ [ HCM / Payroll - 3.5 ]
[ Contact Center - 8.5 ) [ CRM (Horizontal) - 6.5 J rlclent‘utlf & Access Mgmt - SH
[ Workflow / Project Mgmt - 2.0 J L UCooS / Comms - 6.5 ] [ Enterprise ITSM - 3.0 ]
[ Sales Intelligence - 8.0 ) [ Collaboration / Conten 6.0 J [ ERP / Core Finance - 2.5 ]
[ Website Builders - 7.5 ) ( DevTools / DevOps - 5.5 j [ Cybersecurity - 2.5 ]
DOMO LPSN FIVN ZI ASAN [ Observobility - 5.0 ] [ Vertieol SoaS + 2.8 ]

HUBS ZM RNG MMDY SPT BOX [ Data Infrastructure - 2.0 ]

CRWD NOW PLTR VEEV PANW SNOW

< >

MOST VULNERABLE

CONTESTED MOST DEFENSIBLE

Figure 1.4: SaaS Category Al Vulnerability Spectrum: 18 categories ranked by Al disruption risk.

Dimension Score Rationale

Al Replicability 9/10 Al generates dashboards and analyses from natural language
queries; "vibe analytics" replaces dashboard-building

Internalization Ease 9/10 Simple to build internally; well-defined scope

Switching Cost (Data) 3/10 Data typically lives in warehouses (Snowflake, BigQuery), not in
the Bl tool

Switching Cost (Workflow) 4/10 Dashboard consumers adapt quickly to new interfaces

Build vs. Maintain 8/10 Low maintenance burden for basic analytics

System of Record 2/10 Pure tool/Ul layer; not authoritative data source

Incumbent Al Defense 3/10 Limited proprietary data advantage; generic Al tools match
capability

Per-Seat Exposure 8/10 Analyst seats directly compressed by Al-generated analysis
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Dimension Score Rationale
Customer Mix (SMB) 7/10 Mixed; SMB-heavy vendors most exposed
Demand Destruction 9/10 ChatGPT/Claude Code Interpreter already handle ad hoc

analytics

Names exposed: Domo (DOMO), Alteryx (AYX: taken private), Amplitude (AMPL) Demand destruction

estimate: 40-60% of basic Bl use cases are addressable by Al within 3 years

2. Contact Center / Customer Support: Composite: 8.5/10

Dimension Score Rationale

Al Replicability 8/10 Al voice/chat agents handle L1/L2 support; Sierra Al ($4B
valuation) built specifically for this

Internalization Ease 7/10 RAG-powered chatbots buildable in <1 day; voice agents
improving rapidly

Switching Cost (Data) 4/10 Ticket history has some value but limited lock-in

Switching Cost (Workflow) 5/10 Agent training and workflow configuration create moderate
friction

Build vs. Maintain 6/10 Telephony infrastructure and compliance (PCI, HIPAA) add real
maintenance burden

System of Record 3/10 Support tickets are important but not mission-critical system of
record

Incumbent Al Defense 5/10 Incumbents shipping Al features but facing category-level
demand destruction

Per-Seat Exposure 10/10  Direct seat compression: Al agents replace human support
agents; Klarna replaced 700 agents with Al

Customer Mix (SMB) 6/10 Mixed exposure

Demand Destruction 9/10 Al doesn't just shift share: it eliminates the need for human

seats entirely
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Names exposed: Five9 (FIVN), LivePerson (LPSN), 8x8 (EGHT: CCaaS segment), Verint (VRNT) Seat

compression estimate: 30-50% of contact center seats replaceable by Al agents within 3 years

3. Simple Workflow / Project Management: Composite: 8.0/10

Dimension Score Rationale

Al Replicability 8/10 Kanban boards, task lists, status tracking trivially replicable; Al

agents can self-manage tasks

Internalization Ease 8/10 Among the easiest categories to build internally

Switching Cost (Data) 3/10 Task data is ephemeral; limited lock-in

Switching Cost (Workflow) 5/10 Team habits create some friction but not structural lock-in
Build vs. Maintain 7/10 Low maintenance burden for basic PM tools

System of Record 2/10 Pure tool; not system of record

Incumbent Al Defense 4/10 Al features (auto-updates, summaries) are additive but don’t

prevent category disruption

Per-Seat Exposure 8/10 PM seats compressed as Al handles project tracking directly
Customer Mix (SMB) 7110 Heavy SMB/mid-market exposure
Demand Destruction 7/10 Partial destruction: complex enterprise PM persists but simple

use cases evaporate

Names exposed: Asana (ASAN), Monday.com (MNDY: partially offset by platform breadth), Smartsheet
(taken private) Demand destruction estimate: 30-40% of simple PM use cases absorbed by Al agent

workflows

4. Sales Intelligence / Data Enrichment: Composite: 8.0/10

Dimension Score Rationale

Al Replicability 8/10 Al can scrape, enrich, and synthesize B2B data; Clay ($30M+
ARR, growing 5-10x YoY) proves this

Continued on next page
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Dimension Score Rationale

Internalization Ease 7110 Al agents can perform research and enrichment tasks directly

Switching Cost (Data) 4/10 Data is commodity; multiple sources available

Switching Cost (Workflow) 5/10 Integration with CRM creates some friction

Build vs. Maintain 6/10 Data freshness requires ongoing effort

System of Record 2/10 Tool layer; CRM is the system of record

Incumbent Al Defense 4/10 Proprietary data assets exist but Al is commoditizing data
access

Per-Seat Exposure 8/10 Al SDR agents reduce need for human sales research seats

Customer Mix (SMB) 6/10 Mixed

Demand Destruction 7110 Al agents perform the research function directly; dedicated

tool becomes unnecessary

Names exposed: ZoomInfo (ZI), Semrush (SEMR: partially), Yext (YEXT)

5. Website Builders / Simple Commerce: Composite: 7.5/10

Dimension Score Rationale

Al Replicability 9/10 v0, Bolt, Lovable generate professional websites in minutes

Internalization Ease 9/10 Trivial for landing pages; moderate for full commerce

Switching Cost (Data) 3/10 Limited data lock-in for simple sites

Build vs. Maintain 5/10 Commerce has real ongoing complexity (payments, tax,
inventory)

System of Record 4/10 Commerce platforms hold transaction data: more defensible

than pure website builders

Demand Destruction 7/10 Simple website creation is nearly fully automated by Al

Names exposed: Wix (WIX), BigCommerce (BIGC), Squarespace (taken private) Note: Shopify is partially
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exposed at the low end but its payments/fulfillment ecosystem and network effects provide structural defense

(see Tier 3)

1.3.2 TIER 2: AT RISK/ CONTESTED (Composite Score 5-7.9)

6. Marketing Technology: Composite: 7.0/10

Dimension Score Rationale

Al Replicability 7110 Content generation fully commoditized; campaign

management partially replicable

Switching Cost (Data) 5/10 Customer lists and engagement history create moderate
lock-in
Per-Seat Exposure 7110 Marketing team seats compressed as Al generates content

and manages campaigns

Incumbent Al Defense 5/10 First-party data advantages exist for some; others face

commoditization

Demand Destruction 6/10 Partial: Al reduces human effort but marketing function

persists

Names at risk: Sprout Social (SPT), Yext (YEXT), Semrush (SEMR) Names more defensible: Klaviyo
(KVYO: deep Shopify integration, first-party e-commerce data), Braze (BRZE: real-time data streaming
moat), Zeta Global (ZETA: 240M+ identity dataset)

7. CRM (Horizontal): Composite: 6.5/10

The CRM category requires bifurcation:

SMB CRM (Composite: 7.5/10): Al-native alternatives (Attio, Clay, Folk) are viable for SMB. HubSpot’s
SMB tier faces real displacement risk. Basic contact management and pipeline tracking are fully replicable

by Al tools.

Enterprise CRM (Composite: 4.5/10): Salesforce at scale is a system of record with massive data moats,
thousands of custom objects per org, 7,000+ AppExchange integrations, and deep workflow embedding.

The Ul is replicable; the data, customization, and organizational trust are not.

Names at risk (SMB exposure): HubSpot (HUBS: partially, offset by strong execution and Al features),
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Freshworks (FRSH) Names defensible (enterprise): Salesforce (CRM: at the enterprise tier), Veeva
(VEEV: vertical CRM for life sciences) Pegasystems (PEGA): Moderate risk: enterprise workflow but facing

questions about Al substitution

8. UCaaS / Communications: Composite: 6.5/10

Dimension Score Rationale

Al Replicability 5/10 Real-time communication at scale requires deep infrastructure;

not easily replicated

Switching Cost 6/10 Network effects in communication tools; phone number porting;

integration with workflows

Per-Seat Exposure 8/10 Al meeting summaries reduce need for all participants; Al agents

participate in calls

Demand Destruction 6/10 Communication need persists but modality shifts (fewer meetings,

more async, Al-mediated)

Names at risk: Zoom (ZM: meeting fatigue + Al summaries reduce need for attendance), RingCentral
(RNG: per-seat voice compression), 8x8 (EGHT) Note: Twilio (TWLO) is distinct: CPaaS/API model is more

defensible than UCaaS seats

9. Collaboration / Content Management: Composite: 6.0/10

Dimension Score Rationale

Al Replicability 5/10 Real-time collaboration is technically hard (CRDTs/OT); basic

file sharing is commodity
Switching Cost (Data) 6/10 Content repositories create moderate lock-in

Demand Destruction 5/10 Collaboration need persists; Al changes how we collaborate,

not whether

Names at risk: Box (BOX: file storage commoditized by Al-native workflows), Dropbox (taken private)

Names more defensible: DocuSign (DOCU: legal/regulatory signature requirements create real switching
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costs), Atlassian (TEAM: system of record for engineering workflows; see Tier 3)

10. DevTools / Developer Infrastructure: Composite: 5.5/10
This category is paradoxically both disrupted by and a beneficiary of Al:

Disrupted: Al coding tools change how developers work, potentially disrupting traditional IDE and CI/CD
workflows. If Al agents produce the code, what workflow tools does the human need?

Beneficiary: More code being generated = more code to manage, test, secure, and deploy. DevOps tooling

demand may actually increase.

Names at risk: GitLab (GTLB: Al coding tools potentially reduce need for separate DevSecOps platform
for smaller teams) Names defensible: Atlassian (TEAM: Jira is system of record for engineering; deep
customization moat), JFrog (FROG: software supply chain security becomes more important with Al-
generated code), Confluent (CFLT: data streaming infrastructure is Al-agnostic) Names beneficiary:

Datadog (DDOG: more Al infrastructure to monitor), MongoDB (MDB: Al applications need databases)

11. Observability / Monitoring: Composite: 5.0/10

Dimension Score Rationale

Al Replicability 3/10 Dashboards replicable; ingestion/storage/query engines at

scale are not

Switching Cost (Data) 7110 Historical monitoring data, alert configurations, custom

dashboards create lock-in
System of Record 7110 Authoritative source for operational health data

Incumbent Al Defense 8/10 Al enhances monitoring (anomaly detection, root cause

analysis); incumbents execute well

Demand Destruction 2/10 Al workloads increase monitoring demand

Names defensible: Datadog (DDOG), Dynatrace (DT) Names at risk: PagerDuty (PD: incident manage-
ment increasingly automated by Al), New Relic (taken private)

1.3.3 TIER 3: DEFENSIBLE / AI-BENEFICIARY (Composite Score 1-4.9)
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12. Cybersecurity: Composite: 2.5/10
Cybersecurity is the strongest Al beneficiary category in the entire cloud universe.

Why Al strengthens the moat:

More Al agents = more endpoints to secure = expanded TAM for endpoint security

» Al-generated code has more vulnerabilities, increasing demand for application security

Al enables more sophisticated attacks, requiring more sophisticated defense

Threat intelligence network effects are unreplicable: CrowdStrike, Palo Alto, and Zscaler process billions

of signals daily from their customer bases

Kernel-level endpoint engineering requires deep OS expertise that Al cannot generate

» Compliance requirements (FedRAMP, SOC 2, HIPAA) create structural lock-in

Dimension Score Rationale

Al Replicability 1/10 Cannot replicate threat intelligence networks, kernel-level agents,

or compliance certifications

Switching Cost 9/10 Deep integration into every endpoint, network, and cloud
workload

System of Record 8/10 Authoritative security telemetry

Demand Destruction 1/10 Al creates net new security demand

Incumbent Al Defense 9/10 Charlotte Al (CRWD), Precision Al (PANW), Al features are force

multipliers

All names defensible to beneficiary: CrowdStrike (CRWD), Palo Alto Networks (PANW), Zscaler (ZS),
Fortinet (FTNT), SentinelOne (S), Qualys (QLYS), Tenable (TENB), Rapid7 (RPD), Varonis (VRNS)

13. Identity & Access Management: Composite: 3.0/10

Al agents need identities. More Al = more identity management complexity = expanded TAM.

Names defensible: Okta (OKTA), CyberArk (CYBR), SailPoint (taken private) Key thesis: Every Al agent
operating in an enterprise needs authenticated, authorized, auditable access. Machine identity management

is a net new growth vector for IAM vendors.
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14. Enterprise ITSM: Composite: 3.0/10

ServiceNow is in a class by itself here.

Dimension Score Rationale

Al Replicability 2/10 Platform + data + workflow customization depth makes replication
implausible

Switching Cost 9/10 System of record for IT operations; hundreds of custom workflows
per enterprise deployment

Incumbent Al Defense 10/10  Now Assist is best-in-class enterprise Al feature; $1B+ Al
pipeline; 85% Fortune 500 penetration

Demand Destruction 1/10 Al increases workflow complexity; ServiceNow becomes the

orchestration layer for Al agents

ServiceNow (NOW): Al Beneficiary: structural outlook: multiple expansion supported

15. ERP / Core Finance: Composite: 2.5/10

ERP systems encode decades of accumulated business rules, multi-entity accounting, regulatory compli-

ance (ASC 6086, tax), and cross-system integration. The problem is not code: it is specification. Knowing

what to build requires domain expertise with material financial and legal consequences for errors.

Dimension Score Rationale

Al Replicability 1/10 Cannot replicate business rule depth, cross-system orchestration,
regulatory compliance

Switching Cost 10/10  12-24 month implementation cycles; mission-critical data;
regulatory requirements

System of Record 10/10  Authoritative financial and operational data

Demand Destruction

1/10

Companies cannot not have ERP; Al does not change this

Names defensible: SAP (SAP), Oracle (ORCL), Workday (WDAY: Finance), Intuit (INTU: SMB accounting
lock-in), BlackLine (BL), Vertex (VERX: tax compliance), Workiva (WK: SEC reporting)
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16. HCM / Payroll: Composite: 3.5/10

Payroll is the ultimate "you cannot get it wrong" software category. Tax compliance, labor law, benefits
administration: errors have direct legal and financial consequences. Per-employee pricing is relatively

resilient (companies still have employees even if Al reduces headcount growth).

Partial risk: Al-driven headcount reduction at customer companies means fewer employees = fewer PEPM
billing units. This is real but gradual (companies are slowing hiring, not mass layoffs) and partially offset by

expanding module adoption.

Names defensible: Workday (WDAY: HCM), Paycom (PAYC), Paylocity (PCTY), Dayforce (DAY) Moderate
risk factor: If Al enables sustained enterprise headcount reduction, PEPM-priced vendors see gradual

revenue compression

17. Vertical SaaS: Composite: 2.5/10

Vertical SaaS companies embed decades of industry-specific domain knowledge that is underrepresented
in Al training data. Regulatory environments in healthcare, insurance, construction, and life sciences create

structural switching barriers that are procedural and legal, not technical.

Dimension Score Rationale

Al Replicability 2/10 Domain logic is deep, proprietary, and high-stakes; training
data insufficient

Switching Cost 9/10 Regulatory lock-in, domain-specific workflows, customer

data accumulated over years

System of Record 9/10 Authoritative domain data (clinical trials, insurance policies,

construction projects)
Demand Destruction 1/10 Industry-specific needs persist regardless of Al

"Good Enough" Threshold ~ Very high  Even 95% feature parity insufficient when the missing 5% is
regulatory compliance

Names defensible: Veeva (VEEV: FDA/GxP lock-in), Guidewire (GWRE: insurance), Procore (PCOR:
construction), Manhattan Associates (MANH: warehouse management), Clearwater Analytics (CWAN:
investment accounting), SPS Commerce (SPSC: EDI network effects), Descartes (DSGX: logistics/customs

compliance), Intapp (INTA: legal/professional services)
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Names with moderate risk within vertical SaaS: Toast (TOST: SMB restaurants, lower switching costs),
AppFolio (APPF: SMB property management), Wix (WIX: essentially horizontal despite vertical features)

18. Data Infrastructure: Composite: 2.0/10

Data infrastructure is the foundation layer that Al runs on, not a layer Al replaces. More Al = more data to

store, process, query, and move.

Names defensible to beneficiary: Snowflake (SNOW), MongoDB (MDB), Confluent (CFLT), Informatica
(INFA), Teradata (TDC)

1.4 PART 4: NAME-LEVEL ANALYSIS

1.4.1 Complete Vulnerability Assessment: All Public Cloud Names

STRUCTURALLY IMPAIRED (Vulnerability Score 8-10)

Domo (DOMO): Analytics/Bl

* Vulnerability Score: 9.5/10
» Revenue: ~$310M | Customer Mix: 50% Enterprise / 40% Mid-Market

» Key Vulnerability: Core product (dashboard Bl) is directly commoditized by Al-native analytics. Chat-
GPT/Claude handle ad hoc analysis. "Vibe analytics" replaces dashboard-building. Explored strategic

alternatives.
+ Al Defensibility: Weak: limited engineering differentiation, no proprietary data moat
* Pricing Risk: Per-user; analyst seats directly compressed

* Investment Conclusion: IMPAIRED. Fair value compresses 40-60%. Potential take-private or wind-

down candidate.

LivePerson (LPSN): Conversational Al

Vulnerability Score: 9.0/10

» Revenue: ~$350M (declining) | Customer Mix: 70% Enterprise

Key Vulnerability: Al chatbots directly substitute the core product. Sierra Al ($4B valuation) and Intercom

Fin prove Al-native conversational Al is here. Under restructuring pressure.

Al Defensibility: Weak: the product is Al, but generic LLMs now outperform it
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* Investment Conclusion: IMPAIRED. Fair value compresses 50-70%. Survival risk without strategic

pivot.
Five9 (FIVN): Contact Center

* Vulnerability Score: 8.5/10
» Revenue: ~$1.0B | Customer Mix: 55% Enterprise

» Key Vulnerability: Al voice agents handling L1/L2 support autonomously. Klarna replaced 700 human

agents with Al. Per-seat model (per concurrent agent) directly exposed to seat compression.

+ Al Defensibility: Moderate: investing in Al features, but fighting against demand destruction at category

level
* Pricing Risk: Critical: per-seat with direct Al agent substitution

¢ Investment Conclusion: IMPAIRED. Fair value compresses 30-45%. Category faces structural demand

destruction even if Five9 retains customers.

Zoomlinfo (ZI): Sales Intelligence

Vulnerability Score: 8.5/10
* Revenue: ~$1.2B | Customer Mix: 45% Enterprise

» Key Vulnerability: Al agents perform B2B data enrichment and research directly. Clay growing 5-10x

YoY proves the thesis. Data enrichment is being commoditized.

Al Defensibility: Moderate: proprietary data assets have some value, but Al alternatives are "good

enough"

Investment Conclusion: IMPAIRED. Fair value compresses 25-40%.

Asana (ASAN): Work Management

Vulnerability Score: 8.0/10
« Revenue: ~$680M | Customer Mix: 40% SMB / 35% Mid-Market

» Key Vulnerability: Al agents self-manage tasks. If the Al doing the work tracks its own progress, a

separate PM tool is redundant for many workflows. Heavy SMB exposure increases churn risk.

Al Defensibility: Weak-Moderate: Al features are additive but don’t prevent category disruption

* Investment Conclusion: IMPAIRED. Fair value compresses 25-35%.

8x8 (EGHT): UCaaS/CCaaS
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Vulnerability Score: 8.0/10

* Revenue: ~$730M | Customer Mix: 40% Mid-Market

+ Key Vulnerability: Smaller UCaaS player with CCaaS exposure. Both segments face Al compression.
* Investment Conclusion: IMPAIRED. Fair value compresses 25-40%. Scale disadvantage compounds

Al headwinds.

Yext (YEXT): Digital Presence Management

Vulnerability Score: 7.5/10
« Revenue: ~$400M | Customer Mix: 45% Enterprise

» Key Vulnerability: Al can manage business listings and digital presence directly. Search behavior
changing with Al agents.

* Investment Conclusion: IMPAIRED. Fair value compresses 20-35%.

AT RISK (Vulnerability Score 6-7.9)

Monday.com (MNDY): Work Management

Vulnerability Score: 7.0/10
« Revenue: ~$970M | Customer Mix: 40% SMB

» Key Vulnerability: Same PM category risk as Asana, but partially offset by broader "Work OS" platform

positioning and stronger execution.

Al Defensibility: Moderate: shipping Al features actively; platform breadth provides more surface area
 Investment Conclusion: AT RISK. Fair value at risk 15-25% from structural headwinds, but execution
could offset. Better positioned than Asana.

Sprout Social (SPT): Social Media Management

* Vulnerability Score: 7.0/10
« Revenue: ~$400M | Customer Mix: 40% Mid-Market

» Key Vulnerability: Social media publishing and analytics increasingly automated by Al. Content genera-

tion commoditized.

* Investment Conclusion: AT RISK. Fair value at risk 20-30%.

HubSpot (HUBS): CRM / Marketing
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* Vulnerability Score: 6.5/10
* Revenue: ~$2.6B | Customer Mix: 50% SMB

» Key Vulnerability: SMB CRM most exposed to Al-native alternatives (Attio, Clay, vibe-coded CRM).
Content generation commoditized by Al. Growth deceleration partially attributed to Al competition.

Al Defensibility: Moderate-Strong: Breeze Al features shipping rapidly; strong execution culture; moving
upmarket

« Pricing Risk: Moderate: contact-tier pricing for marketing; per-seat for sales
* Investment Conclusion: AT RISK but manageable. Fair value at risk 10-20% if SMB base erodes.

Strong execution track record provides optionality. Better positioned than pure-SMB CRM plays.

Freshworks (FRSH): ITSM / CRM / Support

Vulnerability Score: 7.0/10
« Revenue: ~$720M | Customer Mix: 55% SMB

 Key Vulnerability: Heavy SMB exposure across multiple categories (support, CRM, ITSM) that are each
facing Al disruption. Freddy Al features are reactive, not differentiated.

* Investment Conclusion: AT RISK. Fair value at risk 20-30%. SMB exposure is the primary concern.
Zoom (ZM): UCaaS

* Vulnerability Score: 6.5/10
» Revenue: ~$4.6B | Customer Mix: 45% Enterprise

» Key Vulnerability: Al meeting summaries reduce need for attendance. Meeting fatigue drives async
shift. Per-seat compression. But video communication is sticky and Zoom has strong brand + enterprise
penetration.

+ Al Defensibility: Moderate: Al Companion features are useful but not moat-creating
* Investment Conclusion: AT RISK. Fair value at risk 10-20%. Large installed base provides time to
pivot.

RingCentral (RNG): UCaaS

* Vulnerability Score: 6.5/10
» Revenue: ~$2.3B | Customer Mix: 45% Enterprise

» Key Vulnerability: Per-seat UCaaS faces seat compression. Al agents don’t need phone lines (or do
they?).
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* Investment Conclusion: AT RISK. Fair value at risk 15-25%.
Twilio (TWLO): CPaaS

* Vulnerability Score: 5.5/10
* Revenue: ~$4.2B | Customer Mix: 50% Enterprise

» Key Vulnerability: API-first model is more defensible than seat-based, but Al agents may route communi-
cations differently

Al Defensibility: Moderate: Segment CDP and CPaaS APIs are infrastructure-like; usage may actually

increase with Al agents
* Investment Conclusion: NEUTRAL to AT RISK. Fair value at risk 5-15%. Usage-based model provides
natural hedge.

Sprinkir (CXM): Customer Experience Management

* Vulnerability Score: 6.0/10
* Revenue: ~$740M | Customer Mix: 85% Enterprise

+ Key Vulnerability: Social media management and content creation commoditized by Al. But enterprise

depth and 30+ channel integration provide some moat.

* Investment Conclusion: AT RISK. Fair value at risk 15-25%.
Box (BOX): Content Management

* Vulnerability Score: 6.0/10
* Revenue: ~$1.1B | Customer Mix: 60% Enterprise

» Key Vulnerability: File storage is commodity. But governance, compliance, and security features create
enterprise lock-in.

* Investment Conclusion: AT RISK. Fair value at risk 10-20%. Enterprise compliance moat provides
floor.

PagerDuty (PD): Incident Management

* Vulnerability Score: 6.0/10
* Revenue: ~$430M | Customer Mix: 50% Enterprise

» Key Vulnerability: Al agents increasingly handle routine incident triage and remediation autonomously.
On-call coordination could be automated.
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+ Al Defensibility: Moderate: AlOps features exist but category-level automation risk is real

* Investment Conclusion: AT RISK. Fair value at risk 15-25%.

Amplitude (AMPL): Product Analytics

Vulnerability Score: 6.5/10
« Revenue: ~$300M | Customer Mix: 40% Enterprise

» Key Vulnerability: Product analytics queries increasingly handled by Al-native tools. But behavioral data

accumulation creates moderate data moat.

» Investment Conclusion: AT RISK. Fair value at risk 15-25%.
Pegasystems (PEGA): BPA/CRM

* Vulnerability Score: 6.0/10
« Revenue: ~$1.5B | Customer Mix: 90% Enterprise

» Key Vulnerability: Workflow automation partially replicable; customers asking if Al can replace custom

workflows. But deep enterprise relationships and complex decisioning logic provide moat.

* Investment Conclusion: AT RISK. Fair value at risk 10-20%.

GitLab (GTLB): DevSecOps

Vulnerability Score: 5.5/10

» Revenue: ~$700M | Customer Mix: 45% Enterprise

Key Vulnerability: Al coding agents may reduce need for traditional DevOps workflow tools for smaller
teams. But enterprise DevSecOps (security scanning, compliance) is defensible.

Al Defensibility: Moderate: Duo Al features; but competing with GitHub Copilot and Cursor

Investment Conclusion: AT RISK. Fair value at risk 10-20%. Enterprise tier more defensible than
SMB.

Semrush (SEMR): SEO/Digital Marketing

* Vulnerability Score: 7.0/10
» Revenue: ~$380M | Customer Mix: 60% SMB

» Key Vulnerability: Al agents can perform SEO analysis and keyword research. Content marketing
optimization commoditized.

* Investment Conclusion: AT RISK. Fair value at risk 20-30%. Heavy SMB exposure amplifies risk.
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DoubleVerify (DV): Ad Verification

* Vulnerability Score: 5.0/10
» Revenue: ~$680M | Customer Mix: 60% Enterprise

« Key Vulnerability: Limited direct Al disruption to ad verification. Usage-based pricing tied to ad spend,
not seats.

* Investment Conclusion: NEUTRAL. Fair value impact -5% to +5%. Al disruption is minimal for this

category.

NEUTRAL (Vulnerability Score 4-5.9)

Salesforce (CRM): CRM Platform

* Vulnerability Score: 5.0/10
» Revenue: ~$35B | Customer Mix: 65% Enterprise

» Key Vulnerability: SMB tier faces Al-native CRM alternatives. Per-seat pricing faces compression.
Agentforce is a strategic pivot that acknowledges the per-seat model is threatened. Benioff’'s own
statement: "The end of traditional Saa$S is coming."

Al Defensibility: Strong: massive data moat (system of record), AppExchange ecosystem (7,000+ apps),

Agentforce platform, engineering resources

» Key Moats: System of record data moat | Integration/customization depth (thousands of custom objects

per enterprise org) | Network effects (AppExchange) | Switching cost (12-18 month migration cycles)

* Investment Conclusion: NEUTRAL. Fair value impact -5% to +10%. Enterprise CRM moat is deep.
The risk is in SMB and the per-seat model, but Salesforce has resources and positioning to navigate the

transition to outcome-based pricing. Agentforce adoption is the key metric to monitor.
Adobe (ADBE): Creative/Marketing Cloud

* Vulnerability Score: 5.0/10
* Revenue: ~$21B | Customer Mix: 50% Enterprise

» Key Vulnerability: Al image/video generation (Midjourney, Runway, Sora) threatens Creative Cloud.

Content generation commoditized.

Al Defensibility: Strong: Firefly Al integrated natively; massive creative professional lock-in; file format

dominance (PSD, Al, PDF); regulatory moat for Document Cloud (e-signatures)

* Investment Conclusion: NEUTRAL. Fair value impact -5% to +10%. Creative professional workflow
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lock-in is deep. Al enhances more than threatens.

DocuSign (DOCU): Agreement Management

Vulnerability Score: 4.5/10
* Revenue: ~$2.9B | Customer Mix: 45% Enterprise

» Key Vulnerability: E-signature is technically simple to replicate. But legal validity, regulatory compliance,

court admissibility, and audit trails create real switching costs.

Al Defensibility: Moderate: 1AM platform expanding beyond signature; Al enhances contract analysis

Investment Conclusion: NEUTRAL. Fair value impact -5% to +5%. Legal/regulatory moat is underap-

preciated.
Atlassian (TEAM): DevTools/Collaboration

 Vulnerability Score: 4.5/10
« Revenue: ~$4.8B | Customer Mix: 40% Enterprise

+ Key Vulnerability: Al coding agents may change DevOps workflows. Trello (simple PM) is vulnerable.

Al Defensibility: Strong: Jira is system of record for engineering teams; massive customization depth;

Rovo Al shipping; Confluence is knowledge base of record

» Key Moats: System of record | Customization depth | 300,000 customers | Network effects within

engineering teams

Investment Conclusion: NEUTRAL to DEFENSIBLE. Fair value impact 0% to +10%. Jira’s system-of-

record position is structural.
Intuit (INTU): SMB Finance/Tax

* Vulnerability Score: 4.0/10
* Revenue: ~$16B | Customer Mix: 70% SMB

» Key Vulnerability: Al could eventually handle bookkeeping and tax preparation. But tax law complexity,

regulatory requirements, and data moat (7M+ QuickBooks subscribers) create massive lock-in.

» Al Defensibility: Strong: embedding Al deeply into TurboTax and QuickBooks; regulatory complexity

favors incumbents

* Investment Conclusion: NEUTRAL to DEFENSIBLE. Fair value impact 0% to +10%. Regulatory moat

plus data moat.
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Bill Holdings (BILL): AP/AR FinTech

* Vulnerability Score: 5.0/10
« Revenue: ~$1.3B | Customer Mix: 85% SMB

» Key Vulnerability: Heavy SMB exposure. Al could automate AP/AR workflows.

Al Defensibility: Moderate: payment network effects, supplier network, integration with accounting

software

Investment Conclusion: NEUTRAL. Fair value impact -10% to +5%.

Zuora (ZUO): Subscription Billing

Vulnerability Score: 5.5/10

« Revenue: ~$400M | Customer Mix: 65% Enterprise

Key Vulnerability: Billing logic could be internalized, but revenue recognition complexity (ASC 606) and

multi-system integration create moderate lock-in.

Investment Conclusion: NEUTRAL. Fair value impact -10% to +5%.

DEFENSIBLE (Vulnerability Score 2-3.9)

ServiceNow (NOW): ITSM Platform

* Vulnerability Score: 2.0/10
« Revenue: ~$10.5B | Customer Mix: 90% Enterprise (85% Fortune 500)

» Key Moats: System of record for enterprise IT | Deepest enterprise workflow embedding in SaasS |
Platform customization (hundreds of workflows per customer) | Now Assist Al ($1B+ pipeline, best-in-

class enterprise Al feature) | 85% Fortune 500 penetration

» Al Defensibility: Best in class. Now Assist monetizing Al effectively. Platform becomes the orchestration

layer for Al agents within enterprises.

+ Per-Seat Risk: Low: requester/fulfiller model with platform fee component; Al agents become users of

ServiceNow, not replacements for it

* Investment Conclusion: Al BENEFICIARY. Fair value supports 10-20% structural premium. Al tailwind

via Now Assist monetization + expanded platform role as Al agent orchestrator.
CrowdStrike (CRWD): Cybersecurity

 Vulnerability Score: 1.5/10
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Revenue: ~$3.6B | Customer Mix: 70% Enterprise

Key Moats: Threat intelligence network effect (billions of signals/day across customer base) | Kernel-level
endpoint engineering | FedRAMP/compliance certifications | Charlotte Al force multiplier | Platform

consolidation beneficiary

Al Defensibility: Best in class. Al creates more attack surface = more endpoints to secure. Al-generated

code has more vulnerabilities. Charlotte Al enhances detection, doesn’t just defend against disruption.

Investment Conclusion: Al BENEFICIARY. Fair value supports 15-25% structural premium. More Al =

more security spend.

Palantir (PLTR): Al/Analytics Platform

Vulnerability Score: 1.5/10
Revenue: ~$2.9B | Customer Mix: 55% Government / 45% Commercial

Key Moats: AIP is the enterprise Al operating system | Ontology-based data modeling is proprietary and
deep | Government contracts with extreme switching costs | Engineering talent quality is elite | Data

integration complexity creates lock-in

Al Defensibility: Best in class. Palantir is the Al platform; it doesn’t defend against Al, it delivers Al. AIP

is the primary growth driver with massive pipeline.

Investment Conclusion: Al BENEFICIARY. Fair value supports 15-25% structural premium. AIP

positioning is unique and validated by re-acceleration in commercial revenue.

Palo Alto Networks (PANW): Cybersecurity

Vulnerability Score: 2.0/10
Revenue: ~$8.3B | Customer Mix: 80% Enterprise

Key Moats: Largest pure-play cybersecurity company | Platform consolidation strategy (Strata + Prisma

+ Cortex) | Precision Al | Deep infrastructure integration
Al Defensibility: Strong: same thesis as CrowdStrike: Al expands security TAM

Investment Conclusion: Al BENEFICIARY. Fair value supports 10-15% structural premium.

Datadog (DDOG): Observability

Vulnerability Score: 2.5/10
Revenue: ~$2.5B | Customer Mix: 60% Enterprise

Key Moats: 20+ integrated products | Usage-based pricing aligns with cloud growth | Processes trillions
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of data points daily: ingestion/storage/query engine at scale is a deep infrastructure challenge | LLM

Observability is a net new module | Al workloads increase monitoring demand

+ Al Defensibility: Strong: Bits Al; more Al infrastructure = more monitoring needs

* Investment Conclusion: Al BENEFICIARY. Fair value supports 10-15% structural premium. Usage-
based model means Al-driven cloud growth flows directly to Datadog revenue.

Zscaler (ZS): Zero Trust Security

 Vulnerability Score: 2.5/10
« Revenue: ~$2.3B | Customer Mix: 80% Enterprise (40% of Fortune 500)

» Key Moats: Zero trust architecture is Al-era security standard | Per-user pricing but Al agents need

secure access too | Deep inline inspection at scale | 400B+ daily transactions

Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +10%. Zero trust paradigm strength-
ened by Al.

Veeva Systems (VEEV): Life Sciences Vertical SaaS

Vulnerability Score: 1.5/10
» Revenue: ~$2.7B | Customer Mix: 95% Enterprise (pharma/biotech)

» Key Moats: FDA 21 CFR Part 11 compliance lock-in | Clinical trial data management (Vault) | Regulatory
submission workflows | Vertical domain knowledge underrepresented in Al training data | Transitioning

CRM off Salesforce to own platform (further deepening lock-in)

Al Defensibility: Strong: Al enhances clinical data processing without threatening Veeva'’s system-of-
record position

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%. Regulatory moat is near-
impregnable.

Workday (WDAY): HCM/Finance

Vulnerability Score: 3.0/10
* Revenue: ~$7.8B | Customer Mix: 85% Enterprise (50% of Fortune 500)

+ Key Moats: System of record for HR and increasingly finance | Employee data is mission-critical
with regulatory requirements | Multi-year enterprise contracts | Deep integration with payroll, benefits,

compliance systems

Risk Factor: Al-driven enterprise headcount reduction = fewer PEPM billing units (gradual, not catas-
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trophic)

Al Defensibility: Moderate-Strong: Al features in talent management, planning; but Klarna example

shows some enterprises will try to replace

* Investment Conclusion: DEFENSIBLE. Fair value impact -5% to +5%. PEPM compression risk is real
but gradual; system-of-record moat is structural.

SAP (SAP): ERP

* Vulnerability Score: 2.0/10
* Revenue: ~$35B | Customer Mix: 90% Enterprise

» Key Moats: S/4HANA is the backbone of global commerce (87% of global trade) | 12-24 month
implementation cycles | Regulatory compliance across jurisdictions | Cross-system integration depth |
400,000 customers

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%. ERP moat is the deepest in
SaaS.

Oracle (ORCL): ERP/Database/Cloud

Vulnerability Score: 2.5/10
» Revenue: ~$56B | Customer Mix: 85% Enterprise

» Key Moats: Database + ERP + Cloud infrastructure stack | OCI growing as Al inference platform |

NetSuite for mid-market | Cerner for healthcare

» Investment Conclusion: DEFENSIBLE to Al BENEFICIARY. Fair value supports 5-15% structural

premium. OCI as Al infrastructure is underappreciated.

Fortinet (FTNT): Network Security

Vulnerability Score: 2.5/10
* Revenue: ~$5.8B | Customer Mix: 50% Enterprise

+ Key Moats: ASIC-based approach (custom hardware) | Broad security portfolio | Cost advantage from

custom silicon

Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +10%.
SentinelOne (S): Cybersecurity

* Vulnerability Score: 3.0/10
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» Revenue: ~$700M | Customer Mix: 55% Enterprise
» Key Moats: Al-native from founding | Autonomous endpoint detection | PurpleAl for threat hunting

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +10%. Smaller scale than
CRWD/PANW but beneficiary thesis applies.

Dynatrace (DT): Observability

* Vulnerability Score: 3.0/10
« Revenue: ~$1.5B | Customer Mix: 80% Enterprise

» Key Moats: Davis Al (proprietary causal Al for root cause analysis) | Consumption-based pricing | Deep

enterprise integration

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +10%.

Elastic (ESTC): Search/Observability

Vulnerability Score: 3.5/10
» Revenue: ~$1.3B | Customer Mix: 55% Enterprise

» Key Moats: Elasticsearch is foundational for RAG (retrieval-augmented generation) use cases | Vector

search for Al applications | Open-source ecosystem

 Investment Conclusion: DEFENSIBLE to Al BENEFICIARY. Fair value impact +5% to +15%. RAG

use cases are Al-native demand.

Cloudflare (NET): Edge Infrastructure/Security

Vulnerability Score: 2.5/10

» Revenue: ~$1.7B | Customer Mix: 55% Enterprise

Key Moats: Global edge network | Workers Al for inference at the edge | Al Gateway product | More Al

apps = more web traffic to manage | Security features (WAF, DDoS, Zero Trust)

Investment Conclusion: Al BENEFICIARY. Fair value supports 10-15% structural premium. Infrastruc-

ture layer benefits from more Al applications.
Okta (OKTA): Identity Management

* Vulnerability Score: 3.0/10
» Revenue: ~$2.6B | Customer Mix: 55% Enterprise

» Key Moats: Neutral identity layer (works with all cloud providers) | Al agents need identities | Machine
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identity management is growth vector | SSO/MFA deeply embedded in enterprise workflows

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +10%. Machine identity for Al agents
is underappreciated growth vector.

CyberArk (CYBR): Privileged Access Management

Vulnerability Score: 2.5/10
* Revenue: ~$940M | Customer Mix: 75% Enterprise

» Key Moats: PAM leader | Secrets management critical for Al agent credentials | Venafi acquisition for
machine identity

* Investment Conclusion: DEFENSIBLE to Al BENEFICIARY. Fair value supports 5-10% structural
premium.

Guidewire (GWRE): Insurance Vertical SaaS

Vulnerability Score: 2.0/10
* Revenue: ~$1.0B | Customer Mix: 95% Enterprise (P&C insurers)

» Key Moats: Actuarial logic, claims adjudication, regulatory reporting | 520 P&C insurers | High switching

costs (years-long implementations) | Domain knowledge unreplicable by Al

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.

Procore (PCOR): Construction Vertical SaaS

Vulnerability Score: 2.5/10
* Revenue: ~$1.1B | Customer Mix: 50% Enterprise

» Key Moats: Construction-specific workflows (RFls, submittals, change orders) | Safety/compliance

documentation | Field-to-office data integration | Volume-based pricing (not per-seat)

Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.

Snowflake (SNOW): Data Infrastructure

Vulnerability Score: 2.5/10
» Revenue: ~$3.4B | Customer Mix: 60% Enterprise

» Key Moats: Consumption-based pricing | Data sharing/marketplace network effects | Cortex Al (LLM

inference on Snowflake data) | Al workloads increase data processing demand

Investment Conclusion: DEFENSIBLE to Al BENEFICIARY. Fair value supports 5-10% premium. Al
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is net additive to data infrastructure spend.
MongoDB (MDB): Database

* Vulnerability Score: 3.5/10
* Revenue: ~$1.9B | Customer Mix: 50% Enterprise

» Key Moats: Developer ecosystem | Atlas managed service | Vector search for Al applications | Al apps
need databases

* Risk Factor: Consumption model means macro sensitivity; Al architecture shifts could change database

selection patterns

* Investment Conclusion: DEFENSIBLE. Fair value impact -5% to +10%.
Confluent (CFLT): Data Streaming

* Vulnerability Score: 3.0/10
« Revenue: ~$900M | Customer Mix: 70% Enterprise

+ Key Moats: Apache Kafka de facto standard | Real-time data streaming is infrastructure-level | Al

applications need event-driven architectures

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +10%.

Manhattan Associates (MANH): Supply Chain/WMS

Vulnerability Score: 2.0/10

» Revenue: ~$1.0B | Customer Mix: 90% Enterprise

Key Moats: Cloud-native, versionless WMS | Dominant in enterprise warehouse management | Physical

operations domain knowledge | Deep integration with supply chain systems

 Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.

Samsara (IOT): loT/Physical Operations

Vulnerability Score: 2.5/10
» Revenue: ~$1.1B | Customer Mix: 45% Enterprise

» Key Moats: Hardware + software bundle | Physical operations data moat | loT device management not

replicable by Al coding tools | Al-powered dash cams and telematics

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.
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SPS Commerce (SPSC): Supply Chain/EDI

* Vulnerability Score: 2.5/10
* Revenue: ~$600M | Customer Mix: 50% Mid-Market

+ Key Moats: Largest retail trading network | Network effects (every new connection makes the network

more valuable) | EDI is deeply embedded in retail supply chains

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.
Shopify (SHOP): Commerce Platform

* Vulnerability Score: 4.0/10
« Revenue: ~$8.9B | Customer Mix: 65% SMB

» Key Vulnerability: SMB exposure; simple storefronts replicable by Al. But payments ecosystem (Shop

Pay), fulfilment network, app marketplace, and brand create structural defense.

» Key Moats: Shop Pay network (100M+ buyers) | Payments processing revenue | App ecosystem | Brand

authority

* Investment Conclusion: NEUTRAL to DEFENSIBLE. Fair value impact -5% to +5%. Ecosystem moat

offsets SMB exposure.
Paycom (PAYC): HCM

* Vulnerability Score: 3.5/10
* Revenue: ~$1.9B | Customer Mix: 60% Mid-Market

Key Moats: Single-application HCM | Payroll compliance (tax, labor law) | Beti employee-driven payroll

Risk: PEPM model exposed to customer headcount reduction

* Investment Conclusion: DEFENSIBLE. Fair value impact -5% to +5%.

Paylocity (PCTY): HCM

Vulnerability Score: 3.5/10
* Revenue: ~$1.5B | Customer Mix: 70% Mid-Market

» Key Moats: HCM/payroll compliance | Employee experience features | Mid-market focus with high
switching costs

Investment Conclusion: DEFENSIBLE. Fair value impact -5% to +5%.

Dayforce (DAY): HCM
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Vulnerability Score: 3.5/10
* Revenue: ~$1.7B | Customer Mix: 55% Enterprise

» Key Moats: Global payroll (200+ countries) | Single continuous calculation engine | Enterprise HCM
lock-in

* Investment Conclusion: DEFENSIBLE. Fair value impact -5% to +5%.

BlackLine (BL): Financial Close

Vulnerability Score: 3.0/10
« Revenue: ~$640M | Customer Mix: 80% Enterprise

» Key Moats: Financial close automation embedded in month-end/quarter-end processes | Integrates with

SAP, Oracle, NetSuite | SOX compliance requirements | Auditor familiarity

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.

Vertex (VERX): Tax Technology

Vulnerability Score: 2.5/10
» Revenue: ~$600M | Customer Mix: 80% Enterprise

» Key Moats: Tax compliance across thousands of jurisdictions | Regulatory updates continuous and

mission-critical | Tax authorities don’t accept "Al-generated" tax calculations without validated systems

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.
Workiva (WK): Regulatory Reporting

* Vulnerability Score: 3.0/10
» Revenue: ~$680M | Customer Mix: 80% Enterprise (majority Fortune 500)

» Key Moats: SEC filing standard (XBRL) | SOX compliance | ESG reporting | Regulatory requirements
create structural demand

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.
Varonis (VRNS): Data Security

* Vulnerability Score: 3.0/10
* Revenue: ~$570M | Customer Mix: 75% Enterprise

» Key Moats: Data security posture management (DSPM) | Al increases data sprawl = more data to

secure | Classification and governance deeply integrated
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* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +10%.

Qualys (QLYS): Vulnerability Management

Vulnerability Score: 3.0/10
* Revenue: ~$620M | Customer Mix: 70% Enterprise

» Key Moats: Vulnerability management is foundational security requirement | Al-generated code increases

vulnerabilities | Compliance-driven demand

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.
Tenable (TENB): Exposure Management

* Vulnerability Score: 3.0/10
* Revenue: ~$850M | Customer Mix: 65% Enterprise

* Investment Conclusion: DEFENSIBLE. Same thesis as Qualys. Fair value impact 0% to +5%.
Rapid7 (RPD): Detection & Response

 Vulnerability Score: 3.5/10
» Revenue: ~$800M | Customer Mix: 55% Enterprise

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.
Klaviyo (KVYO): E-commerce Marketing

* Vulnerability Score: 4.5/10
* Revenue: ~$900M | Customer Mix: 70% SMB
» Key Vulnerability: SMB exposure and Al content generation risk

» Key Moats: Deep Shopify integration | First-party e-commerce data | Usage-based pricing (by active

profiles) | Strong unit economics

* Investment Conclusion: NEUTRAL to DEFENSIBLE. Fair value impact -5% to +5%. First-party data
moat + Shopify integration offset SMB risk.

Braze (BRZE): Customer Engagement

* Vulnerability Score: 4.5/10

» Revenue: ~$520M | Customer Mix: 50% Enterprise
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+ Key Moats: Real-time data streaming architecture | Multi-channel orchestration at scale | Enterprise

customer mix

* Investment Conclusion: NEUTRAL to DEFENSIBLE. Fair value impact -5% to +5%.

Jamf (JAMF): Apple Enterprise Management

Vulnerability Score: 3.0/10
* Revenue: ~$600M | Customer Mix: 50% Enterprise / 30% Education

» Key Moats: De facto standard for Apple in enterprise | Per-device model aligned with device count, not
headcount | MDM deeply embedded in IT workflows

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.
Informatica (INFA): Data Integration

* Vulnerability Score: 3.5/10
« Revenue: ~$1.7B | Customer Mix: 80% Enterprise

» Key Moats: Leader in enterprise data management | Consumption-based pricing (IPU) | Data quality

and governance increasingly important with Al
* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%. Al-driven data quality needs are
supportive.

Nutanix (NTNX): Hybrid Multicloud

* Vulnerability Score: 3.0/10
* Revenue: ~$2.2B | Customer Mix: 75% Enterprise
+ Key Moats: Hybrid cloud infrastructure | Al inference on-premises requires infrastructure like Nutanix

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.

JFrog (FROG): Software Supply Chain

Vulnerability Score: 4.0/10
» Revenue: ~$420M | Customer Mix: 60% Enterprise

» Key Moats: Artifact management is foundational DevOps infrastructure | Al-generated code increases

volume of artifacts | Security scanning (Xray) becomes more important with Al code

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +10%.

Follow Dave Wang 41 Research by Wall Street Prompt


https://www.davewang.ai
https://www.wallstreetprompt.com

Chapter 1. Al Disruption Vulnerability Assessment of the Public Cloud Software Universe

Clearwater Analytics (CWAN): Investment Accounting

* Vulnerability Score: 2.0/10
* Revenue: ~$400M | Customer Mix: 85% Enterprise

+ Key Moats: Investment accounting for insurers/asset managers | Regulatory compliance | Basis-point
fee on AUA (not per-seat) | Domain specificity

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.

Descartes Systems (DSGX): Logistics Technology

Vulnerability Score: 2.5/10
* Revenue: ~$570M | Customer Mix: 70% Enterprise

» Key Moats: Customs/regulatory compliance | Global trade intelligence | Transaction-based pricing |
Network effects in logistics

Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.

Intapp (INTA): Professional Services

Vulnerability Score: 3.0/10
» Revenue: ~$440M | Customer Mix: 85% Enterprise (law firms, Big Four)

» Key Moats: Deep specialization in legal/professional services | Conflicts management (regulatory

requirement) | Relationship intelligence data

Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.
Bentley Systems (BSY): Infrastructure Engineering

* Vulnerability Score: 2.5/10
» Revenue: ~$1.3B | Customer Mix: 85% Enterprise

» Key Moats: Infrastructure engineering (roads, bridges, utilities) | Digital twin platform (iTwin) | Physical
world modeling cannot be vibe-coded

* Investment Conclusion: DEFENSIBLE. Fair value impact 0% to +5%.
Adyen (ADYEN): Payments

* Vulnerability Score: 1.5/10

* Revenue: ~$1.7B | Customer Mix: 70% Enterprise

Follow Dave Wang 42 Research by Wall Street Prompt


https://www.davewang.ai
https://www.wallstreetprompt.com

Chapter 1. Al Disruption Vulnerability Assessment of the Public Cloud Software Universe

» Key Moats: Payment infrastructure is Al-agnostic | Transaction-based pricing | Unified commerce platform

| PCI-DSS compliance | Global acquiring
* Investment Conclusion: AI-AGNOSTIC / DEFENSIBLE. Fair value impact 0% to +5%. Payments

volume may increase with Al-driven commerce.
Toast (TOST): Restaurant Tech

* Vulnerability Score: 4.0/10
* Revenue: ~$4.4B | Customer Mix: 70% SMB

» Key Vulnerability: SMB restaurant exposure. But POS hardware + payments processing + restaurant-

specific features create real lock-in.

» Key Moats: Hardware lock-in | Payments processing revenue | Restaurant-specific domain features

(menu management, labor scheduling)

* Investment Conclusion: NEUTRAL to DEFENSIBLE. Fair value impact -5% to +5%. Hardware +

payments moat offsets SMB risk.

Cvent (CVT): Events

Vulnerability Score: 4.5/10
* Revenue: ~$620M | Customer Mix: 60% Enterprise

» Key Vulnerability: Virtual event capabilities replicable. But venue sourcing network, registration infras-

tructure, and enterprise event complexity provide moderate defense.

* Investment Conclusion: NEUTRAL. Fair value impact -5% to +5%.

1.5 PART 5: THEMATIC DEEP DIVES

1.5.1 Deep Dive 1: The Klarna Precedent: How Real Is the SaaS

Replacement Thesis?

Klarna is the most cited case study of a company replacing SaaS vendors with Al-built alternatives. CEO
Sebastian Siemiatkowski publicly confirmed replacing Salesforce and Workday, reducing headcount from
~5,000 to ~3,800 (25%), and cutting marketing costs 11% while growing revenue. Klarna’s S-1 filing
documented the vendor consolidation.

What Klarna’s case actually proves:
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1. A tech-forward company with strong engineering talent can internalize certain SaaS functions
2. Al dramatically accelerates the build timeline

3. The highest-value replacements are horizontal tools (CRM, HCM) where Klarna’s needs are relatively

standard
What Klarna’s case does NOT prove:

1. This is feasible for non-tech companies without elite engineering teams

2. The maintenance burden is sustainable long-term (Klarna is still early in the experiment)

3. This works for deep-enterprise, highly customized Salesforce orgs (Klarna was likely on a relatively
standard deployment)

4. Regulated industries can replicate this (Klarna’s HCM needs are simpler than a multinational manufac-

turer’s)

Investment implication: The Klarna precedent is most relevant for simple, horizontal SaaS used by
tech-forward SMB/mid-market customers. It is least relevant for deep enterprise deployments with years of
customization and regulatory requirements. The names most exposed are those with high SMB concentra-

tion in categories where Klarna-like replacement is feasible.

1.5.2 Deep Dive 2: Per-Seat Pricing: The Structural Time Bomb

Per-seat pricing worked when humans were the sole users of software. Al agents change this equation

fundamentally.

The math: If a company with 100 sales reps uses Salesforce at $300/user/month ($360K/year) and Al SDR
agents allow the same output with 60 reps, Salesforce loses $144K/year from that customer: even if the

customer stays on Salesforce. No churn occurred. No competitor won. Pure demand destruction.

Where this is most acute:

Category Typical Seats Estimated Revenue Impact
Affected Compression

Customer support (Zendesk, L1/L2 agents 30-50% Severe

Five9)

Continued on next page
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Category Typical Seats Estimated Revenue Impact
Affected Compression
Sales development (SDR SDR/BDR seats 20-40% Significant
tools)
Basic analytics (Bl tools) Analyst seats 20-30% Significant
IT helpdesk (ServiceNow L1, L1 IT agents 20-30% Moderate (ServiceNow’s platform
Freshworks) model mitigates)
Marketing automation Marketing ops  15-25% Moderate

The pricing model migration: The smartest incumbents are already shifting. Salesforce’s Agentforce
prices by Al agent action, not seat. ServiceNow bundles Al into platform pricing. The companies that
successfully navigate the pricing transition will emerge stronger; those that cling to per-seat will face

structural compression.

1.5.3 Deep Dive 3: The "Al Beneficiary"” Thesis in Cybersecurity

Cybersecurity is uniquely positioned as the strongest Al beneficiary in SaaS. The reasoning:

1. More Al agents = more endpoints: Every Al agent operating in an enterprise is a potential attack
vector. CrowdStrike and SentinelOne sell per-endpoint. More endpoints = more revenue.

2. Al-generated code has more vulnerabilities: Vibe coding produces code with inconsistent security
hygiene (missed CSRF, weak input validation, hardcoded secrets). Application security scanning (Palo

Alto Prisma, Veracode, Snyk) demand increases.

3. Al enables more sophisticated attacks: Threat actors use Al to generate polymorphic malware,
convincing phishing, and automated vulnerability exploitation. This drives demand for more sophisticated

defense.

4. The defense cannot be vibe-coded: Cybersecurity requires kernel-level engineering, real-time threat
intelligence processing, compliance certifications (FedRAMP, SOC 2), and network effects from aggre-

gating signals across thousands of customers. None of this is replicable by Al coding tools.

5. Al enhances the incumbent product: Charlotte Al (CrowdStrike) and Precision Al (Palo Alto) make the
existing product better, not just defend it. Analysts can query threat data in natural language; automated
response time decreases; false positives drop.
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Investment implication: Cybersecurity deserves structural multiple expansion in an Al-driven world.

CrowdStrike and Palo Alto Networks are the clearest long-term beneficiaries.

1.5.4 Deep Dive 4: ServiceNow: The Platform That Al Can’t Kill

ServiceNow represents the clearest example of a SaaS company where Al is an existential tailwind, not a
headwind.

Why ServiceNow is Al-proof:

1. System of record: ServiceNow holds the authoritative record of IT assets, incidents, changes, problems,
and workflows. This data has accumulated over years. Replacing ServiceNow means migrating this
entire operational history.

2. Workflow depth: Average enterprise ServiceNow deployment has hundreds of custom workflows.
These encode organizational processes that took years to build and validate.

3. Platform for Al agents: Al agents operating within enterprises need a workflow orchestration layer.
ServiceNow is that layer. When Al resolves an IT ticket, it does so through ServiceNow, not instead of it.

4. Now Assist execution: ServiceNow is successfully monetizing Al at premium pricing. $1B+ pipeline

reported. 85% Fortune 500 penetration means the customer base is already there.

5. Engineering quality: ServiceNow has consistently been among the best enterprise software companies

at shipping product. The platform architecture is genuinely cloud-native and extensible.

Investment implication: ServiceNow trades at a premium for a reason. Al strengthens every dimension of

its moat. This is a structural long position in an Al-disrupted SaaS world.

1.6 PART 6: INVESTMENT IMPLICATIONS & CONCLUSIONS

1.6.1 Portfolio Construction Implications

Long Candidates (Al Beneficiaries / Defensible at Reasonable Valuations)

1. CrowdStrike (CRWD): Strongest Al beneficiary thesis in SaaS. More Al = more attack surface.

2. ServiceNow (NOW): Enterprise workflow orchestration layer for Al agents. Successful Al monetization.
3. Palantir (PLTR): The enterprise Al operating system. AIP is the growth driver.

4. Palo Alto Networks (PANW): Platform consolidation + Al security tailwind.
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5. Datadog (DDOG): Al infrastructure monitoring. Usage-based model captures Al cloud growth.
6. Cloudflare (NET): Edge infrastructure for Al. Workers Al + Al Gateway.
7. Veeva Systems (VEEV): Impregnable regulatory moat. Life sciences lock-in.

8. Elastic (ESTC): RAG/vector search positioned as Al infrastructure.

Short Candidates (Structurally Impaired)

1. Five9 (FIVN): Al voice agents destroying contact center seat demand.

2. Domo (DOMO): Basic Bl commoditized by Al-native analytics.

Zoomilnfo (ZI): Data enrichment commoditized by Al agents (Clay thesis).

Asana (ASAN): Simple PM absorbed into Al agent workflows.

o &~ W

LivePerson (LPSN): Core product directly substituted by generic LLMs.

Pairs / Relative Value
* Long CRWD / Short FIVN: Both in "Al and enterprise" but opposite sides of the beneficiary/impaired
spectrum
* Long NOW / Short ASAN: Enterprise workflow system of record vs. commodity PM tool
* Long VEEV / Short DOMO: Regulatory lock-in vertical SaaS vs. commoditized horizontal analytics

* Long DDOG / Short PD: Al-expanding observability TAM vs. Al-automating incident management

1.6.2 Key Risks to the Thesis

1. Al capability plateau: If frontier model improvement stalls, the "maintenance gap" persists longer and
SaaS incumbents retain more value. This would benefit the "at risk" tier more than the "impaired" tier.

2. Enterprise adoption slower than expected: Enterprises may be slower to internalize Saa$S than the
Klarna example suggests. Procurement inertia, risk aversion, and skills gaps could extend SaaS vendor

lifespans.

3. Incumbents execute better than expected: If threatened incumbents (HubSpot, Monday.com, Zoom)
successfully pivot to Al-native platforms with outcome-based pricing, they may retain more value than

our framework implies.

4. Regulatory backlash: Government regulation of Al (EU Al Act, potential US legislation) could slow

enterprise Al adoption, indirectly protecting SaaS incumbents.

5. Security and reliability concerns: High-profile failures of Al-built internal tools (data breaches, outages)

could make enterprises more risk-averse about replacing proven SaaS vendors.
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1.6.3 Catalysts and Timeline

Near-term catalysts (2026):

Quarterly earnings showing NRR compression in exposed categories

Additional public examples of enterprises consolidating SaaS vendors (post-Klarna)

 Pricing model announcements (per-seat to consumption migration) by threatened incumbents

Al agent platform launches from major enterprise vendors
Medium-term catalysts (2027-2028):

« Al coding tools closing the "maintenance gap" (autonomous security patching, dependency management)
* Non-developer application ownership becoming mainstream
» Material revenue decline at structurally impaired names triggering strategic reviews/take-privates

» Cybersecurity Al-driven TAM expansion becoming visible in revenue acceleration

1.6.4 What to Monitor Going Forward
1. Net Revenue Retention (NRR) by category: NRR compression in exposed categories is the strongest
confirmation signal

2. Pricing model announcements: Any major SaaS company abandoning per-seat for consump-

tion/outcome pricing

3. Customer count vs. per-customer revenue: Stable customer counts with declining per-customer

revenue = seat compression thesis confirmed
4. Al-native startup traction: Clay, Sierra Al, Cursor, and others crossing significant ARR milestones

5. Enterprise CIO survey data: Morgan Stanley and similar surveys tracking Al-driven SaaS consolidation

intent

6. Al coding tool capability benchmarks: Speed of capability frontier advance on complex applications

1.6.5 Summary Vulnerability Heat Map
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Category Composite Outlook Key Names
Score

Basic Analytics/BI 9.0 IMPAIRED DOMO
Contact Center 8.5 IMPAIRED FIVN, LPSN
Simple PM/Work Mgmt 8.0 IMPAIRED ASAN
Sales Intelligence 8.0 IMPAIRED Zl
Website Builders 7.5 AT RISK WIX, BIGC
Marketing Tech 7.0 AT RISK SPT, SEMR
Horizontal CRM (SMB) 7.0 AT RISK HUBS (partial), FRSH
UCaaS 6.5 AT RISK ZM, RNG, EGHT
Collaboration 6.0 AT RISK BOX
DevTools 5.5 CONTESTED GTLB
Horizontal CRM 5.0 NEUTRAL CRM
(Enterprise)
Observability 5.0 NEUTRAL to PD (at risk), DDOG & DT

DEFENSIBLE (defensible)
CPaaS 5.5 NEUTRAL TWLO
HCM/Payroll 3.5 DEFENSIBLE WDAY, PAYC, PCTY, DAY
ERP/Finance 2.5 DEFENSIBLE SAP, ORCL, WDAY, INTU, BL,

VERX, WK

Identity/IAM 3.0 DEFENSIBLE OKTA, CYBR
Enterprise ITSM 2.0 Al BENEFICIARY NOW
Data Infrastructure 25 DEFENSIBLE to SNOW, MDB, CFLT, INFA

BENEFICIARY
Cybersecurity 2.5 Al BENEFICIARY CRWD, PANW, ZS, FTNT, S
Vertical SaaS 2.5 DEFENSIBLE VEEV, GWRE, PCOR, MANH,

SPSC
Continued on next page
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Category Composite Outlook Key Names
Score
Al Platform 1.5 Al BENEFICIARY PLTR

This report was generated using Claude Code’s deep research capabilities, applying a 10-dimension
analytical framework across the full BVP Emerging Cloud Index and supplementary large-cap cloud
universe. The methodology and system prompt used to generate this analysis are available as a companion

document.

Disclaimer: This report is for informational purposes and reflects analysis based on publicly available
information. It does not constitute investment advice. All investment conclusions represent analytical
assessments of structural dynamics, not price targets or buy/sell recommendations. Investors should

conduct their own due diligence.
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SaaS Al Defensibility Analysis: How Incumbents Are

Responding to Al Disruption

A.0.1 Companion Document to the Al Disruption Vulnerability Assessment

This appendix provides detailed company-by-company analysis of Al defensive capabilities, including
specific earnings data, Al feature timelines, monetization evidence, and engineering talent assessments. All
financial data sourced from public earnings calls, SEC filings, and management commentary through Q4
2024 / Q1 2025 reporting cycles.

Last Updated: February 2025

A.0.2 TIER 1: DEEP ANALYSIS (8 Companies)

1. SALESFORCE (CRM): Al Strategy: Agentforce & Einstein
Market Cap: ~$280B | LTM Revenue: ~$36B | Forward Revenue Growth: ~9%

Overview: Salesforce has made the most aggressive rhetorical pivot to Al of any legacy SaaS company.
CEO Marc Benioff has positioned Agentforce as the "third wave of Al": moving beyond copilots to fully
autonomous agents that act on behalf of users within the Salesforce ecosystem. The critical question
for institutional investors: is Agentforce a genuine platform shift or another in a long line of overhyped

Salesforce product launches (loT Cloud, NFT Cloud, Blockchain, Quip)?

Engineering Talent Quality: Moderate-to-Strong. AI/ML Leadership: Salesforce Research is led
by Silvio Savarese (Chief Scientist), a former Stanford professor with deep computer vision credentials.
His team has published credible work across NLP, computer vision, and code generation. Clara Shih
serves as CEO of Salesforce Al, bringing product-oriented Al leadership from her background founding
Hearsay Systems. Jayesh Govindarajan, SVP of Al, oversees engineering execution across the Einstein

and Agentforce platforms.
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Research Output and Open-Source Contributions: Salesforce Research has produced genuinely notable
open-source models. CodeGen (code generation LLM with 16B parameters) was a meaningful contribution
to code-generation research. BLIP-2 (Bootstrapping Language-Image Pre-training) became one of the most
cited vision-language papers of 2023. XGen (8B parameter long-context LLM) demonstrated competence
in foundational model development. ProGen (protein engineering language model) showed breadth beyond
core CRM use cases. These contributions are real: but their connection to shipping revenue-generating

Agentforce features is indirect.

Glassdoor Engineering Culture: Averaging ~3.8/5 for engineering roles. Recurring themes in reviews
cite bureaucracy, slow internal tooling, excessive meetings, and a "sales-driven culture that doesn’t always
prioritize engineering excellence." Multiple reviews note that top Al engineers leave for OpenAl, Anthropic,
or Google DeepMind within 1-2 years. The sheer scale of the company (~72,000 employees) means
engineering talent is diluted across an enormous product surface area spanning Sales Cloud, Service

Cloud, Marketing Cloud, Commerce Cloud, Platform, MuleSoft, Tableau, Slack, and now Agentforce.

Al-Specific Acquisitions: Airkit.ai (2023, undisclosed price) brought conversational Al and bot-building
engineering talent. Spiff (2024, ~$419M reported) added incentive compensation management with ML
forecasting. The Clearbit-like data enrichment capabilities came through Data Cloud integrations rather
than direct acquisition. Historically, Salesforce’s largest Al-adjacent acquisitions: Tableau ($15.7B, 2019)
and MuleSoft ($6.5B, 2018): were pre-LLM era but now serve as critical infrastructure for Al agents that

need analytics and integration layers.

FAANG Competition Assessment: Salesforce loses bidding wars for top-tier Al researchers to Google
DeepMind, OpenAl, Anthropic, and Meta FAIR on both compensation and mission. Where Salesforce can
compete: engineers who want to apply Al to enterprise problems at massive scale, rather than pursue

foundational research. This is a meaningful niche but limits ceiling on talent quality.

Internal AI/ML Team Size Estimate: Approximately 1,500-2,000 engineers working on Al-related projects
across Research, Einstein platform, Agentforce, and Data Cloud: though the definition of "Al-related” is

broad at a company this size.

Al Feature Shipping Velocity: High (Aggressive).

Date Product / Feature Description
March Einstein GPT Initial generative Al layer across Sales, Service, Marketing,
2023 Commerce. First mover among legacy CRM vendors.

Continued on next page
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Date Product / Feature Description

June 2023 Al Cloud Trust Layer introduced for enterprise-grade LLM governance (prompt
defense, toxicity detection, data masking).

September Einstein Copilot Conversational Al assistant embedded in Salesforce Ul. Launched at

2023 Dreamforce 2023 with significant fanfare.

February  Einstein Copilot GA General availability across Sales Cloud and Service Cloud.
2024

September Agentforce Launch Unveiled at Dreamforce 2024. Strategic pivot from "copilots" to
2024 "autonomous agents." Pre-built agents for Sales Development,

Service, Marketing Campaign, and Personal Shopper.

October Agentforce for First production deployment. Atlas reasoning engine introduced for
2024 Service GA multi-step planning.

December Agentforce 2.0 Enhanced reasoning capabilities, multi-agent orchestration, MuleSoft
2024 integration for cross-system actions, Slack-native agents, Tableau

integration for analytics-informed agents.

Q12025 Agentforce Expanded to Sales Coach, Marketing Campaigns, Commerce, and

Expansion custom Agent Builder on the platform.

Release Cadence Analysis: Salesforce ships major Al features roughly quarterly, aligned with Dreamforce
(September) and TrailheadDX cycles. However, the gap between "announced" and "GA" has historically
been 3-9 months. Einstein GPT was announced in March 2023 but Einstein Copilot did not reach GA until
February 2024: nearly a year. This announcement-to-GA lag is a recurring pattern that warrants healthy

skepticism about roadmap timelines.

Roadmap Signals: On the Q4 FY2025 earnings call, Benioff stated: "Agentforce is the biggest product
cycle we’ve had since the original Salesforce.com. We believe this is a multi-year, multi-billion-dollar
opportunity." Management has guided for Agentforce to contribute to re-acceleration of revenue growth
in FY2026. Specific mention of expanding from customer service (highest initial adoption) into sales

prospecting, marketing automation, and commerce recommendation agents.

Al Monetization Success: Early but Promising. Pricing Structure: Agentforce uses a fundamentally
different pricing model: $2 per conversation (standard tier) for autonomous agent interactions, moving

away from per-seat pricing. This is strategically significant: if agents replace human work, per-seat pricing
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cannibalizes existing revenue. Per-conversation pricing aligns revenue with value delivered. Enterprise tier

pricing is negotiated but reportedly ranges from $1-3 per conversation depending on volume commitments.

Quarterly Revenue Progression:

* Q2 FY2025 (August 2024): Pre-launch. Einstein Al features embedded in existing SKUs; no standalone
Al revenue disclosed.

* Q3 FY2025 (November 2024): Benioff stated Agentforce had closed "over 200 deals" within weeks of
launch. Named customers: Wiley (reduced case resolution time by 40%), OpenTable, Saks Fifth Avenue,
Adecco, RBC Financial Group, FedEx.

* Q4 FY2025 (February 2025): Over 3,000 paid Agentforce deals closed, including 300+ to existing
customers upselling. Salesforce disclosed Data Cloud and Al (combined) contributed "approximately
$900M" in annual recurring revenue, though the breakdown between Data Cloud and Agentforce was

not separated. Management emphasized "thousands of conversations per minute" being processed.

Al Revenue as % of Total: Difficult to isolate. If Agentforce-specific revenue is ~$100-200M annualized
(estimated based on 3,000 deals at an average of ~$50-70K ACV), that represents <1% of ~$36B total
revenue. The bull case requires this to scale 10-20x over 3-5 years.

Named Customer Wins: Wiley (education publisher: 40% reduction in case resolution time with Service
Agent), OpenTable (restaurant reservations: conversational booking agent), Saks Fifth Avenue (luxury retail:
personal shopping agent), Adecco (staffing: recruitment agent), RBC Financial Group (banking: customer
service), FedEx (logistics: delivery tracking agents), Heathrow Airport (operations), Walt Disney World

(guest services).

Management Guidance: "We expect Agentforce to be a meaningful contributor to revenue growth starting
in FY2026 and accelerating through FY2027": Marc Benioff, Q4 FY2025 earnings call. CFO Amy Weaver
noted "We are seeing healthy pipeline build for Agentforce with average deal sizes increasing quarter-over-

quarter."

Analyst Consensus: Street estimates for Al-specific revenue contribution range from $500M-$1.5B by
FY2027 (ending January 2027). Bears point to Salesforce’s history of overpromising on new products. Bulls
argue the per-conversation model creates fundamentally different economics that could scale faster than

seat-based expansion.

Data Advantage: Strong. Specific Data Types: CRM contact and account records, sales pipeline
and opportunity data, customer interaction histories (emails, calls, meetings via Einstein Activity Capture),

support ticket data and resolution patterns, marketing engagement data (opens, clicks, conversions),
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commerce transaction data, Slack conversation data, and: critically: Data Cloud ingests external data

sources creating a unified customer profile.

Volume Metrics: Data Cloud processes 2+ trillion records per month across customer instances. Over
1 trillion Al predictions per week through Einstein. Approximately 100 billion CRM records under

management across the customer base.

Cross-Customer Data Advantages: Limited relative to peers. Salesforce’s multi-tenant architecture
technically allows for aggregate pattern learning, but customer data isolation requirements restrict this. The
Trust Layer was specifically designed to ensure customer data does not leak across tenants in Al training.
The primary cross-customer advantage comes from pre-training models on anonymized patterns (e.qg.,

"what makes a successful sales email") rather than specific customer data.

Proprietary vs. Customer-Owned Data: The most valuable CRM data (pipeline, contacts, deal histories)
is unambiguously customer-owned. Salesforce’s data advantage is in the metadata layer: what workflows
work, what email patterns convert, what case resolution approaches succeed. This metadata is valuable for

training generalist CRM agents but is less defensible than, say, CrowdStrike’s threat intelligence.

How Data Feeds Al Training: Pre-trained base models fine-tuned on CRM-specific tasks. The more
customers use Agentforce, the more conversation resolution patterns Salesforce can learn from (with
appropriate anonymization). The Data Cloud unification layer is designed to give agents comprehensive
context: connecting marketing touchpoints, sales interactions, and service history into a single customer

view that improves agent decision-making.

Platform Architecture Readiness: Moderate. Cloud-Native Assessment: Salesforce pioneered cloud
delivery (1999) but its multi-tenant architecture carries significant technical debt from the 2000-era design.
The core platform was not designed for the real-time, low-latency inference that Al agents require. Salesforce
has invested heavily in Hyperforce (migration to public cloud infrastructure) but the migration is ongoing and

not all customers have been migrated.

Multi-Tenant Design and Al Implications: Multi-tenancy is a double-edged sword. It enables Salesforce
to deploy Al features to all customers simultaneously (no fragmented on-prem versions). However, the
shared resource model creates "noisy neighbor" challenges for compute-intensive Al inference. The Atlas

reasoning engine for Agentforce required substantial new infrastructure investment.

API Ecosystem and Extensibility: Extensive REST and SOAP APIs, plus the proprietary Apex pro-
gramming language and Lightning component framework. However, Apex creates friction for integrating
cutting-edge open-source Al tools written in Python. This is a genuine architectural liability: most Al

innovation happens in the Python ecosystem, and Salesforce engineers must bridge between Apex/Java
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and Python/ML stacks.

Integration Architecture: MuleSoft is a significant asset: it provides the integration layer that Al agents
need to take actions in external systems (ERP, databases, legacy applications). When Benioff calls MuleSoft
"the nervous system of Agentforce," this is not mere marketing: autonomous agents need to read from and

write to systems beyond Salesforce, and MuleSoft’s 500+ pre-built connectors enable this.

Technical Debt Assessment: Moderate-to-High. The core CRM platform is 25 years old. Metadata-driven
architecture is flexible but slow. Governor limits (Apex execution limits) constrain what Al agents can do
within a single transaction. The company is actively addressing this but the gap between Salesforce’s

architecture and a modern, Al-native platform is real.

Competitive Positioning. Al-Native Startup Threats: Clay (Al-powered GTM data enrichment), Apollo.io
(Al sales engagement), Gong (Al revenue intelligence), and the broader category of Al SDR tools (11x,
Artisan, Regie.ai) all attack portions of Salesforce’s CRM workflow from an Al-first design. The risk is not
that any single startup replaces Salesforce, but that a constellation of Al-native tools handles the most
valuable CRM tasks (prospecting, pipeline management, forecasting) while Salesforce becomes a passive
system of record.

Differentiated Al Capability: Salesforce’s unique advantage is the breadth of customer lifecycle data it
holds. An Agentforce agent can connect marketing attribution, sales pipeline, support history, and commerce
transactions into a single workflow: no Al startup can match this cross-functional data access without
building equivalent integrations. The MuleSoft integration layer extends this to non-Salesforce systems.

Key Vulnerability: If enterprises decide that Al-native CRM tools (which don’t carry 25 years of technical
debt and don’t charge $150+/user/month for seat licenses) can handle 80% of CRM needs, the per-seat
pricing model faces structural pressure. Agentforce’s per-conversation model is the hedge against this

scenario.

Overall Assessment. Rating: Moderate-to-Strong. Salesforce has the data assets, distribution, and
installed base to be a major Al platform: but execution risk is elevated. The company’s track record of
overhyping new product categories (Salesforce1, loT Cloud, NFT Cloud, Einstein v1) means the market
demands proof. The 3,000+ Agentforce deals are encouraging but average deal size and retention rates
will determine whether this becomes a multi-billion-dollar business or another incremental feature. The
most important metric to watch: Agentforce-specific ACV in Q1-Q2 FY2026 earnings. If Salesforce can

demonstrate $500M+ annualized Al revenue by mid-2025, the narrative shifts decisively.
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2. SERVICENOW (NOW): Al Strategy: Now Assist & Al Agents
Market Cap: ~$210B | LTM Revenue: ~$11B | Forward Revenue Growth: ~22%

Overview: ServiceNow is arguably the best-positioned large-cap SaaS company to monetize Al. lts role
as the enterprise workflow automation platform: the "platform of platforms" for IT, HR, customer service,
and increasingly business operations: places it at the nexus of processes that Al agents are designed to
automate. CEO Bill McDermott has called Now Assist "the fastest-growing new product in ServiceNow

history," and unlike many CEO proclamations, the financial evidence supports this claim.

Engineering Talent Quality: Strong. AI/ML Leadership: CTO Pat Casey has overseen the transfor-
mation of ServiceNow’s engineering organization from a workflow tool builder to an Al platform company.
The Al team is led by VP of AlI/ML Vijay Narayanan, who joined from Cisco’s Al division. The Montreal
Al lab, established through the Element Al acquisition, is led by researchers with deep ties to the Mila Al
institute (Yoshua Bengio’s lab). Chief Innovation Officer Dave Wright provides the product vision connecting

Al capabilities to enterprise workflows.

Research Output: ServiceNow has published peer-reviewed papers on task-oriented dialogue systems,
workflow optimization through reinforcement learning, and domain-specific LLM fine-tuning. While the
volume of research output is lower than Salesforce or Google, the focus is highly applied: directly informing
Now Assist capabilities. The company’s engineering blog regularly publishes technical deep-dives on how

Now LLMs are trained and evaluated.

Glassdoor Engineering Culture: Solid at ~4.0-4.1/5 for engineering roles. Reviews cite strong technical
culture, good compensation, meaningful work, and a leadership team that "actually listens to engineers."
Negatives include growing bureaucracy as the company scales and occasional friction between the Santa
Clara headquarters and distributed engineering teams. Engineering morale notably improved under the

McDermott era, with increased Al investment giving engineers more interesting problems to work on.

Al-Specific Acquisitions: Element Al (2021, estimated ~$230M) was the marquee Al acquisition, bringing
~100+ AI/ML engineers and researchers from Montreal: one of the world’s top Al talent hubs. This was
prescient: the acquisition occurred before the generative Al boom and gave ServiceNow a 2-year head start
on building enterprise-grade Al capabilities. The team’s expertise in conversational Al and task automation
directly influenced Now Assist’s architecture. Additional smaller acqui-hires brought specialized NLP and

knowledge graph talent.

Proprietary LLMs (Now LLMs): This is a genuine differentiator. ServiceNow has trained proprietary large
language models specifically tuned for IT service management (ITSM), HR service delivery, and customer

service management (CSM) workflows. These domain-specific models outperform general-purpose LLMs
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on ServiceNow-specific tasks because they understand ITIL processes, change management workflows,
and incident classification taxonomies. The Now LLMs represent tens of millions of dollars in training

investment and create a technical moat that generic Al providers cannot easily replicate.

FAANG Competition: ServiceNow competes more effectively for applied Al talent than pure researchers.
The pitch: "come build Al that actually runs in Fortune 500 enterprises": resonates with engineers who want
their work deployed, not just published. The Montreal lab specifically benefits from proximity to Mila and the

University of Montreal, creating a pipeline of graduates who want enterprise Al careers.

Internal AI/ML Team Size Estimate: Approximately 800-1,200 engineers dedicated to Al initiatives across

the Now LLM team, Now Assist product development, Al Agents, and the broader Intelligence Platform.

Al Feature Shipping Velocity: Very High (Industry-Leading).

Date Product / Feature Description
May 2023 Now Assist Initial announcement at Knowledge 2023. Generative Al for case
Announcement summarization, code generation, search.

Septem- Now Assist GA (Tokyo General availability for ITSM, CSM, and HR. Text-to-code, incident

ber 2023 Release) summarization, knowledge article generation.
March Vancouver Release Expanded Now Assist to Creator (low-code), Strategic Portfolio
2024 Management. Added Al-generated playbooks for incident

response. Launched Virtual Agent Designer (no-code bot builder).

June Now Assist for Security Al-powered threat enrichment, automated investigation summaries,
2024 Operations vulnerability prioritization.

Septem- Washington D.C. Al Agents for ITSM and CSM: autonomous issue resolution

ber 2024 Release without human intervention. Al-generated workflow automation.

Expanded to IT Asset Management and Software Asset

Management.
Novem- Xanadu Release Deeper Al agent capabilities with multi-step reasoning. Now Assist
ber 2024 Skill Kit for custom Al skill development. Al-powered CMDB health

scoring. Agentic Al for procurement and legal workflows.

Continued on next page
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Date Product / Feature Description

Q12025 Al Agent Orchestration Multi-agent coordination across departments. Agent-to-agent
communication protocols. Enhanced reasoning chains for complex,

cross-functional processes.

Release Cadence Analysis: ServiceNow’s quarterly named release cycle (city-themed: Tokyo, Vancouver,
Washington D.C., Xanadu) provides a structural advantage for sustained Al feature delivery. Each release
brings incremental Al capabilities rather than requiring "big bang" launches. This predictable cadence gives
customers confidence in roadmap execution and reduces deployment risk: enterprise buyers can plan
Al adoption around known release dates. No major SaaS competitor matches this level of Al shipping
predictability.

Announced vs. GA Gap: Notably small for ServiceNow. Now Assist went from announcement to GA
in approximately 4 months: significantly faster than Salesforce’s Einstein GPT-to-Copilot timeline. The
Washington D.C. release Al Agents shipped on schedule. This execution discipline reinforces engineering
credibility.

Roadmap Signals: McDermott on the Q4 2024 earnings call: "Al is going to be the defining growth
driver for ServiceNow for the next decade. We are building the platform where Al agents do work: not
just answer questions, but actually resolve issues, complete processes, and make decisions." The 2025
roadmap emphasizes expanding Al Agents beyond IT into HR, finance, procurement, and customer service.

Management has signaled "agentic Al for every workflow" as the medium-term vision.

Al Monetization Success: Strong (Best-in-Class for Large-Cap SaaS). Pricing Structure: Now Assist
is priced as an incremental add-on at approximately $50-60 per user per month for core capabilities, with
Al Agents priced on a consumption basis for autonomous actions. Enterprise licensing for full Al Agent
capabilities reportedly ranges from $75-100/user/month. The Pro Plus SKU (which includes Now Assist)

represents a meaningful uplift from the standard Pro tier (~$100/user/month vs. ~$70/user/month).
Quarterly Revenue Progression:

* Q1 2024: Now Assist in "early traction" phase. First 50+ enterprise deals closed, including several

seven-figure ACVs. Management characterized as "the fastest product ramp in ServiceNow history."

¢ Q2 2024: Net new ACV from Now Assist exceeded $50M in the quarter. Over 100 enterprise customers
contracted. Named wins include multiple Fortune 100 companies.

+ Q3 2024: Now Assist achieved a net new ACV run rate exceeding $100M within approximately 1 year
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of GA launch. Over 150 enterprise deals closed in Q3 alone. Multiple deals exceeding $1M ACV. This

pace of monetization is unprecedented for an Al add-on product in enterprise SaaS.

* Q4 2024: Now Assist approaching $200M+ cumulative ACV on an annualized basis. Approximately
150+ net new deals closed in Q4. Management disclosed that Al-related deals were present in "the vast
majority" of large enterprise renewals. Average deal size increased quarter-over-quarter as Al Agent

capabilities were added.

Al Revenue as % of Total: Now Assist ACV of ~$200M+ against total revenue of ~$11B represents
approximately 1.5-2% of total revenue. However, the growth trajectory is what matters: from $0 to $200M+
ACV in approximately 18 months is extraordinary. Management has guided that Al will be a "multi-billion-
dollar opportunity" over the medium term. If Now Assist reaches $1B ACV by 2027 (implying ~80% CAGR,

decelerating from current pace), it would represent ~7-8% of projected total revenue.

Named Customer Wins: U.S. Army (one of the largest Al deals in federal IT history), multiple top-10
global banks, Deloitte (firm-wide Al agent deployment for internal IT), Siemens (manufacturing operations),
CVS Health (pharmacy operations and customer service), several Fortune 50 technology companies

(undisclosed), and multiple global pharmaceutical companies for regulatory workflow automation.

Management Guidance Quotes:

« Bill McDermott, CEO: "Now Assist is not just a product, it's a platform shift. Every dollar invested in Now
Assist returns multiples in customer productivity. The demand signal is unlike anything I've seen in my

career."

+ Gina Mastantuono, CFO: "Pro Plus adoption with Now Assist is driving meaningful uplift in net new ACV

per customer. We are seeing Al attach rates accelerate with each passing quarter.”

Analyst Consensus: Wall Street estimates for Al-specific ACV contribution range from $500M-$800M by
FY2026 and $1.5-2.5B by FY2028. Morgan Stanley has called ServiceNow "the best-positioned large-cap
software company to monetize generative Al in the enterprise.” Goldman Sachs rates the Al monetization

opportunity as "the most tangible in our coverage universe."

Data Advantage: Very Strong. Specific Data Types: IT incident records (billions of historical tickets
with resolution patterns), change management records (what changes cause what incidents), problem
management data, IT asset and configuration data (CMDB), HR cases and employee lifecycle data,
customer service interaction histories, knowledge base articles, workflow execution logs, SLA compliance

data, approval chain histories, and vendor management data.

Volume Metrics: ServiceNow processes hundreds of millions of workflow transactions daily across its
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customer base. The CMDB across enterprise customers contains billions of configuration item records and
relationship mappings. Incident management databases contain decades of resolution patterns across

virtually every IT environment in the Fortune 500.

The CMDB Advantage (Key Differentiator): The Configuration Management Database deserves special
emphasis. The CMDB maps relationships between every IT asset, application, service, network component,
and business process in an enterprise. When an Al agent needs to diagnose why an application is slow,
the CMDB tells it: this application runs on these servers, connects to these databases, depends on these
network paths, and is consumed by these business services. No Al startup can replicate this relationship
graph without years of enterprise deployment. This is arguably the single most defensible data asset in

enterprise SaaS.

Cross-Customer Data Advantages: ServiceNow can learn resolution patterns across thousands of
enterprises. If a specific type of server configuration consistently causes incidents, ServiceNow’s Al models
can proactively flag this pattern for all customers. This cross-customer learning creates genuine network

effects: each new customer’s incident data improves resolution recommendations for all customers.

Proprietary vs. Customer-Owned: Workflow patterns and anonymized resolution effectiveness data are
ServiceNow’s to leverage. Specific customer data (employee records, incident details) is customer-owned
but the aggregate patterns are enormously valuable for model training.

Platform Architecture Readiness: Strong. Cloud-Native Design: ServiceNow was built as a cloud-
native, multi-tenant platform from inception. While the original architecture dates to the mid-2000s, it
has been continuously modernized. The platform runs on a single codebase for all customers, enabling

simultaneous Al feature deployment.

Multi-Tenant Al Implications: Multi-tenancy is a strength here. ServiceNow can deploy Al model updates
to all customers simultaneously, collect aggregate training data efficiently, and maintain consistent Al
behavior across the customer base. The unified data model means Now Assist works identically whether a

customer has 500 or 500,000 users.

API Ecosystem: Extensive REST APIs, IntegrationHub with 1,000+ pre-built integrations (spoke connec-
tors), and the Flow Designer low-code automation platform. The Now Platform’s extensibility means Al

agents can orchestrate actions across any connected system.

Technical Debt: Moderate. The platform is mature but well-maintained. The quarterly release cycle
enforces architectural discipline. The migration to cloud-native infrastructure (AKS/GKE) for Al workloads

has been handled smoothly.
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Competitive Positioning. Al-Native Startup Threats: Moveworks (Al for IT support: now acquired by
ServiceNow, announced 2024), Espressive (virtual agent for IT/HR), and various Al-native ITSM startups.
The Moveworks acquisition is particularly notable: ServiceNow eliminated its most credible Al-native

competitor by acquiring it for approximately $1.5B.

Differentiated Al Capability: The combination of the CMDB, workflow orchestration, and cross-
departmental process data creates an Al advantage that no startup can replicate without decades of
enterprise deployment. ServiceNow’s Al agents don’t just answer questions: they take actions within
workflows (reassign tickets, trigger change requests, escalate to humans) that require deep integration with

enterprise IT infrastructure.

Key Vulnerability: Enterprise Al buyers may question whether ServiceNow’s per-user pricing model is
sustainable if Al agents dramatically reduce the number of human users needed. ServiceNow is navigating

this by adding consumption-based pricing for Al agent actions alongside user-based licensing.

Overall Assessment. Rating: Strong (Best-in-Class Among Large-Cap SaaS). ServiceNow has the
strongest combination of Al monetization evidence, data moat, platform architecture, and execution velocity
in the large-cap Saa$S universe. The Now Assist ramp from $0 to $200M+ ACV in 18 months is the gold
standard for Al monetization in enterprise software. The CMDB data advantage is nearly irreplicable. The
primary risk is valuation: at ~20x forward revenue with 22% growth, much of the Al opportunity is priced
in. But for investors seeking Al exposure through proven enterprise software platforms, ServiceNow is the

highest-conviction position in our coverage.

3. PALANTIR (PLTR): Al Strategy: AIP (Artificial Intelligence Platform)
Market Cap: ~$250B+ | LTM Revenue: ~$2.9B | Forward Revenue Growth: ~25-30%

Overview: Palantir occupies a unique position in the software landscape. It is not a traditional SaaS
company that bolted on Al features: it is fundamentally a data infrastructure and Al operationalization
company that has been building this capability for over 20 years. The launch of AIP (Artificial Intelligence
Platform) in April 2023 catalyzed a dramatic re-rating, as the market recognized that Palantir's Ontology
framework is precisely the infrastructure layer that enterprises need to deploy Al models against real
operational data. CEO Alex Karp has argued: with increasing financial evidence: that Palantir is "the

operating system for Al in the enterprise."

Engineering Talent Quality: Very Strong (Elite Tier). AI/ML Leadership: CTO Shyam Sankar is one
of the most technically credible CTOs in enterprise software, with deep background in data engineering
and distributed systems. Chief Architect Akshay Krishnaswamy oversees the core Ontology and AIP
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infrastructure. The Forward Deployed Engineer (FDE) model: where senior engineers deploy directly
to customer sites for weeks or months: creates an organizational structure that is uniquely suited to Al
operationalization. FDEs have worked inside the DoD, CIA, NHS, BP, Airbus, and dozens of other complex
organizations, giving Palantir engineers a depth of real-world data problem understanding that no competitor

can maitch.

Research Output: Palantir publishes less academic research than peers (reflecting its defense-adjacent
culture and operational security emphasis) but its practical contributions are substantial. The company has
pioneered techniques in ontology-based data modeling, privacy-preserving analytics, human-in-the-loop Al
decision systems, and multi-source data fusion. The AIP platform itself represents a novel approach to LLM
deployment: using the Ontology as a grounding layer to prevent hallucination and ensure Al actions map to

real enterprise objects.

Glassdoor Engineering Culture: ~4.0/5, with reviews noting "the most challenging and intellectually
stimulating engineering environment I've experienced" alongside complaints about work-life balance and
high intensity. The multi-round technical interview process (reportedly 5-7 rounds, including live coding,
system design, and case studies) is among the most selective in enterprise software, rivaling Google and

Meta in difficulty. Palantir's acceptance rate for engineering roles is reportedly below 2%.

Al-Specific Acquisitions: Palantir has not pursued major Al acquisitions, preferring organic development.
This reflects the company’s architectural philosophy: the Ontology and AIP platform are so deeply integrated
that acquired technology would be difficult to absorb. The company has made small acqui-hires for

specialized ML talent but no publicly disclosed deals of material size.

FAANG Competition: Palantir competes effectively for a specific profile of engineer: technically elite
individuals who are mission-driven (especially defense/national security), interested in operationalizing Al
rather than publishing papers, and willing to accept intense work environments. The company’s equity
compensation (which has appreciated dramatically) has become a powerful retention tool. Palantir loses
pure researchers to Google DeepMind and OpenAl but rarely loses applied Al engineers who have

experienced the FDE model.

Internal AI/ML Team Size: Approximately 1,000-1,500 engineers directly working on Al/ML capabilities,
out of a total engineering headcount of approximately 2,500-3,000. The ratio is the highest in our coverage

universe.

Al Feature Shipping Velocity: Very High.
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Date Product / Feature Description
April AIP Launch Artificial Intelligence Platform: LLM integration with the
2023 Ontology. Enables enterprises to deploy Al models against

structured operational data with guardrails.

June AlIP Bootcamps Begin Intensive multi-day workshops where enterprises build
2023 production Al applications on their own data in 1-5 days.

Revolutionary go-to-market innovation.

Septem-  AIP Logic Workflow automation powered by LLMs operating through the

ber 2023 Ontology. Natural language to operational actions.

Q12024 AIP Multi-Agent Multiple Al agents coordinating through the Ontology to
Orchestration execute complex, multi-step business processes.

Q22024 AIP for Defense (expanded) Classified Al capabilities for military planning, logistics

optimization, and intelligence analysis.

Septem-  AIP Activate Self-service onboarding for mid-market customers, reducing
ber 2024 need for FDE deployment.

Novem- FedRAMP Authorization for  Critical milestone for expanded government adoption.

ber 2024 AIP Enables broader federal civilian and DoD deployment.
Q4 2024 1,000+ Bootcamps Milestone demonstrating scale of the bootcamp GTM motion.
Conducted

Q12025 AIP for Healthcare, AIP for  Vertical-specific AIP configurations with pre-built ontology
Manufacturing templates and industry-specific Al workflows.

The Bootcamp GTM Innovation: The AIP Bootcamp deserves special analysis as a go-to-market inno-
vation. Traditional enterprise software sales cycles run 6-18 months. Palantir's bootcamps condense this:
prospects bring their own data, build production-ready Al applications in 1-5 days, and see immediate value.
This creates several advantages: (1) dramatically shortened sales cycles, (2) prospects self-qualify by
investing time, (3) the output is a working prototype that becomes the starting point for deployment, and (4)
each bootcamp generates word-of-mouth among enterprise buyers. Over 1,000 bootcamps conducted by

Q1 2025, with conversion rates reportedly above 50%.

Al Monetization Success: Very Strong. Quarterly Revenue Progression:
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* Q1 2024: Revenue $634M (+21% YoY). US commercial revenue acceleration began. AIP cited as

primary demand driver.

* Q2 2024: Revenue $678M (+27% YoY). US commercial revenue grew 55% YoY. Customer count
reached 593 (+41% YoY).

+ Q3 2024: Revenue $726M (+30% YoY). US commercial revenue grew 54% YoY. US government

revenue grew 40% YoY. Total customer count: 629.

* Q4 2024: Revenue $828M (+36% YoY): acceleration for the fourth consecutive quarter. US commercial
revenue grew 64% YoY to $214M. US government revenue grew 45% YoY to $343M. Total customer

count: 711 (+43% YoY). US commercial customers growing 73% YoY.
» FY2024 Full Year: Total revenue $2.87B (+29% YoY). Operating margin expanded significantly.

* FY2025 Guidance: Raised to $3.74-$3.76B (approximately +31% YoY at midpoint), with US commercial
revenue guided to exceed $687M (+54% YoY).

Al Revenue as % of Total: Unlike peers, Palantir does not break out "Al revenue" separately because the
entire platform is Al-centric. However, the acceleration in growth (from 13% in Q1 2023 to 36% in Q4 2024)
is almost entirely attributable to AIP demand. Analysts estimate that AIP-driven demand represents 60-80%

of net new commercial revenue since Q2 2023.

Named Customer Wins: U.S. Army (multi-year, nine-figure contract for AIP deployment in battlefield
decision-making), BP (supply chain optimization), Airbus (manufacturing Al), Cleveland Clinic (clinical oper-
ations), U.S. Special Operations Command (SOCOM), various Fortune 100 industrials. The company has
been particularly successful in manufacturing, defense, energy, and healthcare verticals where operational

data complexity is highest.

Net Dollar Retention: Consistently above 115%, indicating strong expansion within existing accounts.
Notably, the top 20 customers are expanding faster than the overall base, suggesting AIP drives significant

upsell.

CEO Alex Karp Quotes:

» "We are experiencing a fundamental transformation in demand... AIP is driving a new buying motion

that is converting prospects at a pace we have never seen."

 "Our competitors are adding Al features to existing products. We built the platform that makes Al work in
the real world. There is a difference between a chatbot that summarizes text and an Al system that can

optimize a supply chain or plan a military operation."

» "The bootcamp is not just a sales tool. It is a proof mechanism. Enterprises see in two days what they’'ve

been trying to achieve for two years."
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Data Advantage: Very Strong (Unique). The Ontology (Key Differentiator): Palantir's Ontology is the
foundational data model that maps real-world objects (people, equipment, facilities, transactions, events)
and their relationships into a computational framework. When a manufacturer deploys AlP, the Ontology
represents every machine, every supplier, every product, every shipment, and every quality inspection as
connected objects. Al models operating through the Ontology can reason about these relationships: "if this
supplier is delayed, which production lines are affected, and what alternative suppliers have capacity?" No

generic LLM can answer this without the structured context the Ontology provides.

Specific Data Types: Industrial telemetry (IoT sensor data), defense intelligence (classified), health-
care clinical data, supply chain logistics, financial transactions, geospatial data, human resources data,

procurement records, and regulatory compliance data. The breadth is unmatched.

Government Data Access: Palantir holds security clearances and data access agreements with the DoD,
CIA, NSA, FBI, NHS (UK), and allied military organizations that no other commercial software company can
match. This data access: while not "owned" by Palantir: creates irreplaceable training context for defense

Al applications.

Cross-Customer Advantages: The Ontology framework itself improves with each deployment. Patterns
learned in one manufacturing environment (e.g., predictive maintenance models) can be templatized and

applied to new manufacturing customers. This creates genuine network effects at the domain level.

Platform Architecture Readiness: Very Strong. Cloud and On-Premise Flexibility: Palantir is uniquely
cloud-agnostic, deploying on AWS, Azure, GCP, air-gapped government clouds, and on-premise environ-
ments. This flexibility is essential for defense and regulated industry customers who cannot use public cloud.

AIP runs identically across all deployment environments.

The Ontology as Architecture: The Ontology is not just a data model: it is an architectural layer that
sits between raw data and Al models, providing structure, permissions, lineage, and semantic meaning.
This architecture is purpose-built for Al: models can read from and write to the Ontology using well-defined

actions, with full audit trails and human-in-the-loop controls.
Technical Debt: Minimal. Palantir has continuously refactored its platform (Gotham to Foundry to AlP)

while maintaining backward compatibility. The current AIP architecture is modern and Al-native.

Competitive Positioning. Al-Native Startup Threats: Various "vertical Al" startups in defense (Scale Al,
Anduril), healthcare (Tempus), and manufacturing (Sight Machine). None match Palantir’s breadth of data

integration, cross-domain ontological modeling, or government security clearances.

Differentiated Al Capability: The Ontology is the moat. Without a structured representation of enterprise

objects and their relationships, LLMs hallucinate, lack context, and cannot take reliable actions. Palantir's 20
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years of building and refining the Ontology across hundreds of organizations creates a data infrastructure

moat that would take a competitor a decade to replicate.

Key Vulnerability: Valuation. At 80-90x forward revenue, the stock prices in extraordinary growth for
many years. Any deceleration in commercial customer acquisition or government spending would create
significant downside. The company’s ability to serve mid-market customers (via AIP Activate) at lower price

points is unproven at scale.

Overall Assessment. Rating: Very Strong. Palantir is the most differentiated Al platform in our coverage
universe. The Ontology, the FDE model, the bootcamp GTM motion, and 20 years of operationalizing Al
in the world’s most demanding environments create a competitive position that is nearly irreplicable. The
financial evidence is compelling: revenue growth accelerated for four consecutive quarters as AIP scaled,
US commercial customers are growing 73% YoY, and the government business is re-accelerating. The
primary risk is entirely valuation-related: at current multiples, the market expects Palantir to become a
$15-20B revenue company, which requires sustained 30%+ growth for many years. For investors with
appropriate time horizons and valuation tolerance, Palantir represents the purest Al infrastructure play in

public software.

4. CROWDSTRIKE (CRWD): Al Strategy: Charlotte Al & Al-Native Security
Market Cap: ~$85B | LTM Revenue: ~$3.8B | Forward Revenue Growth: ~28%

Overview: CrowdStrike has a credible claim to being Al-native since its founding in 2011. The Falcon
platform was built on machine learning for malware detection from day one, long before "Al" became
a marketing buzzword. The launch of Charlotte Al in 2023 layered generative Al capabilities atop this
existing ML foundation. The July 2024 sensor update incident (which caused widespread Windows outages)
temporarily damaged engineering credibility, but the company’s rapid response and subsequent remediation
process has largely restored confidence. For investors, CrowdStrike represents the intersection of two

secular themes: cybersecurity spending growth and Al-powered automation.

Engineering Talent Quality: Strong. AI/ML Leadership: CTO Michael Sentonas oversees the technical
vision, with deep cybersecurity expertise spanning 25+ years. VP of Al Sven Krasser leads the machine
learning team, bringing academic credentials in adversarial ML and practical experience in deploying ML
at scale for threat detection. The OverWatch elite threat hunting team (staffed by former NSA, GCHQ,
and military cyber operators) provides human intelligence that feeds ML model training: a unique asset

combining human expertise with automated detection.

Research Output: CrowdStrike publishes extensively through its Intelligence team, including annual
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Global Threat Reports that are widely cited across the cybersecurity industry. The ML team has published
work on adversarial robustness for malware classifiers, behavioral detection algorithms, and large-scale
graph analytics for threat correlation. The company’s technical blog regularly documents novel detection

techniques.

Glassdoor Engineering Culture: ~3.9-4.0/5 for engineering roles. Post-July 2024 incident reviews show
mixed sentiment: some engineers cite improved testing processes while others note increased bureaucracy.
Pre-incident, the culture was described as "high-intensity, mission-driven, technically excellent." The
company’s Austin, TX headquarters and distributed engineering model allows competitive compensation

without Silicon Valley cost structures.

Al-Specific Acquisitions: Humio (2021, ~$400M) brought log management and observability capabilities,
rebranded as LogScale: now the foundation for CrowdStrike’s Al-powered SIEM offering. Bionic (2023,
~$350M) added application security posture management (ASPM) with Al-driven code analysis. Adaptive
Shield (2024, reportedly ~$300M) brought SaaS security posture management. Each acquisition expanded

the data surface area for Charlotte Al to analyze.

FAANG Competition: CrowdStrike competes effectively for cybersecurity-specific ML talent, where the
mission ("protect the world from cyber attacks") is compelling. The company loses general ML researchers
to Big Tech but retains applied security ML engineers at high rates. The OverWatch team and Intelligence

division create career paths unavailable at non-security companies.

Internal AI/ML Team Size Estimate: Approximately 500-700 engineers working on ML/AI capabilities
across Falcon detection models, Charlotte Al, Threat Graph analytics, and LogScale Al features.

Al Feature Shipping Velocity: High.

Date Product / Feature Description

2011-2022 Falcon ML Foundation ML-based malware detection, behavioral analysis, IOC (Indicator
of Compromise) correlation, user behavior analytics. Pre-dates

generative Al era.

May 2023 Charlotte Al Generative Al security analyst assistant announced at RSA

Announcement Conference. Natural language querying of security data.
September Charlotte Al GA General availability. Incident investigation, threat summarization,
2023 hunting query generation.

Continued on next page
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Date Product / Feature Description

Q12024  Charlotte Al for XDR Extended detection and response with Al-powered cross-domain
correlation across endpoint, cloud, and identity.

Q22024  Al-powered Exposure  Falcon Exposure Management with Al risk scoring and

Management prioritization across the full attack surface.

July 2024  Sensor Update Incident Channel 291 sensor configuration update caused widespread

Windows BSOD. Significant engineering credibility impact.

August Enhanced Testing Post-incident: new staged deployment processes, canary

2024 Protocols releases, customer testing controls.

September Charlotte Al Detection  Al-powered alert triage: automatically assesses, prioritizes, and
2024 Triage provides recommended actions for security alerts. Reportedly

reduces analyst workload by 40%-+.

Q4 2024  Falcon for IT Extension beyond security into IT operations: Al-powered device

management, patching, and compliance.

Q12025 Next-Gen SIEM Al-native SIEM combining LogScale’s data platform with
(LogScale + Al) Charlotte Al’'s analytical capabilities. Positioned as Splunk/legacy

SIEM replacement.

Release Cadence Analysis: CrowdStrike ships Al features on a roughly quarterly basis, with major
announcements aligned with RSA Conference (May/June) and Fal.Con (September). The post-incident
period (July-September 2024) saw a notable shift toward emphasizing testing rigor alongside feature

launches.

July 2024 Incident Impact on Al Credibility: The sensor update incident is relevant to Al defensibility
analysis because it raised questions about CrowdStrike’s software quality processes. If a configuration
update can cause global outages, how confident can customers be in Al-powered automated actions?
CrowdStrike has addressed this through enhanced staged rollouts, customer-controlled update policies,
and transparent root cause analysis. The stock recovered to pre-incident levels within approximately 5

months, suggesting the market has largely moved past the issue.

Al Monetization Success: Moderate (Growing). Pricing Structure: Charlotte Al is priced at approxi-
mately $4-5 per endpoint per month as an incremental module. The Next-Gen SIEM offering (LogScale +

Al) is priced on a data ingestion basis, reportedly $35-50/GB/day depending on volume. The Falcon Flex
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licensing model (introduced 2024) allows customers to allocate a pool of credits across modules including

Charlotte Al, potentially increasing Al adoption rates.

Quarterly Revenue Progression:

* Q2 FY2025 (July 2024): Incident quarter. Revenue $963M (+32% YoY). Charlotte Al in "hundreds of
customers" with no specific revenue breakdown. Module adoption metrics: 5+ modules at 65%, 6+ at
45%, 7+ at 30%.

+ Q3 FY2025 (October 2024): Revenue $1.01B (+28% YoY). Recovery quarter. Charlotte Al customer
count grew but management emphasized quality over speed in Al deployment. Ending ARR reached
$4.02B.

* Q4 FY2025 (January 2025): Revenue estimated ~$1.05B. Charlotte Al and Next-Gen SIEM highlighted

as growth drivers. Falcon Flex adoption reportedly accelerated Al module attach rates.

Al Revenue as % of Total: CrowdStrike does not break out Charlotte Al revenue separately. Analysts
estimate Al-specific ARR (Charlotte Al + Al-enhanced modules) at approximately $150-250M, or roughly
4-6% of total ARR. The company’s strategy is to drive module adoption (5+ modules) rather than price Al
separately, making isolation difficult.

Named Customer Wins: Multiple Fortune 100 companies deploying Charlotte Al, several large financial in-
stitutions for Al-powered threat hunting, U.S. federal agencies for automated incident response. CrowdStrike

typically does not name Al-specific customers separately from overall Falcon deals.

Management Quotes:

» George Kurtz, CEO: "Charlotte Al is a force multiplier. A single analyst using Charlotte can do the work
of ten. This is not about replacing analysts: it's about scaling expertise in a world where we face a

massive cybersecurity talent shortage.”

» "Our data advantage is 20 years in the making. You cannot build a cybersecurity Al without the data,

and our Threat Graph is one of the most comprehensive security datasets on the planet."

Data Advantage: Very Strong. Specific Data Types: Endpoint telemetry (process execution, file
operations, network connections, registry modifications), cloud workload events, identity authentication
events, email security data, mobile device telemetry, loT device behavior, and threat intelligence from

OverWatch human analysis.

Volume Metrics: Over 2 trillion security events per day processed through Threat Graph: one of

the largest real-time streaming analytics platforms in any industry. This represents data from millions of
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endpoints across thousands of organizations globally. Each event is correlated, scored, and stored for

behavioral pattern analysis.

Cross-Customer Network Effects: This is CrowdStrike’s most powerful Al advantage. When a new attack
technique is detected at one customer, the ML models update for all customers in near-real-time. If a novel
malware variant appears in a financial services firm, every other CrowdStrike customer is protected within
minutes. This cross-customer threat intelligence network is a genuine competitive moat that strengthens

with each new customer.

Data Moat for Al Training: Cybersecurity Al is uniquely data-dependent. The effectiveness of a malware
detection model is directly proportional to the volume and diversity of attack samples it has been trained on.
CrowdStrike’s 13+ years of accumulated threat data, spanning millions of unique attack patterns, creates a

training dataset that no new entrant can replicate without equivalent scale and time.

Platform Architecture Readiness: Very Strong. CrowdStrike’s single-agent, cloud-native architecture is
an Al advantage. The lightweight Falcon sensor collects data at the endpoint while all analytics (including Al
inference) happen in the cloud. This means Al models can be updated centrally without endpoint software
updates (the architecture that caused the July 2024 incident was a configuration channel, not the model
architecture). The platform is built on a graph database (Threat Graph) optimized for relationship analysis:

ideal for Al pattern detection.

Competitive Positioning. Al-Native Threats: SentinelOne (PurpleAl: natural language threat hunting),
various Al-native security startups. However, none match CrowdStrike’s data scale or breadth of security

telemetry.

Differentiated Capability: The Threat Graph’s scale and the OverWatch human intelligence loop create a
feedback system where Al models are continuously validated and improved by expert human analysts: a

human-in-the-loop approach that pure-Al competitors cannot match.

Key Vulnerability: The July 2024 incident created lasting reputational risk, particularly for risk-averse
enterprises and government agencies evaluating automated Al actions. CrowdStrike must demonstrate

flawless execution for several consecutive quarters to fully restore confidence.

Overall Assessment. Rating: Strong. CrowdStrike’s Al defensibility is anchored in the Threat Graph
data moat and the cross-customer network effects that strengthen with scale. Charlotte Al is a natural
extension of 13+ years of ML-powered security, not a bolted-on feature. The July 2024 incident is a blemish
but does not fundamentally alter the structural advantages. The key metric to watch: Charlotte Al module
attach rates as Falcon Flex adoption scales. If CrowdStrike achieves 50%+ Charlotte Al attach within 18
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months, it validates the Al monetization thesis.

5. WORKDAY (WDAY): Al Strategy: Workday llluminate
Market Cap: ~$70B | LTM Revenue: ~$8B | Forward Revenue Growth: ~15%

Overview: Workday occupies a paradoxical position in the Al landscape. On one hand, it sits atop one of
the richest datasets in enterprise software: detailed employee records, compensation data, organizational
structures, skills taxonomies, and financial transactions for thousands of large enterprises. On the other
hand, the company has been among the slower Tier 1 SaaS incumbents to ship differentiated Al features,
preferring a measured "embed Al into existing workflows" approach over flashy standalone products. The

question for investors: is Workday’s patience a sign of discipline or complacency?

Engineering Talent Quality: Moderate. AI/ML Leadership: Sayan Chakraborty served as Co-President
and led the technology organization, bringing credible engineering leadership. Jim Stratton, CTO, oversees
technical execution. The Al team is led by VP of Al/ML Cristina Golumbovici. Workday has not attracted
the profile of Al research talent that Palantir, Datadog, or even ServiceNow have assembled. The com-
pany’s Pleasanton, CA headquarters is outside the core Silicon Valley talent pool, creating a geographic

disadvantage for recruiting.

Research Output: Limited. Workday does not maintain a research lab or regularly publish academic
papers. The company’s Al work is applied and product-focused, which is appropriate for its market but limits

its ability to attract research-oriented engineers.

Glassdoor Engineering Culture: ~3.8-4.0/5. Reviews praise work-life balance, benefits, and collaborative
culture. Criticism centers on "slower pace of innovation compared to peers," "legacy codebase challenges,”
and "not enough urgency around AlL" Multiple reviews note that engineering leadership talks about Al

ambitions but day-to-day work often involves maintaining existing functionality.

Al-Specific Acquisitions: HiredScore (February 2024, reportedly $530M) was the most significant Al
acquisition. HiredScore brought Al-powered talent intelligence: resume screening, candidate matching, and
workforce planning: along with approximately 100+ Al engineers. The acquisition was strategically sound:
recruiting is Workday’s most Al-susceptible workflow. Peakon (2021, $700M) brought employee sentiment

analytics with ML-powered pulse surveys and engagement prediction.

FAANG Competition: Workday struggles significantly against FAANG for top Al talent. The company’s
domain (HCM/Finance software) is less technically exciting than autonomous driving, LLM research, or

defense Al. Compensation is competitive but cannot match FAANG equity packages for senior researchers.

Internal AI/ML Team Size Estimate: Approximately 400-600 engineers working on Al-related features,
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including the HiredScore team. This is lower relative to revenue than peers.

Al Feature Shipping Velocity: Moderate.

Date Product / Feature Description

2019- Skills Cloud & ML~ Machine learning-powered skills ontology (1B+ skills data points),

2022 Foundation Prism Analytics with anomaly detection, adaptive planning. Pre-LLM
era.

March Generative Al for Al-generated job descriptions, employee growth plans, knowledge

2023 HCM article drafts. Initial response to ChatGPT.

Septem- Al Marketplace Third-party Al model integration framework. Partnerships with Google

ber 2023 Cloud, AWS for model flexibility.

February HiredScore Al talent intelligence: automated resume screening, candidate

2024 Acquisition matching, diversity hiring analytics.

Septem-  Workday llluminate  Umbrella Al platform announced at Workday Rising 2024.

ber 2024 Launch Encompasses embedded Al, llluminate Al agents, and the Al
Gateway for model management.

October Al Agents (Limited  Recruiter Agent (automates job requisition creation, candidate

2024 Scope) outreach), Expense Agent (automates expense report processing),
Succession Agent (identifies flight risks, suggests successors).

Q12025 llluminate Expansion Additional Al agents for benefits enrollment, compensation planning,

and financial close processes. Enhanced natural language querying

for financial reporting.

Release Cadence Analysis: Semi-annual major releases (aligned with Workday Rising in Septem-
ber/October and Innovation Summit in spring), supplemented by quarterly feature updates. This is slower
than ServiceNow’s quarterly named releases or Salesforce’s continuous deployment model. The pace
reflects Workday’s enterprise customer base (HR and Finance departments) where reliability is valued over

rapid feature iteration.

Announced vs. GA Gap: The llluminate launch at Workday Rising 2024 encompassed a broad vision of Al
agents, but GA availability for most agents extended into Q1-Q2 2025. The Recruiter Agent (HiredScore-

based) was the most production-ready. Other agents remained in limited/early access through Q1 2025.
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Al Monetization Success: Early / Unclear. Pricing Structure: Workday has not introduced a separately
priced Al tier. Most Al features are embedded in existing Pro and Enterprise SKUs at no incremental
charge. The HiredScore-derived Recruiter Agent is available as a premium add-on but pricing has not been
publicly disclosed (estimated at $8-15/employee/month). Management has stated that Al will drive "higher

platform value" that supports pricing increases at renewal rather than standalone Al revenue.

Earnings Call Evidence: CEO Carl Eschenbach on Q3 FY2025 call: "Al is embedded in every product
we ship. We believe the right strategy is to make Al a reason customers expand their Workday footprint,
not a separate line item." CFO Zane Rowe noted "Al-influenced deals" increased quarter-over-quarter but

declined to provide specific Al revenue figures.

Al Revenue as % of Total: Effectively 0% as a standalone revenue line. Al’s financial impact flows through
retention (lower churn among Al-engaged customers) and expansion (customers purchasing additional
modules to access Al features). This strategy may prove wise long-term but makes it impossible to track Al

monetization progress with the precision available for ServiceNow or Palantir.

Analyst Consensus: Mixed. Bulls argue Workday’s embed-and-retain strategy preserves the ~95%+
gross retention rate and positions Al as a competitive moat rather than a revenue source. Bears argue
that Workday risks being disrupted by Al-native HCM/HRIS startups (Rippling, Lattice, Leapsome) that
offer Al-first experiences at lower price points while Workday incrementally adds features to a 20-year-old

platform.

Data Advantage: Strong (Narrow but Deep). Specific Data Types: Employee demographic data,
compensation and benefits data, organizational structure and reporting relationships, job histories and
career progressions, performance review data, skills and competency assessments, learning and develop-
ment records, recruiting pipeline data, financial planning and budgeting data, general ledger transactions,

accounts payable/receivable, procurement data.

Skills Cloud (Key Asset): Workday claims the world’s largest structured skills ontology, with over 1 billion
skills data points across its customer base. Skills Cloud maps skills to roles, roles to compensation, and
compensation to market benchmarks: creating a uniquely valuable dataset for workforce Al applications.
This data is genuinely difficult to replicate: it has been built over 10+ years through millions of employee

profiles, job postings, and performance evaluations.

Cross-Customer Advantages: Workday can benchmark compensation, organizational design, skills
gaps, and workforce planning across thousands of large enterprises. "What is the average tenure of data
engineers at Fortune 500 companies?" or "What skills predict promotion to VP within 3 years?": these

questions require the cross-customer dataset that Workday uniquely possesses in HCM.
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Volume Metrics: Workday manages HR data for approximately 65+ million workers globally and financial

data for thousands of enterprises. Payroll processing covers approximately 4+ million workers.

Limitation: The data moat is narrow: deep within HR and Finance but non-existent in IT, security, marketing,
sales, or operations. Unlike Palantir or ServiceNow, Workday cannot extend Al capabilities into adjacent
domains without the underlying data.

Platform Architecture Readiness: Moderate. Workday was built on an in-memory, object-oriented
architecture (the "Workday Technology Platform") that was innovative in 2005 but has accumulated technical
debt. The platform is multi-tenant and cloud-native, which supports Al deployment. However, the proprietary
architecture creates integration challenges: Workday’s Al models must operate within the constraints of
the platform’s data model, limiting flexibility to incorporate external Al tools. The Workday Extend platform

allows custom applications but is not widely adopted for Al use cases.

Competitive Positioning. Al-Native Threats: Rippling (Al-powered HR + IT + Finance for mid-market),
Lattice (Al performance management), Eightfold.ai (Al talent intelligence), Leapsome (Al people manage-
ment). The mid-market is particularly vulnerable: Rippling’s integrated approach with Al-first design is

gaining traction among companies with 100-5,000 employees.

Differentiated Capability: Skills Cloud and the breadth of workforce data across large enterprises. No Al
startup has comparable cross-enterprise workforce data for benchmarking and planning.

Key Vulnerability: Workday’s largest risk is that its measured approach to Al allows competitors to define
the "Al-first HCM" category. If enterprises begin to perceive Workday as the "legacy" option that "also has
Al" rather than an Al leader, the company’s premium pricing ($100-200/employee/year) becomes harder to

justify against Al-native alternatives.

Overall Assessment. Rating: Moderate. Workday is defensible primarily because of its system-of-record
status and the extraordinary switching costs in enterprise HR and Finance, not because of Al leadership.
The Skills Cloud data moat is real but undermonetized. The embed-and-retain Al strategy is rational for
preserving margins but makes it impossible to demonstrate Al value to investors. The HiredScore acquisition
was a smart move but needs to scale rapidly. Watch for: (1) any introduction of Al-specific pricing, (2)
retention rate trends among mid-market customers facing Al-native competition, and (3) Recruiter Agent

adoption metrics.

6. DATADOG (DDOG): Al Strategy: Bits Al & Al Observability

Market Cap: ~$55B | LTM Revenue: ~$2.6B | Forward Revenue Growth: ~23%
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Overview: Datadog occupies a uniquely advantaged position in the Al landscape because it benefits
from Al on two dimensions simultaneously. First, Al applications generate massive observability data that
Datadog monitors (traces, metrics, logs from LLM inference, vector databases, agent frameworks), creating
a direct consumption tailwind. Second, Datadog is embedding Al into its own products (Bits Al) to make
observability itself more intelligent. This "Al observability" dual tailwind is a structural advantage shared by

no other company in our coverage universe.

Engineering Talent Quality: Very Strong. AI/ML Leadership: Co-founders Olivier Pomel (CEO) and
Alexis Le-Quoc (CTO) are both deeply technical: Le-Quoc in particular is respected as one of the strongest
CTOs in infrastructure software. The engineering blog is considered one of the best in the industry, regularly
publishing deep technical content on distributed systems, time-series databases, and ML-powered anomaly
detection. VP of AI/ML leads a dedicated team that has been applying statistical and ML techniques to
observability data since well before the LLM era.

Research Output: Datadog’s engineering team publishes extensively on applied ML for infrastructure:
anomaly detection algorithms, noise reduction in alert systems, log pattern clustering, and real-time stream-
ing analytics. The company has open-sourced several observability tools and contributed to OpenTelemetry
standards. While not producing foundational Al research, the applied ML expertise is among the strongest
in B2B SaaS.

Glassdoor Engineering Culture: ~4.0-4.2/5. Engineers consistently praise technical culture, autonomy,
high-quality codebase, and strong peer review processes. Negatives include "intense pace" and "high
expectations.”" The engineering culture is described as "closer to a top tech company than a typical SaaS
vendor." This reputation allows Datadog to recruit effectively against FAANG for engineers interested in

infrastructure and observability challenges.

Al-Specific Acquisitions: CoScreen (2023, undisclosed) brought collaborative debugging capabilities.
Seekret (2024, undisclosed) added API security with ML-powered threat detection. Datadog has primarily
built Al capabilities organically rather than through acquisition, reflecting the company’s strong in-house

engineering culture.

Internal AI/ML Team Size Estimate: Approximately 300-500 engineers working on ML/AI capabilities
across Bits Al, anomaly detection, LLM Observability, and Al-powered security features. The ratio of Al

engineers to total engineering headcount is high relative to the company’s size.

Al Feature Shipping Velocity: High.
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Date Product / Feature Description
2020-  Anomaly Detection ML-powered alerting: anomaly detection, forecast monitors, outlier
2022 & Forecasting detection. Pre-LLM but genuine Al capability.
Q1 2023 LLM Observability = New product line: monitoring for LLM applications: prompt/completion
(Early Access) tracking, token usage, latency, error rates, hallucination detection.
August  Bits Al Al copilot for observability. Natural language incident investigation, log
2023 Announcement querying, dashboard creation.
(DASH 2023)
Q1 2024 LLM Observability  Full production release with support for OpenAl, Anthropic, Google,
GA Cohere, and open-source models. Tracing for LangChain, Llamalndex,
and custom agent frameworks.
June DASH 2024 (Major  Bits Al GA with expanded capabilities: Al-generated incident
2024 Launch) summaries, root cause analysis, automated remediation suggestions.
Al Integrations for monitoring Al infrastructure. Workflow Automation
with natural language triggers.
Q3 2024 Al-powered AppSec Application security with ML-powered vulnerability prioritization and
automated code analysis.
Q4 2024 Cloud Cost Al Al-powered cloud cost optimization recommendations with automated
resource right-sizing suggestions.
Q1 2025 Bits Al for Security  Extended Al copilot capabilities into Cloud SIEM and Application

Security products.

Release Cadence Analysis: Datadog ships continuously with major announcements at DASH (annual
conference) and quarterly product updates. The LLM Observability product line went from early access to

GA in approximately 12 months: reasonable for a new product category. Bits Al followed a similar timeline.

Al Monetization Success: Strong (Indirect + Direct). Dual Monetization Model: Datadog monetizes

Al through two distinct channels:

1. Direct Al Products: LLM Observability is a new, separately priced product line. Bits Al capabilities are
embedded in existing products as value-add. Pricing for LLM Observability follows Datadog’s standard

consumption model (~$1.70/million LLM tokens traced, with tiered pricing for higher volumes).
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2. Indirect Al Consumption Tailwind: Al workloads generate enormous observability data. A single
LLM inference pipeline generates traces, metrics, logs, and security events that Datadog monitors:
creating organic consumption growth entirely independent of Datadog’s own Al features. This is the

more significant financial driver.
Quarterly Progression:

* Q2 2024: Management disclosed Al-native customers (companies whose primary product is an Al
application) represented approximately 4% of ARR. This cohort was growing faster than the overall

customer base.

» Q3 2024: Al-native customers grew to approximately 6% of ARR. Pomel: "We are seeing meaningful
acceleration in Al workload observability. Every major model provider and Al application company is a

Datadog customer or prospect.”

* Q4 2024: Al-native customers grew to approximately 8% of ARR, implying approximately $200M+ of
ARR from Al-native customers alone. Additionally, traditional enterprises deploying Al applications
internally (not counted as "Al-native customers") represent incremental consumption growth that is not

captured in this metric.

« Full-year 2024 revenue: $2.68B (+27% YoY). Management guided for continued acceleration in

Al-driven consumption.

Al Revenue as % of Total: The 8% Al-native customer metric likely understates total Al-related revenue.
When including traditional enterprise customers monitoring internal Al workloads, analysts estimate 12-15%
of Datadog’s total consumption growth is attributable to Al workloads. This represents one of the highest

organic Al revenue contributions in SaaS.

Named Customer Wins: OpenAl (Datadog monitors ChatGPT’s infrastructure), Anthropic, Cohere, Mistral,
and virtually every major Al model provider. Major enterprises deploying LLM Observability include financial

services firms, healthcare companies, and technology enterprises.
Management Quotes:
 Olivier Pomel, CEO: "Al workloads are increasingly a driver of consumption growth. We are uniquely

positioned because we don’t just use Al: we are the platform that monitors Al. Every Al application

needs observability, and Datadog is where that observability lives."

» "The LLM Observability product is creating a new category. Three years ago, this category didn’t exist.

Now it's one of our fastest-growing product lines."
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Data Advantage: Strong. Specific Data Types: Infrastructure metrics (CPU, memory, network, disk),
application traces (distributed transaction paths), logs (application, system, audit), security events (threat
detection, vulnerability scans), real-time process data, container and Kubernetes orchestration data, cloud
provider APl metrics, and: increasingly: LLM-specific data (prompt/completion pairs, token usage, model

latency, hallucination scores, embedding similarity metrics).

Volume Metrics: Datadog ingests trillions of data points per day across metrics, traces, and logs from
hundreds of thousands of infrastructure hosts, serverless functions, and application instances. The scale of

data ingestion places Datadog among the largest real-time analytics platforms globally.

LLM Observability as New Data Asset: The emerging LLM Observability dataset is strategically valuable.
Datadog is accumulating data on how LLM applications behave in production: which prompts cause latency
spikes, which model configurations produce hallucinations, which agent frameworks have reliability issues.
This data can inform Bits Al's recommendations and create a cross-customer intelligence layer for Al

application best practices.

Cross-Customer Advantages: Datadog can identify patterns across thousands of infrastructure environ-
ments. Common failure modes, optimal configuration patterns, and emerging performance issues can be

detected at the fleet level and surfaced to individual customers: a genuine network effect.

Platform Architecture Readiness: Very Strong. Datadog’s cloud-native architecture is built for exactly
the type of real-time, high-throughput data processing that Al requires. The platform’s time-series database,
distributed tracing engine, and log analytics pipeline were designed to handle trillions of data points with low
latency. This infrastructure translates directly into Al capability: Bits Al can query across metrics, traces,

logs, and security events simultaneously to provide holistic incident analysis.

Competitive Positioning. Al-Native Threats: Various Al-native observability startups (Arize Al for ML
observability, WhyLabs for Al monitoring). However, these are point solutions that lack Datadog’s breadth of
infrastructure, application, and security observability. The larger competitive threat is from cloud provider
native tools (AWS CloudWatch, Azure Monitor) adding Al capabilities, though these historically lag Datadog
in capability.

Differentiated Capability: The cross-stack correlation: connecting infrastructure metrics, application
traces, logs, and security events into a single Al-powered investigation: is Datadog’s unique advantage.
No competitor matches this breadth. For LLM Observability specifically, Datadog’s existing customer

relationships with every major Al company provide an unassailable distribution advantage.

Key Vulnerability: Consumption-based pricing means Al workload growth directly drives revenue, but it

also means economic sensitivity: if enterprises reduce Al experimentation or consolidate model usage,
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consumption growth could decelerate.

Overall Assessment. Rating: Strong. Datadog’s dual Al tailwind: monitoring Al applications while
embedding Al into observability: is a structural advantage unique in our coverage universe. The 8%+ ARR
from Al-native customers, combined with growing Al workload consumption from traditional enterprises,
provides tangible financial evidence of Al benefit. Bits Al is a credible product that leverages Datadog’s
unmatched observability data. The primary risk is competitive (cloud providers) and economic (consumption

sensitivity). For Al-exposed infrastructure software portfolios, Datadog is a core holding.

7. PALO ALTO NETWORKS (PANW): Al Strategy: Precision Al & XSIAM
Market Cap: ~$130B | LTM Revenue: ~$8.3B | Forward Revenue Growth: ~14%

Overview: Palo Alto Networks is executing an ambitious "platformization" strategy that consolidates point
security products into three integrated platforms: Strata (network security), Prisma (cloud security), and
Cortex (security operations): with Al woven throughout as "Precision AL." The marquee Al monetization
vehicle is XSIAM, positioned as an Al-native SIEM replacement that processes and correlates security data
with machine learning at its core. CEO Nikesh Arora has bet the company’s growth trajectory on platform

consolidation, with Al as the primary value driver for customers to consolidate vendors.

Engineering Talent Quality: Strong. AI/ML Leadership: Palo Alto Networks’ Unit 42 threat research
team is among the most respected in cybersecurity, providing continuous intelligence that feeds ML models.
CTO Nir Zuk (also the founder) is a networking and security architecture pioneer whose vision for XSIAM
predates the generative Al era: he was arguing for Al-native security operations years before ChatGPT.
The AI/ML team is distributed across Santa Clara, Tel Aviv (Israel's deep cybersecurity talent pool), and

research centers globally.

Glassdoor Engineering Culture: ~3.9-4.1/5. Reviews cite strong technical challenges, competitive
compensation, and good career growth. The Tel Aviv engineering center is particularly well-regarded,
benefiting from Israel’s military intelligence (Unit 8200) talent pipeline that produces world-class cybersecurity

engineers.

Al-Specific Acquisitions: Demisto (2019, $560M) brought SOAR (security orchestration, automation,
and response) capabilities with ML-powered playbook automation: now the foundation of Cortex XSOAR.
Crypsis Group (2020, $265M) added incident response and forensics expertise. Talon Cyber Security (2023,
$625M) brought enterprise browser security with behavioral analytics. Dig Security (2023, ~$400M) added
data security posture management with Al-powered data classification.
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Internal AI/ML Team Size Estimate: Approximately 600-900 engineers across Precision Al development,

XSIAM, Unit 42 research automation, and Al capabilities embedded in Strata and Prisma platforms.

Al Feature Shipping Velocity: High.

Date Product / Feature Description

2020-2022 Cortex XDR with ML ML-powered endpoint detection, behavioral analytics, incident

correlation. Pre-generative Al.

October ~ XSIAM Launch Al-native SIEM/SOC platform: automated data integration,
2022 ML-powered detection, intelligent alert grouping. Positioned
as Splunk replacement.

2023 XSIAM 2.0 Enhanced ML models, automated investigation, identity

analytics integration.

Q12024  Precision Al Branding Unified Al brand across all three platforms. Al-powered policy
recommendations in Strata, threat prevention in Prisma,

autonomous SOC in Cortex.

June 2024 Al Access Security New product: controls and monitors enterprise use of Al
applications (shadow Al, data leakage to LLMs, prompt

injection defense).

September Al Copilot for XSIAM Natural language investigation, Al-generated remediation

2024 playbooks, automated compliance reporting.

Q4 2024  Prisma Cloud with Al Code Al-powered code-to-cloud security: vulnerability detection in
Security source code, infrastructure-as-code, and runtime

environments.

Q12025 XSIAM 3.0 Multi-agent SOC automation, Al-driven threat hunting,

automated evidence collection for compliance.

Al Monetization Success: Moderate-to-Strong. Pricing Structure: XSIAM is priced on a data ingestion
and endpoint basis. Reported pricing ranges from $35-70/endpoint/year for the full XSIAM platform,
representing a significant premium over legacy SIEM products but positioned as a cost savings through
consolidation (replacing 3-5 point products). Al Access Security is priced as a standalone module at

approximately $10-15/user/year.

Follow Dave Wang 81 Research by Wall Street Prompt


https://www.davewang.ai
https://www.wallstreetprompt.com

Appendix A. SaaS Al Defensibility Analysis: How Incumbents Are Responding to Al Disruption

XSIAM Revenue Progression:

* FY2024 (ending July 2024): XSIAM achieved $400M+ in total bookings since launch, with over 100

customers. This makes XSIAM the fastest-growing product in Palo Alto Networks history.

* Q1 FY2025 (October 2024): XSIAM continued to be "the primary driver of new Cortex platform wins."
Multiple eight-figure deals closed. Management noted "deal sizes are increasing as customers expand

XSIAM scope from pilot to full SOC deployment.”
* Q2 FY2025 (January 2025): XSIAM bookings reportedly approaching $700M cumulative. Customer

count growing to 150+.

Platformization Context: Al monetization at Palo Alto is best understood within the platformization strategy.
The company is offering "free" or discounted Al security modules to customers who consolidate their security
stack on Palo Alto platforms. This depresses near-term Al revenue but drives long-term platform ARR
growth. Approximately 1,100+ platformization deals closed through Q2 FY2025 with average ARR of $2M-+.

Management Quotes:

* Nikesh Arora, CEO: "XSIAM is not a product: it is the future of security operations. Every SOC will be
Al-powered within five years, and XSIAM is the platform that delivers this."

» "Precision Al is our approach to injecting Al where it matters most: at the point of threat detection and

policy enforcement. This is not a chatbot: this is Al that stops attacks."

Data Advantage: Strong. Specific Data Types: Network traffic metadata (from firewalls processing
billions of sessions daily), DNS query data, URL categorization data, malware samples, cloud workload
telemetry, endpoint behavioral data, identity authentication events, email security events, and IoT/OT device

data.

Volume Metrics: Palo Alto’s firewalls process billions of network sessions per day across tens of thousands
of enterprise customers. The WildFire malware analysis cloud has analyzed billions of unique malware
samples over its history. This network-level visibility provides a data perspective that endpoint-focused

competitors (CrowdStrike, SentinelOne) do not have.

Cross-Customer Advantages: Network-level threat intelligence is inherently shared: when a new malicious
IP address or domain is identified by one customer’s firewall, it is blocked for all customers. This network

effect operates at the infrastructure level and is difficult for competitors to replicate.

Platform Architecture Readiness: Moderate-to-Strong. Palo Alto’s architecture is heterogeneous: the

product portfolio was largely assembled through acquisitions, and full platform integration is ongoing. XSIAM
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is the most architecturally modern component (cloud-native, built for Al). Strata (network security) retains
some legacy appliance-era architecture. The platformization strategy is explicitly designed to address this,

creating a unified data lake that Al can operate across.

Competitive Positioning. Al-Native Threats: CrowdStrike (competing for SOC budget with Charlotte
Al + Next-Gen SIEM), Wiz (cloud security with Al), various SIEM startups. The XSIAM vs. CrowdStrike

Next-Gen SIEM rivalry will be the defining competitive battle in Al-powered security operations.

Differentiated Capability: Network-level visibility. Palo Alto is the only major security vendor with Al
capabilities spanning network, cloud, endpoint, and identity from a single platform. The firewall data (which
only Palo Alto and Fortinet have at scale) provides a layer of threat intelligence that endpoint-focused

competitors cannot match.

Key Vulnerability: Platformization requires customers to rip-and-replace existing security tools: a high-
friction motion that creates long sales cycles and execution risk. If platformization slows, XSIAM growth

decelerates.

Overall Assessment. Rating: Strong. Palo Alto’s Al strategy is genuinely differentiated through XSIAM
and the network-level data advantage. The $400M+ XSIAM bookings demonstrate real market traction.
The platformization strategy, while creating near-term revenue growth pressure (as free Al modules are
bundled to drive consolidation), positions the company for sustained Al-driven ARR expansion. The key
risk is execution: integrating acquired products into a coherent Al-powered platform is technically complex.
Investors should monitor XSIAM customer count growth and average deal size expansion as leading

indicators.

8. HUBSPOT (HUBS): Al Strategy: Breeze Al
Market Cap: ~$32B | LTM Revenue: ~$2.6B | Forward Revenue Growth: ~17%

Overview: HubSpot faces the most existential Al disruption risk among Tier 1 companies in our coverage.
As a CRM and marketing automation platform serving primarily small and mid-market businesses (SMBs),
HubSpot’s core value propositions: email marketing, content creation, lead scoring, basic CRM: are
precisely the tasks that Al-native tools can now perform at dramatically lower cost. CEO Yamini Rangan
and co-founder Dharmesh Shah (CTO) have responded aggressively with the "Breeze" Al platform, but the

structural vulnerability of the SMB segment remains the central investment debate.

Engineering Talent Quality: Moderate-to-Strong. AI/ML Leadership: Dharmesh Shah is a genuine

differentiator. As co-founder and CTO, he has personally championed Al adoption with unusual technical
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depth: building ChatSpot (an Al assistant later absorbed into Breeze) as a side project that became a
production feature. This founder-led Al engagement signals authentic commitment rather than marketing-
driven Al-washing. VP of Al Chris Olson leads the technical Al team. The engineering organization benefits

from HubSpot’s strong employer brand among mid-career engineers.

Glassdoor Engineering Culture: ~4.2-4.4/5: among the highest in our coverage universe. HubSpot is
consistently ranked as one of the best places to work in technology. Reviews cite transparent leadership,
genuine work-life balance, and a "culture code" that engineers believe in. This cultural advantage manifests
in retention: HubSpot loses fewer engineers to FAANG than peers because engineers value the culture and

autonomy.

Al-Specific Acquisitions: Clearbit (2023, reportedly ~$150M) was the marquee Al-relevant acquisition.
Clearbit's B2B data enrichment database: covering company firmographics, employee contacts, techno-
graphics, and intent signals for millions of businesses: directly powers Breeze Intelligence. This data asset
transforms HubSpot from a pure workflow tool into a data-informed Al platform. The Frame Al acqui-hire

brought NLP expertise for customer sentiment analysis.

Internal AI/ML Team Size Estimate: Approximately 200-350 engineers working on Breeze Al capabilities.

Relative to the company’s size, Al investment is proportional but not leading-edge.

Al Feature Shipping Velocity: High (Surprisingly Aggressive).

Date Product / Feature Description
March ~ ChatSpot Launch Dharmesh Shah’s Al assistant project: natural language interface for
2023 CRM tasks, content drafting, company research.

Septem- Al Content Writer & Launched at INBOUND 2023. Al-generated blog posts, social media
ber Campaign Assistant copy, email subject lines, ad copy. Embedded across Marketing Hub.
2023

Q1 2024 ChatSpot Integration ~ ChatSpot capabilities absorbed into core HubSpot CRM as natural
language interface.

Septem- Breeze Brand Launch  Complete Al rebrand: Breeze Copilot (conversational Al assistant),
ber (INBOUND 2024) Breeze Agents (autonomous task execution), Breeze Intelligence
2024 (data enrichment powered by Clearbit).

Continued on next page
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Date Product / Feature Description

Septem- Breeze Agents Four specialized agents: Content Agent (generates blog posts,

ber landing pages), Social Media Agent (creates and schedules posts),
2024 Prospecting Agent (identifies and engages leads), Customer Agent

(answers support questions).

Q4 2024 Breeze Intelligence GA Full Clearbit data integration: company enrichment, contact

enrichment, buyer intent signals, form shortening through auto-fill.

Q1 2025 Breeze Expansion Enhanced Content Agent with SEO optimization, Customer Agent
with knowledge base integration, Prospecting Agent with

multi-channel outreach.

Release Cadence Analysis: HubSpot ships Al features aggressively, with major launches at INBOUND
(September) and continuous feature updates throughout the year. The company’s developer-friendly
architecture and modern codebase enable rapid iteration. The speed of Al feature delivery is notable for a

company of HubSpot's size and has exceeded market expectations.

Al Monetization Success: Early / Moderate. Pricing Structure: Breeze capabilities are distributed

across HubSpot's tiered pricing:

» Breeze Copilot: Included in Professional and Enterprise tiers (no incremental charge for basic capabili-
ties).
+ Breeze Intelligence: Credit-based pricing starting at $30/month for 100 credits (each credit enriches

one company or contact record). Enterprise volumes negotiated at $0.15-0.25/credlit.

« Breeze Agents: Included in Professional ($800/month for Marketing Hub Professional) and Enterprise
tiers. Content and Social Media agents are included; Prospecting and Customer agents require Sales

Hub or Service Hub subscriptions.
Earnings Call Evidence:

* Q3 2024: Management noted "strong early adoption of Breeze features across the customer base" but
declined to provide specific Al revenue figures. Rangan: "Breeze is a platform investment that drives

adoption and retention across all Hubs."

* Q4 2024: Breeze Intelligence reported "thousands of customers" using enrichment credits. Al-engaged

customers showed higher retention and expansion rates than non-Al customers. However, no specific
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Al revenue figures were disclosed.

Al Revenue as % of Total: Minimal as a standalone line item. Breeze Intelligence credits likely contribute
$20-40M annually (estimated based on customer count and average credit consumption). The primary

financial impact is through retention and hub expansion rather than direct Al revenue.

Key Challenge: SMB customers are inherently price-sensitive. HubSpot’s average revenue per customer is
approximately $11,000-12,000/year: far below enterprise SaaS peers. Charging $30+/month for Al credits
is a significant uplift for this customer segment. The risk is that free or low-cost Al alternatives (Al content

generators, free CRM Al features from Google or Microsoft) erode HubSpot’s ability to charge for Al.

Data Advantage: Moderate (Improved by Clearbit). Specific Data Types: CRM contact and company
records, email engagement data (opens, clicks, replies), website visitor behavior, form submission data,
social media engagement, content performance analytics, customer support ticket data, and: through
Clearbit: B2B firmographic data, employee contact data, technographic data (what software companies

use), and buyer intent signals.

Clearbit as Data Moat Enhancement: Pre-Clearbit, HubSpot’'s data moat was weak: customer data was
siloed within individual SMB accounts with limited cross-customer intelligence. Clearbit fundamentally
changed this. The Clearbit database covers 30+ million companies and 500+ million contact records with
real-time enrichment. This external data layer gives Breeze Intelligence capabilities that competitors without

equivalent data cannot match (Freshworks, Zoho, Monday.com CRM).

Cross-Customer Advantages: HubSpot can learn content performance patterns across hundreds of
thousands of SMB marketing campaigns. "What blog post topics drive conversion for SaaS companies with
50-200 employees?" This aggregate marketing intelligence informs Breeze Content Agent’s recommenda-

tions.

Limitation: The data is broad but shallow. Individual SMB customers have small datasets (hundreds of con-
tacts, not millions). Cross-customer aggregation helps but the per-customer data richness is fundamentally

lower than enterprise SaaS platforms.

Platform Architecture Readiness: Moderate-to-Strong. HubSpot's modern, React-based frontend
and microservices backend are well-suited for rapid Al feature integration. The platform was rebuilt in the
mid-2010s and does not carry the same level of technical debt as Salesforce or Workday. The unified CRM
database (all Hubs share a single data model) is an architectural advantage for Al: Breeze agents can
access marketing, sales, service, and CMS data without cross-system integration. The APl ecosystem is

well-developed and popular with developers.
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Competitive Positioning. Al-Native Threats: This is where HubSpot faces the most risk. Jasper (Al
content generation: direct threat to Content Hub), Copy.ai (Al marketing copy), Clay (Al data enrichment:
competes with Breeze Intelligence), Apollo.io (Al sales engagement), Instantly.ai (Al cold outreach), and
dozens of Al-native marketing tools attack specific HubSpot workflows at lower prices. The risk is death by
a thousand cuts: no single tool replaces HubSpot, but a bundle of Al-native tools could replicate 80% of
HubSpot’s value at 30% of the cost for price-sensitive SMBs.

Differentiated Capability: HubSpot’s integration across marketing, sales, service, and CMS in a single
platform with shared data creates cross-functional Al capabilities that point solutions cannot match. A
Breeze Agent can connect a marketing campaign’s performance to sales pipeline outcomes to customer

retention: this requires the unified data model that HubSpot provides.

Key Vulnerability: The SMB segment itself. HubSpot’s customers are the most likely to experiment with
Al alternatives because: (1) lower switching costs (smaller data volumes, fewer integrations), (2) higher
price sensitivity (Al tools may cost $100/month vs. HubSpot’'s $800/month), (3) faster adoption cycles (no
enterprise procurement processes). This structural exposure to disruption is the most significant risk in our

Tier 1 coverage.

Overall Assessment. Rating: Moderate. HubSpot is proactively addressing its Al vulnerability with
Breeze, and the Clearbit acquisition genuinely enhances the data moat. The engineering culture and
Dharmesh Shah’s personal Al advocacy create authentic technical credibility. However, the structural
SMB exposure remains the dominant risk factor. HubSpot must demonstrate that Breeze creates enough
incremental value to justify premium pricing against a proliferating landscape of Al-native marketing and
sales tools. The critical metric: customer retention and ARPU trends among customers with high Al-native
tool overlap. If retention holds at 85%+ and ARPU continues to expand, the Al defense is working. If either

deteriorates, the disruption thesis is playing out.

A.0.3 TIER 2: DETAILED ANALYSIS (10 Companies)

9. ATLASSIAN (TEAM): Al Strategy: Rovo Al & Atlassian Intelligence
Market Cap: ~$55B | LTM Revenue: ~$4.6B | Forward Revenue Growth: ~15%

Al Strategy and Positioning: Atlassian’s Al strategy centers on two pillars: Atlassian Intelligence (Al
features embedded across Jira, Confluence, and Bitbucket) and Rovo (a standalone Al agent platform
launched at Team 2024). Rovo represents Atlassian’s most ambitious Al bet: it searches across Atlassian

products and third-party tools (Slack, Google Drive, GitHub, Figma) to surface institutional knowledge, then
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takes actions through Al agents that automate development workflows.

Key Al Features Shipped:

» September 2023: Atlassian Intelligence GA: Al-powered issue summarization in Jira, content generation

in Confluence, natural language-to-JQL query translation.

» April 2024: Rovo announced at Team 2024. Al search across 1P and 3P data sources, Al-powered

knowledge graph, Rovo Agents for workflow automation.
» September 2024: Rovo GA. Custom agent builder for enterprise-specific automation.

* Q4 2024: Al-powered planning in Jira (sprint auto-planning, workload balancing), Al code review in
Bitbucket.

Pricing: Rovo is priced at $20/user/month as a standalone add-on. Atlassian Intelligence is included in
Premium ($17.15/user/month) and Enterprise tiers. The combined Al cost for a full-featured deployment is
approximately $37-40/user/month, representing a 40-60% uplift over standard tiers.

Earnings Call Evidence: Co-CEO Mike Cannon-Brookes on Q2 FY2025 call: "Rovo adoption is exceeding
our expectations. We're seeing strong demand from enterprises who want to unlock the knowledge trapped
in their Atlassian instance and connected tools." Specific Al revenue figures not broken out. Management
noted that Premium/Enterprise tier migration (which includes Intelligence features) continues to accelerate,

with 60%+ of cloud revenue now from these tiers.

Data Moat Assessment: Strong. Atlassian holds a uniquely valuable dataset: decades of software devel-
opment workflows: every Jira ticket, every Confluence page, every code review, every sprint retrospective.
This institutional knowledge is extraordinarily difficult to replicate and represents the collective engineering
practices of millions of development teams. Rovo’s ability to search across this data and surface contextual

knowledge is a genuine Al differentiator.

Engineering Talent: Strong, particularly in the Sydney (Australia) engineering center. Atlassian’s engineer-
ing culture is well-regarded (~4.0/5 Glassdoor) and benefits from proximity to strong Australian CS programs.
The company’s developer-tool DNA means engineers are building tools for people like themselves, creating

strong product-engineering alignment.

Key Vulnerability: GitHub Copilot’s dominance in Al-powered development tools creates a risk that the Al
center of gravity in software development shifts to Microsoft’'s ecosystem. Atlassian must demonstrate that

workflow-level Al (Rovo) is distinct from and complementary to code-level Al (Copilot).

Overall Al Defensibility Rating: Moderate-to-Strong. The development workflow data moat is real, and

Rovo’s cross-tool search is differentiated. Pricing at $20/user/month shows monetization confidence. The
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risk is GitHub/Microsoft ecosystem dominance.

10. OKTA (OKTA): Al Strategy: Al-Powered Identity
Market Cap: ~$18B | LTM Revenue: ~$2.6B | Forward Revenue Growth: ~12%

Al Strategy and Positioning: Okta occupies a strategically advantaged position because identity manage-
ment is fundamentally enhanced, not disrupted, by Al. As enterprises deploy Al agents that act autonomously,
those agents need identities, permissions, and access controls: Okta’s core capability. CEO Todd McKinnon

has positioned Okta as "the identity layer for Al," arguing that Al makes identity more important, not less.

Key Al Features Shipped:

» Q1 2024: Identity Threat Protection with Okta Al: continuous risk evaluation of every session using ML-
powered behavioral analysis. Detects anomalous user behavior (impossible travel, unusual application

access, credential stuffing patterns).

* Q2 2024: Al-powered policy recommendations: suggests optimal authentication policies based on

organization’s risk profile and peer benchmarks.

» September 2024: Okta Al for Governance: automated access review recommendations, Al-powered

certification campaigns, entitiement anomaly detection.

* Q4 2024: Identity Security Posture Management: Al-driven assessment of identity infrastructure

vulnerabilities.

+ Q1 2025: Machine identity management expansion: identity and access management for Al agents,

bots, and automated workflows.

Pricing: Al features are embedded in the Identity Threat Protection and Governance SKUs. Identity Threat
Protection is priced at approximately $4-6/user/month as an add-on to Workforce Identity Cloud. No

standalone Al pricing: Al is the value driver for premium SKU adoption.

Earnings Call Evidence: CEO Todd McKinnon: "Every Al agent is an identity. Every automated workflow
needs access controls. The more Al enterprises deploy, the more critical Okta becomes." Management

reported Identity Threat Protection in "hundreds of enterprise deployments” by Q4 2024.

Data Moat Assessment: Strong. Okta processes billions of authentication events monthly across
18,000+ customers. This dataset enables anomaly detection models trained on what "normal” authentication
behavior looks like across enterprises of every size and industry. The Okta Integration Network (7,500+
pre-built integrations) creates a map of which applications are used together, informing Al-powered access

recommendations. No startup can replicate this behavioral baseline without equivalent scale.
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Engineering Talent: Moderate-to-Strong. Post-Lapsus$ breach (2022-2023), Okta invested significantly
in security engineering, bringing in senior leaders from AWS and Google Cloud security teams. The

engineering org has improved but still carries reputation risk from past security incidents.

Key Vulnerability: Customer trust. The AuthO/Okta security incidents damaged credibility for a company
whose entire value proposition is security. Al features must be flawlessly implemented: any Al-related

security vulnerability would be devastating.

Overall Al Defensibility Rating: Strong. Okta benefits from the structural tailwind that Al increases
demand for identity management rather than threatening it. The behavioral data moat is genuine, and
machine identity management for Al agents is a greenfield opportunity. The primary risk is execution and

trust, not disruption.

11. CLOUDFLARE (NET): Al Strategy: Workers Al & Al Infrastructure
Market Cap: ~$40B | LTM Revenue: ~$1.7B | Forward Revenue Growth: ~27%

Al Strategy and Positioning: Cloudflare is positioning itself as the infrastructure layer for Al applications.
Rather than competing with SaaS incumbents on application-layer Al features, Cloudflare provides the
connectivity, compute, and security infrastructure that Al applications require. CEO Matthew Prince calls this
"the Al Gateway to the Internet": every Al application that calls an LLM API, accesses a vector database, or

serves inference results can run through Cloudflare’s network.

Key Al Features Shipped:

» September 2023: Workers Al launched: serverless GPU inference at the edge (run Al models in
Cloudflare’s 300+ city network). Vectorize (vector database) launched. Al Gateway launched (proxy,

cache, and manage LLM API calls with rate limiting, caching, and logging).

* Q1 2024: Workers Al expanded model catalog (Llama, Mistral, Stable Diffusion, Whisper). Al Gateway
added usage analytics, prompt logging, and cost management.

» June 2024: Constellation Al (embedded ML models for Workers), expanded Vectorize with metadata

filtering and namespaces.

* Q4 2024: Al Audit tools (help website operators control how Al crawlers access their content), Al-powered

bot management enhancements.

* Q1 2025: Enhanced Workers Al with fine-tuning capabilities, R2 (object storage) optimized for Al training
data.

Pricing: Workers Al inference priced at approximately $0.01-0.05 per 1,000 tokens (model-dependent),
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competitive with centralized cloud providers. Al Gateway has a free tier with paid plans starting at $5/month

for advanced features. Vectorize priced on storage and query volume.

Earnings Call Evidence: Matthew Prince, Q4 2024: "Al is the next great wave of Internet traffic, and
every bit of that traffic will touch our network. We are building the infrastructure that Al applications need:
inference at the edge, secure API connectivity, data storage: and positioning Cloudflare as the default

platform for Al application delivery."

Data Moat Assessment: Moderate. Cloudflare’s data is network traffic metadata: not application data.
However, the company sees a significant percentage of global Internet traffic flow through its network,
providing unique visibility into Al application usage patterns, API call volumes, and emerging Al services. Al
Gateway specifically aggregates data on how enterprises consume LLM APIs (which models, what volumes,

what costs), creating a valuable intelligence layer.

Engineering Talent: Strong. Cloudflare’s engineering team is among the most technically respected in
infrastructure software. The company attracts systems-level engineers who want to build Internet-scale

infrastructure. The technical blog is widely read and cited.

Key Vulnerability: Workers Al competes with hyperscaler Al inference (AWS Bedrock, Azure Al, Google
Cloud Vertex) which have vastly more capital for GPU deployment. Cloudflare’s edge architecture offers

latency advantages but may lack the GPU density needed for large-model inference.

Overall Al Defensibility Rating: Strong. Cloudflare is an Al infrastructure beneficiary, not an Al application
vendor. This positioning is more defensible: every Al application needs connectivity, security, and inference
infrastructure regardless of which SaaS incumbents win the application layer. The 300+ city edge network

is a physical moat no startup can replicate.

12. MONDAY.COM (MNDY): Al Strategy: monday Al
Market Cap: ~$14B | LTM Revenue: ~$1B | Forward Revenue Growth: ~28%

Al Strategy and Positioning: monday.com has integrated Al capabilities across its Work Management,
CRM, and Dev platforms under the "monday Al" umbrella. The strategy focuses on natural language
workflow automation: users describe what they want in plain language, and monday Al creates boards,

automations, formulas, and workflows.

Key Al Features Shipped:

+ Q2 2023: Al Assistant beta: formula generation, task summarization, email drafting.

« September 2023: Al automations: natural language to workflow automation rules.
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* Q1 2024: Al-powered workload management, project risk prediction.

+ Q3 2024: monday Al Blocks: composable Al building blocks developers can assemble into custom

workflows.

* Q4 2024: Al-generated dashboards, automated status updates based on data analysis.

Pricing: Al features are embedded in Standard ($12/seat/month) and above tiers. No separate Al pricing.
The company uses Al as a driver for tier upgrades rather than standalone monetization.

Data Moat Assessment: Moderate. monday.com holds work management data (tasks, projects, timelines,
dependencies) across 225,000+ customers. This data informs project estimation and workload prediction
but is less unique than security telemetry or CMDB data. The data is broad (many customers) but shallow

(individual work management instances have limited complexity).

Engineering Talent: Strong Israeli engineering culture (~4.0/5 Glassdoor). Tel Aviv-based engineering
team benefits from Israel’s deep technical talent pool. The company’s rapid product shipping velocity
demonstrates engineering execution capability.

Key Vulnerability: Work management is one of the most Al-disrupted categories. Al-native project
management tools (Notion Al, Linear with Al, ClickUp Al) offer comparable functionality with Al-first design.

The barrier to switching work management platforms is lower than switching CRM, HR, or security systems.

Overall Al Defensibility Rating: Moderate. monday.com ships Al features quickly and the engineering
culture supports innovation. However, the work management category faces significant disruption risk, and
the data moat is insufficient to prevent Al-native competitors from offering comparable Al capabilities. UX

and distribution (225K+ customers) are the primary defenses.

13. ZSCALER (ZS): Al Strategy: Al-Powered Zero Trust
Market Cap: ~$30B | LTM Revenue: ~$2.3B | Forward Revenue Growth: ~20%

Al Strategy and Positioning: Zscaler’s inline proxy architecture: which processes every user-to-application
connection: creates a uniquely valuable dataset for Al-powered security. CEO Jay Chaudhry has positioned
Zscaler’s Al capabilities as "security that learns from every transaction," leveraging the 400+ billion daily
transactions flowing through the Zero Trust Exchange to train ML models for threat detection, data loss

prevention, and user behavior analytics.

Key Al Features Shipped:

* Pre-2023: ML-powered inline threat detection, sandbox analysis, SSL inspection anomaly detection.
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Q1 2024: Al-powered Data Loss Prevention: ML models that classify sensitive data in transit with higher

accuracy than rule-based DLP.

Q2 2024: Risk360: Al-driven cyber risk quantification that provides board-level risk scores.

Q3 2024: Al-powered URL filtering with zero-day phishing detection (claimed 40% improvement over
traditional approaches).

Q4 2024: Zscaler Al Copilot for security operations. Al-generated security policy recommendations.

Q1 2025: Al-powered digital experience monitoring with predictive issue detection.

Pricing: Al features are embedded in premium tiers (Business, Transformation, Unlimited). Specific Al
pricing not broken out. The Transformation tier (~$200+/user/year) includes full Al capabilities. Al is used to

justify premium tier pricing rather than sold separately.

Data Moat Assessment: Strong. 400+ billion daily transactions represent one of the largest security
datasets in existence. Because Zscaler sits inline between users and applications, it sees the full context
of every connection: source, destination, payload characteristics, timing, frequency. This inline position is
architecturally unique (competitors like Palo Alto see network perimeter traffic; CrowdStrike sees endpoint

events) and creates training data for threat detection models that operate at the connection level.

Engineering Talent: Strong. Zscaler’'s engineering team has deep expertise in network security, cloud
architecture, and distributed systems. The company’s San Jose headquarters and Bangalore engineering

center provide access to strong talent pools. CTO Syam Nair brings credible technical leadership.

Key Vulnerability: The zero trust market is increasingly competitive, with Palo Alto (Prisma Access),
Cloudflare (Access), and Netskope all offering Al-enhanced alternatives. If competitors achieve data parity

through consolidation or acquisition, Zscaler’s data advantage narrows.

Overall Al Defensibility Rating: Strong. The inline architecture and 400B+ daily transaction dataset create
a genuine data moat for Al-powered security. Zscaler’'s Al capabilities are inherent to its value proposition
rather than bolted on. The risk is competitive: the zero trust market is rapidly evolving.

14. FRESHWORKS (FRSH): Al Strategy: Freddy Al
Market Cap: ~$6B | LTM Revenue: ~$720M | Forward Revenue Growth: ~18%

Al Strategy and Positioning: Freshworks has deployed "Freddy Al" across its product suite (Freshdesk,
Freshservice, Freshsales, Freshmarketer) with three tiers: Freddy Self Service (customer-facing chatbots),
Freddy Copilot (agent-assisting Al), and Freddy Insights (analytics and recommendations). CEO Dennis

Woodside has positioned Freshworks as "Al-first customer service for growing businesses."
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Key Al Features Shipped:

» 2023: Freddy Al Copilot: agent assist features, response suggestions, ticket summarization.
* Q1 2024: Freddy Self Service GA: Al-powered chatbots trained on knowledge base content.
» Q2 2024: Freddy Insights: Al-generated analytics for customer service performance.

» Q3 2024: Auto-triage and Al-powered ticket routing for Freshservice (ITSM).

* Q4 2024: Freddy Al Agent: autonomous issue resolution for common customer inquiries.

Pricing: Freddy Copilot priced at approximately $29/agent/month as an add-on. Freddy Self Service
included in Pro ($79/agent/month) and Enterprise tiers. The per-agent add-on pricing creates a visible cost

line item for budget-conscious SMB customers.

Earnings Call Evidence: Woodside on Q3 2024: "Freddy Al is driving meaningful improvement in customer
resolution rates. Customers using Freddy are seeing 30-40% deflection of routine queries." However, no
specific Al revenue figures have been disclosed. The company has noted that Al-engaged customers have

higher retention rates.

Data Moat Assessment: Weak-to-Moderate. Freshworks serves primarily SMB customers with relatively
small, isolated datasets. The company lacks the cross-customer data aggregation capabilities of ServiceNow
or Salesforce. Knowledge base content (used to train Freddy chatbots) is customer-specific and does not

create network effects.

Engineering Talent: Moderate. Primary engineering center in Chennai, India, with strong cost-efficient
engineering talent. Glassdoor engineering reviews (~3.6-3.8/5) cite good learning opportunities but note
that the company "is not at the cutting edge of Al research." Difficulty competing for top Al talent against
Indian tech giants (Google India, Microsoft India) and well-funded Indian startups.

Key Vulnerability: Freshworks faces the highest disruption risk in our coverage universe. Its SMB
customer base has the lowest switching costs, highest price sensitivity, and most exposure to Al-native
alternatives (Intercom with Fin Al, Zendesk with Al agents, numerous Al customer service startups). The
$29/agent/month Freddy pricing is expensive relative to emerging Al-native alternatives that offer similar
capabilities at lower price points. If a well-funded Al-native customer service platform (like Intercom’s Fin Al
or Sierra.ai) achieves product-market fit in Freshworks’ SMB segment, customer churn could accelerate

significantly.

Overall Al Defensibility Rating: Weak-to-Moderate. Freshworks is shipping Al features but lacks the
data moat, engineering talent depth, or platform lock-in to defend against Al-native competitors in the SMB

segment. The most at-risk company in our coverage.
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15. VEEVA SYSTEMS (VEEV): Al Strategy: Veeva Al in Life Sciences
Market Cap: ~$35B | LTM Revenue: ~$2.7B | Forward Revenue Growth: ~14%

Al Strategy and Positioning: Veeva’s Al approach is deliberately measured: befitting a company whose
customers (pharmaceutical and biotech firms) operate in the most heavily regulated industry on earth. CEO
Peter Gassner has stated: "In life sciences, Al must be explainable, auditable, and validated. We will not
ship Al features that our customers cannot defend to the FDA." This caution, while limiting Al shipping
velocity, is itself a competitive advantage: it builds trust with regulated customers who fear deploying Al that

could create compliance risk.

Key Al Features Shipped:

» Pre-2023: CRM intelligence features: call plan optimization, account prioritization using ML. Veeva Link

with Al-powered physician relationship mapping.

* Q2 2024: Veeva Vault Al features: Al-powered document classification, clinical trial document summa-

rization, automated regulatory submission preparation.

+ Q3 2024: Al-powered medical inquiry management: automated response drafting for medical information

requests with regulatory compliance guardrails.

* Q4 2024: Veeva Al for Commercial: Al-driven next-best-action recommendations for pharmaceutical

sales reps, ML-powered territory optimization.

+ Q1 2025: Veeva Al Copilot (limited release): conversational Al for Vault operations with full audit trail.

Pricing: Al features are embedded in existing Vault and CRM SKUs. No separate Al pricing. Veeva’s pricing
model ($100-500+/user/year depending on application) already reflects premium value in life sciences; Al

features strengthen the value proposition for price-insensitive customers.

Data Moat Assessment: Very Strong. Veeva holds extraordinary data assets: physician prescribing
patterns, clinical trial data structures, regulatory submission formats, drug safety reporting protocols, and
pharmaceutical sales engagement data. The Veeva Network (master data management for healthcare
professionals and organizations) contains structured records for millions of physicians globally, including their
affiliations, specialties, prescribing patterns, and compliance status. This dataset is essentially irreplicable:

it has been built over 15+ years through deep pharmaceutical industry partnerships.

Engineering Talent: Moderate-to-Strong. The engineering team has deep domain expertise in life sciences
software, regulatory compliance, and validated systems. This domain expertise is more important than pure
Al research talent: understanding FDA 21 CFR Part 11, GxP compliance, and clinical trial workflows is

essential context that general Al engineers lack.
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Key Vulnerability: Veeva’s measured Al approach could allow Al-native life sciences startups (if any
achieve regulatory credibility) to leapfrog on capabilities. However, the regulatory barrier to entry in life
sciences IT is so high that this risk is minimal in the near-to-medium term. The greater risk is that Veeva’s
Al features are too conservative to provide meaningful differentiation, leaving Al as a neutral factor rather

than a growth driver.

Overall Al Defensibility Rating: Strong. Veeva is among the most defensible names in SaasS regardless
of Al. The regulatory moat, domain data assets, and customer switching costs (validated system changes
require regulatory re-qualification) make disruption extraordinarily difficult. Al is additive to the value

proposition but not the primary defense: the defense is the regulatory complexity itself.

16. TWILIO (TWLO): Al Strategy: CustomerAl & Al Communications
Market Cap: ~$14B | LTM Revenue: ~$4.4B | Forward Revenue Growth: ~7%

Al Strategy and Positioning: Twilio’s Al story has two chapters. First, Segment (the CDP acquired for
$3.2B in 2020) aggregates first-party customer data that serves as the foundation for Al-powered personal-
ization. Second, Twilio’s core CPaaS infrastructure (voice, messaging, email APIs) is the communications
layer that Al agents need to interact with humans: when an Al agent sends a text message, makes a phone

call, or sends an email, it often uses Twilio’s APIs.

Key Al Features Shipped:

+ Q2 2023: CustomerAl launched: predictive analytics for customer behavior using Segment data.

+ Q8 2023: CustomerAl Predictions: ML models for churn prediction, propensity-to-buy scoring, lifetime

value estimation.
* Q1 2024: Al-powered Verify (fraud detection for authentication flows using behavioral ML).
* Q2 2024: CustomerAl integrations with LLMs for personalized messaging at scale.
+ Q3 2024: Twilio Al Assistants (beta): pre-built Al voice and messaging agents for customer service.

+ Q1 2025: Twilio Al Assistants GA: production-ready Al agents that handle calls and messages using

natural language.

Pricing: CustomerAl Predictions available at approximately $0.01/prediction. Twilio Al Assistants priced
on a per-conversation basis (estimated $0.10-0.50/conversation depending on channel and complexity).

Segment pricing remains per-MTU (monthly tracked user).

Data Moat Assessment: Moderate-to-Strong. Segment’s CDP contains first-party customer data (behav-

ioral events, profile attributes, engagement histories) for thousands of businesses. This data is valuable for
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Al personalization but is customer-owned: Twilio processes it but does not own it. The CPaaS metadata
(message delivery rates, call completion rates, fraud patterns) provides aggregate intelligence but is less

strategically valuable for Al training than security or workflow data.

Engineering Talent: Moderate-to-Strong. CTO Khozema Shipchandler has brought operational discipline.
Twilio’s developer-first culture attracts strong APl and infrastructure engineers. However, the company
underwent significant layoffs (2022-2023) that impacted Al team continuity.

Key Vulnerability: The dual challenge: core CPaa$S is commoditizing (competitors like Vonage/Ericsson,
Sinch, Infobip offer comparable APIs at lower prices), while the Al opportunity through Segment requires
successful cross-sell that has proven difficult. The divestiture of Segment has been repeatedly rumored,
which would remove Twilio’s most Al-relevant asset. Additionally, Al agents that make calls and send
messages could reduce total communications volume if they are more efficient than human-driven workflows,

creating a consumption headwind.

Overall Al Defensibility Rating: Moderate. Twilio’s position as communications infrastructure for Al agents
is strategically logical, and Segment provides genuine data capabilities. However, execution challenges,
commoditizing core business, and strategic uncertainty around Segment create risk. The company needs
to demonstrate that Al agents drive net new communications volume rather than cannibalize existing

human-driven traffic.

17. GITLAB (GTLB): Al Strategy: GitLab Duo
Market Cap: ~$9B | LTM Revenue: ~$750M | Forward Revenue Growth: ~28%

Al Strategy and Positioning: GitLab Duo is the company’s Al-powered DevSecOps assistant, integrated
across the complete software development lifecycle: from planning through coding, testing, security
scanning, and deployment. GitLab’s differentiation is that Duo operates across the entire development
workflow (unlike GitHub Copilot, which is primarily focused on code completion), providing Al assistance for

merge request summaries, vulnerability explanations, root cause analysis, and CI/CD pipeline optimization.

Key Al Features Shipped:

» March 2023: Code Suggestions (Al code completion) launched in beta.
» June 2023: Code Suggestions GA. Vulnerability explanation (Al explains security findings).

* Q1 2024: GitLab Duo Chat: conversational Al for DevOps questions, pipeline troubleshooting, code

explanation.

» Q2 2024: Duo Enterprise launch: Al-powered merge request summaries, test generation, root cause

analysis for CI/CD failures.
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* Q3 2024: Al-powered security scanning explanations and remediation suggestions.

* Q1 2025: Duo Workflow: Al-driven development workflow automation (multi-step task execution).

Pricing: Duo Pro included in Premium tier ($29/user/month). Duo Enterprise in Ultimate tier
($99/user/month). This positions Al as the primary value driver for tier upgrades: a clear monetization

strategy.

Earnings Call Evidence: CEO Sid Sijbrandij: "GitLab Duo is the reason customers upgrade to Premium
and Ultimate. We’re seeing Al as the primary driver of tier conversion." Management reported "hundreds
of customers" using Duo features but declined to provide specific Al revenue figures. Premium+Ultimate

customer growth has accelerated since Duo launch.

Data Moat Assessment: Moderate-to-Strong. GitLab holds complete development lifecycle data: code
repositories, merge request histories, CI/CD pipeline configurations and execution logs, security scan
results, issue/epic hierarchies, and deployment records. This data spans the full SDLC, which is more

comprehensive than GitHub’s code-centric data (though GitHub has greater scale).

Engineering Talent: Strong. GitLab’s fully remote engineering culture attracts distributed talent globally.
The company has built credible Al capabilities despite being significantly smaller than Microsoft/GitHub.

Engineering velocity is impressive for the company’s scale.

Key Vulnerability: GitHub Copilot dominance. GitHub has ~100M+ developers and Microsoft’s Al resources
(OpenAl partnership, Azure GPU infrastructure). GitLab’s ~30M users and limited Al R&D budget create an
inherent disadvantage in Al model quality and feature velocity. The question: can GitLab differentiate on

workflow-level Al (beyond code completion) sufficiently to justify its position?

Overall Al Defensibility Rating: Moderate. GitLab has a clear Al monetization strategy (Duo drives tier
upgrades) and a differentiated lifecycle-wide Al approach. However, competing against Microsoft/GitHub’s
Al resources is a David-vs-Goliath challenge. GitLab’s best path is to be the Al-powered DevSecOps

platform for enterprises that want independence from the Microsoft ecosystem.

18. ZOOM (ZM): Al Strategy: Al Companion & Al-First Work Platform
Market Cap: ~$22B | LTM Revenue: ~$4.6B | Forward Revenue Growth: ~3%

Al Strategy and Positioning: Zoom has made an ambitious strategic pivot from "video conferencing
company" to "Al-first work platform," with Al Companion as the centerpiece. The critical decision: Al
Companion is included at no additional cost for paid Zoom users. CEO Eric Yuan has stated this is
deliberate: in a commoditizing video conferencing market, Al must be free to prevent churn to Microsoft

Teams or Google Meet.
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Key Al Features Shipped:

» September 2023: Al Companion launched: meeting summaries, smart recording chapters, next-step

extraction.

Q1 2024: Al Companion for Team Chat: conversation summaries, message drafting.

Q2 2024: Al Companion for Whiteboard, Email (Zoom Mail), and Documents.

» September 2024: Al Companion 2.0: proactive suggestions, persistent memory across meetings,

personalized meeting preparation.
* Q4 2024: Custom Al Companion (enterprise): trained on company-specific data for tailored suggestions.

* Q1 2025: Al-powered Zoom Workplace with real-time translation and advanced meeting analytics.

Pricing: Al Companion included at no additional cost for all paid Zoom plans. Custom Al Companion
(enterprise) reportedly priced at $12-15/user/month incremental. This pricing dynamic is the central
challenge: the most visible Al feature is free.

Earnings Call Evidence: Eric Yuan: "Al Companion must be free because our competitors give Al away
for free. We cannot charge for table stakes. But Custom Al Companion: trained on enterprise-specific
knowledge and connected to business systems: is where monetization happens." Management reported Al
Companion usage growing 200%+ quarter-over-quarter but acknowledged limited Al-specific revenue.

Data Moat Assessment: Weak-to-Moderate. Zoom has access to meeting transcripts, chat logs, and
communication patterns. This data is valuable for meeting productivity Al but does not extend to business
workflows, customer data, or operational systems. Meeting data is also privacy-sensitive and customer-
owned, limiting cross-customer training. Compared to Microsoft (which has Teams + Office + Dynamics +

LinkedIn data) or Google (Workspace + Search + Android data), Zoom’s data scope is narrow.

Engineering Talent: Moderate. Zoom has invested in Al hiring but competes against Microsoft, Google,
Meta, and OpenAl for video/audio Al talent. The company’s San Jose headquarters provides access to
Silicon Valley talent, but the "video conferencing company"” brand limits appeal to top Al researchers. Recent

hires from Meta and Google have strengthened the Al team.

Key Vulnerability: Zoom’s core Al challenge is strategic, not technical. The company must monetize Al in
a market where Microsoft Teams (140M+ daily active users) and Google Meet bundle Al features for free
as part of broader productivity suites. Zoom’s Al Companion must be significantly better than competitors’
Al to justify Zoom’s continued relevance. The zero-revenue Al strategy (free Al Companion) provides no

financial upside unless Custom Al Companion achieves meaningful enterprise adoption.

Overall Al Defensibility Rating: Weak-to-Moderate. Zoom is shipping Al features quickly and Al
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Companion is a solid product. However, the inability to monetize Al (because competitors give it away), the
narrow data moat, and the commaoditizing video conferencing market create a challenging position. Zoom’s
Al pivot to "work platform” requires customers to adopt Zoom for email, chat, documents, and phone: a
significant behavioral change that has not yet achieved critical mass. The most at-risk company in our Tier
1/Tier 2 coverage from an Al disruption perspective, not because its Al is bad, but because Al cannot be its

financial salvation.

A.0.4 TIER 3: ADDITIONAL COMPANIES (10 Companies)

19. INTUIT (INTU): Al Strategy: Intuit Assist
Market Cap: ~$175B | LTM Revenue: ~$16B

Intuit possesses one of the most extraordinary data moats in software. Through TurboTax, QuickBooks,
Credit Karma, and Mailchimp, Intuit processes financial data for approximately 100 million consumers
and small businesses: tax returns, income statements, cash flows, credit scores, spending patterns, and
marketing campaign performance. Intuit Assist is the Al-powered financial assistant embedded across all
products, providing personalized tax advice, cash flow predictions, expense categorization, and marketing
recommendations. CEO Sasan Goodarzi calls this "the Al-driven expert platform": and the data to support

this claim is unmatched.

The Al moat is simple: no Al startup can replicate 15+ years of financial history across 100M users. When
Intuit Assist tells a small business owner "your cash flow will be tight in March based on seasonal patterns
we’ve seen across similar businesses," this insight requires cross-customer financial data at a scale no

competitor possesses. Intuit has invested $2B+ in Al/ML capabilities over the past five years.

Key vulnerability: Tax preparation specifically faces disruption risk from Al (why pay TurboTax when an Al
agent can prepare your return?). Intuit is addressing this by positioning Assist as a comprehensive financial

advisor, not just a tax preparer. Al Defensibility: Strong.

20. SNOWFLAKE (SNOW): Al Strategy: Cortex Al & Data Cloud
Market Cap: ~$55B | LTM Revenue: ~$3.4B

Snowflake’s Cortex Al enables customers to run Al/ML models directly within the Snowflake Data Cloud:
eliminating the need to move data out of Snowflake for Al processing. Features include Cortex LLM

Functions (call LLMs directly in SQL), Cortex Search (hybrid vector + keyword search for RAG), Cortex
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Fine-Tuning (customize models on private data), and Snowflake Arctic (Snowflake’s own open-source LLM

family). CEO Sridhar Ramaswamy (former Google Ads SVP) has refocused Snowflake on Al workloads.

The strategic positioning is "your data already lives in Snowflake: why move it somewhere else for Al?" This
resonates with enterprises concerned about data governance, security, and the complexity of data pipelines.
Snowflake Marketplace enables customers to discover and share Al-ready datasets.

Key vulnerability: Databricks is a formidable competitor with arguably stronger Al-native positioning
(MLflow, Mosaic ML acquisition, Unity Catalog). The Snowflake vs. Databricks rivalry for "Al data platform"
leadership will be one of the defining competitive battles in enterprise Al. Al Defensibility: Moderate-to-
Strong.

21. ELASTIC (ESTC): Al Strategy: Elasticsearch Relevance Engine (ESRE) & Vector Search
Market Cap: ~$12B | LTM Revenue: ~$1.3B

Elastic occupies a strategically important position in the Al stack because Elasticsearch has become the
default search infrastructure for Retrieval-Augmented Generation (RAG) applications. ESRE (Elasticsearch
Relevance Engine) combines traditional keyword search with vector search (semantic similarity) and ML-
powered reranking to deliver highly relevant results for LLM context retrieval. When enterprises build Al
applications that need to search internal documents, knowledge bases, or product catalogs, Elasticsearch

is often the retrieval layer.

Key features: native vector search (dense and sparse), reciprocal rank fusion (combining keyword and
semantic results), ELSER (Elastic Learned Sparse EncodeR: proprietary retrieval model), and integration
with LangChain, Llamalndex, and other Al orchestration frameworks. Pricing follows Elastic’s consumption

model.

Key vulnerability: Purpose-built vector databases (Pinecone, Weaviate, Chroma) offer simpler developer
experiences for pure vector search use cases. However, Elastic’s advantage is that enterprises already have
Elasticsearch deployed, and ESRE adds vector capabilities to existing infrastructure rather than requiring a
new system. Al Defensibility: Moderate-to-Strong.

22. DYNATRACE (DT): Al Strategy: Davis Al (Pre-LLM Causal Al)
Market Cap: ~$15B | LTM Revenue: ~$1.5B

Dynatrace’s Davis Al is uniquely differentiated because it is a causal Al engine, not a statistical correlation
or generative Al system. Davis uses a proprietary causal inference algorithm to deterministically identify

root causes of application and infrastructure issues: telling engineers not just "something is wrong" but
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"this specific component caused this specific failure through this specific chain of events.” This approach
predates the LLM era by years and is grounded in topology-aware causal analysis rather than pattern

matching.

Davis has been enhanced with generative Al capabilities (Davis CoPilot for natural language querying and
explanation), but the core causal engine remains the differentiator. In observability, causality matters more
than correlation: operators need to know exactly what to fix, not just that something is anomalous. Davis
processes over 62 billion dependency relationships across customer environments, enabling automated

root cause analysis at a scale that competitors cannot match.

Key vulnerability: Datadog’s scale and breadth advantage may allow it to build comparable causal
capabilities through sheer data volume. However, Dynatrace’s architectural approach to causality (built into

the core engine, not added as a feature) is genuinely difficult to replicate. Al Defensibility: Strong.

23. CYBERARK (CYBR): Al Strategy: Machine Identity Security for Al Agents
Market Cap: ~$15B | LTM Revenue: ~$1B

CyberArk’s Al positioning is uniquely forward-looking: as enterprises deploy Al agents that act autonomously,
those agents need machine identities: credentials, certificates, secrets, and access controls. CyberArk’s
privileged access management (PAM) platform is purpose-built for managing non-human identities, and the
explosion of Al agents creates a massive expansion of the machine identity surface area. Each Al agent
needs credentials to access databases, APls, and enterprise systems; those credentials must be rotated,

audited, and protected.

CyberArk has introduced Al-powered threat detection for identity-based attacks (credential abuse, privilege
escalation, lateral movement) and is positioning its Secrets Management and Machine Identity solutions as
essential infrastructure for Al agent deployment. The company’s acquisition of Venafi (2024, $1.54B): the

leading machine identity management platform: significantly strengthened this positioning.

Key vulnerability: Okta and HashiCorp (now IBM) also compete in machine identity management. The
market is early and standards are evolving. Al Defensibility: Strong.

24. SENTINELONE (S): Al Strategy: Purple Al
Market Cap: ~$18B | LTM Revenue: ~$750M

SentinelOne’s Purple Al is a generative Al security analyst that enables natural language threat hunting
and investigation. Security analysts can ask questions in plain English ("show me all lateral movement
activity in the last 24 hours") and Purple Al translates these into complex queries across SentinelOne’s
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data lake. The product also provides automated investigation summaries, threat context enrichment, and

remediation recommendations.

Purple Al is priced at approximately $10/endpoint/year incremental. The company reported "strong
adoption" with hundreds of enterprise customers by Q4 2024. CTO Ric Smith has emphasized Purple Al's
query translation accuracy and integration with SentinelOne’s Singularity platform data lake (which unifies

endpoint, cloud, and identity data).

Key vulnerability: CrowdStrike’s Charlotte Al is the primary competitor with significantly larger market share
and data advantage (2T+ events/day vs. SentinelOne’s smaller dataset). SentinelOne must differentiate on
product quality and price to compete. Al Defensibility: Moderate.

25. FORTINET (FTNT): Al Strategy: FortiAl & Security Fabric
Market Cap: ~$65B | LTM Revenue: ~$5.9B

Fortinet has embedded FortiAl across its Security Fabric: the integrated security platform spanning firewalls,
switches, access points, SIEM, and endpoint protection. FortiAl leverages ML-powered threat detection
trained on FortiGuard Labs’ dataset (one of the largest threat intelligence databases globally, processing
100B+ security events daily). Key capabilities include Al-powered inline malware analysis, automated SOC
operations through FortiAl Assistant (natural language security operations), and Al-driven network detection

and response.

Fortinet’'s advantage is hardware-software integration: FortiASIC (custom security processors) accelerate
Al inference at the network edge, enabling real-time threat detection without the latency of cloud-based

analysis. This hardware moat is unique among security vendors.

Key vulnerability: Fortinet’s traditional customer base (mid-market, hardware-centric) is different from
the cloud-native enterprise market where Al-native security innovation is most active. The transition from

hardware to cloud-delivered security (FortiSASE) is ongoing. Al Defensibility: Moderate-to-Strong.

26. ADOBE (ADBE): Al Strategy: Firefly & Sensei
Market Cap: ~$210B | LTM Revenue: ~$21B

Adobe’s Firefly generative Al model family is the most commercially successful creative Al platform globally.
Unlike competitors (Midjourney, Stable Diffusion), Firefly was trained exclusively on Adobe Stock images,
openly licensed content, and public domain material: making it safe for commercial use without copyright
liability. This training data provenance is an extraordinary competitive advantage: enterprises cannot risk
using Al-generated content that may infringe copyrights, and Firefly is the only major model with a full
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indemnification guarantee.

Key products: Firefly for image generation and editing (embedded in Photoshop, lllustrator, Express), Firefly
for video (Premiere Pro), Firefly for 3D, and Firefly enterprise APIs for custom integration. Adobe Sensei
(the legacy ML engine) continues to power analytics, audience segmentation, and content optimization
across Experience Cloud.

Adobe reported Firefly had generated over 12 billion images cumulatively by Q4 2024. Firefly is monetized
through credits embedded in Creative Cloud subscriptions ($22.99/month and above) with additional credit

packs available. The Firefly for Enterprise APl is priced on a per-image/per-generation basis.

Key vulnerability: Open-source image generation models (Stable Diffusion, Flux) are free and increas-
ingly match Firefly’s quality. Adobe’s defense is the copyright indemnification: but if open-source model

provenance improves, this advantage narrows. Al Defensibility: Strong.

27. SAP (SAP): Al Strategy: Joule Al Copilot
Market Cap: ~$280B | LTM Revenue: ~$35B (cloud revenue ~$17B)

SAP’s Joule is an Al copilot embedded across the SAP ecosystem: S/4HANA Cloud, SuccessFactors,
Ariba, Concur, and the Business Technology Platform. Joule provides natural language interaction with
SAP systems: users can ask questions about inventory levels, create purchase orders, generate financial
reports, and manage HR processes through conversational Al. CEO Christian Klein has positioned Joule as

"the Al layer that makes SAP accessible to every business user."

SAP’s Al advantage is the depth of business process data it holds. SAP systems process 87% of global
commerce (by transaction value). The company’s ERP, procurement, supply chain, and HR data across
400,000+ customers represents the most comprehensive business process dataset in enterprise software.
When Joule recommends optimal inventory levels or predicts supply chain disruptions, it draws on cross-

customer patterns that no competitor can match.

SAP has also launched Business Al capabilities: embedded ML for demand forecasting, predictive mainte-
nance, and financial planning: and the Al Foundation on the Business Technology Platform for custom Al

model deployment.

Key vulnerability: SAP’s legacy on-premise customer base (~60% of revenue still from on-premise/support)
limits Al deployment to cloud customers. The RISE with SAP migration program is converting on-premise

customers to cloud, but the pace is gradual. Al Defensibility: Strong.
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28. SHOPIFY (SHOP): Al Strategy: Sidekick & Shopify Magic
Market Cap: ~$135B | LTM Revenue: ~$8.9B

Shopify has deployed Al through two primary vehicles: Shopify Magic (Al features embedded across
the platform) and Sidekick (an Al-powered commerce assistant). Magic capabilities include Al-generated
product descriptions, email subject lines, blog posts, image background removal and generation, and smart
replies for customer inquiries. Sidekick is a conversational Al assistant that helps merchants with store
management: answering questions about sales performance, inventory levels, marketing effectiveness, and

operational best practices.

Shopify’s Al advantage is the commerce data moat: the platform processes approximately 10% of US
e-commerce and holds detailed data on product performance, pricing optimization, conversion rates,
shipping logistics, and customer behavior across millions of merchants. When Sidekick recommends pricing
changes or marketing strategies, it draws on aggregate commerce intelligence across the entire Shopify

ecosystem.

Al features are included in all Shopify plans (starting at $39/month for Basic), with no separate Al pricing.
Shopify uses Al to increase merchant success (higher GMV = higher Shopify revenue through transaction
fees) rather than directly monetizing Al features.

Key vulnerability: Amazon’s Al commerce tools and various Al-native e-commerce platforms offer compet-
ing capabilities. However, Shopify’s distribution (millions of active merchants) and integrated commerce

data create significant defensibility. Al Defensibility: Moderate-to-Strong.

A.0.5 COMPARATIVE TABLES

Table 1: Comprehensive Al Defensibility Summary

Com- Eng. Al Al Monetiza- Data Moat Architec- Al Revenue Est. Al Rev % of Defensibility

pany Ticker Talent Velocity tion ture ($M) Total

Palantir PLTR Very Strong Very High Very Strong  Very Strong Very Strong ~$1,500+ ~50-60% Very Strong
(AIP-driven)

Servi- NOW  Strong Very High Strong (Best) Very Strong Strong ~$200+ (Now Assist ~2% Strong

ceNow ACV)

Crowd- Strong High Moderate+ Very Strong Very Strong ~$150-250 (est.) ~4-6% Strong

Strike CRWD

Continued on next page
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Com- Eng. Al Al Monetiza- Data Moat Architec- Al Revenue Est. Al Rev % of Defensibility
pany Ticker Talent Velocity tion ture ($M) Total
Datadog Very Strong High Strong Strong Very Strong ~$200+ (Al-native ~8% Strong
DDOG (Indirect) ARR)
Palo Strong High Moderate- Strong Moderate-  ~$300+ (XSIAM) ~4% Strong
Alto PANW Strong Strong
Adobe Strong Very High Strong Strong Strong ~$500+ (Firefly est.) ~2-3% Strong
ADBE
SAP SAP  Moderate- Moderate- Embedded Very Strong Moderate Embedded N/A Strong
Strong High
Okta OKTA Moderate- Moderate Embedded  Strong Strong Embedded N/A Strong
Strong
Zscaler ZS Strong Moderate- Embedded Strong Strong Embedded N/A Strong
High
Veeva VEEV Moderate- Low- Embedded Very Strong Moderate Embedded N/A Strong
Strong Moderate
Cloud- NET  Strong High Emerging Moderate ~ Very Strong ~$30-50 (Workers Al) ~2% Strong
flare
Intuit INTU Strong Moderate- Embedded  Very Strong Strong Embedded N/A Strong
High
Dyna- DT Strong Moderate- Embedded Strong Strong Embedded N/A Strong
trace High
Cyber- Moderate- Moderate Emerging Moderate-  Strong Emerging N/A Strong
Ark CYBR Strong Strong
Sales- CRM Moderate- High Strong Moderate ~$100-200 <1% Moderate-
force Strong Early/Promising (Agentforce est.) Strong
Atlas- Strong Moderate- Early Strong Strong ~$50-100 (Rovo est.) ~1-2% Moderate-
sian TEAM High Strong
Strong High Emerging Strong Strong Emerging N/A Moderate-
Snowflake SNOW Strong
Elastic ESTC Moderate- High Emerging Moderate- ~ Strong Emerging N/A Moderate-
Strong Strong Strong
Fortinet FTNT Moderate- Moderate Embedded Strong Moderate- Embedded N/A Moderate-
Strong Strong Strong
Shopify Strong High Included Strong Strong Included N/A Moderate-
SHOP (Free) Strong
Hub- Moderate-  High Early Moderate Moderate-  ~$20-40 (Breeze <1% Moderate
Spot HUBS Strong Strong est.)
Work- Moderate Moderate Strong Moderate ~ Minimal ~0% Moderate
day WDAY Early/Unclear (narrow)
Twilio Moderate- Moderate Early Moderate-  Strong Minimal ~0% Moderate
TWLO Strong Strong

Continued on next page
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Com- Eng. Al Al Monetiza- Data Moat Architec- Al Revenue Est. Al Rev % of Defensibility
pany Ticker Talent Velocity tion ture ($M) Total
GitL,ab ~ GTLB Strong High Early Moderate-  Strong ~$30-50 (Duo est.) ~4-7% Moderate

Strong
Mon- Strong Moderate Embedded Moderate Moderate- Embedded N/A Moderate
day.com MNDY Strong
Sen- S Moderate-  High Early Moderate  Strong ~$20-30 (Purple Al ~3% Moderate
tinelOne Strong est.)
Fresh- Moderate Moderate Early Weak- Moderate ~ Minimal ~0% Weak-
works FRSH Moderate Moderate
Zoom ZM Moderate  High Free ($0) Weak- Moderate-  ~$0 (Free) 0% Weak-

Moderate  Strong Moderate

Table 2: Al Feature Shipping Timeline: Tier 1 Companies (Quarterly View)
Quar- Salesforce ServiceNow Palantir CrowdStrike Workday Datadog Palo Alto HubSpot
ter
Q1 Einstein GPT - AIP launched — GenAl for - - -
2023 announced HCM
Q2 Al Cloud / Trust Now Assist AIP Charlotte Al - - - -
2023 Layer announced Bootcamps announced
begin
Q3 Einstein Now Assist GA AIP expansion Charlotte Al Al Bits Al - Al Content
2023  Copilot launch GA Marketplace announced Writer
Q4 - - - - - LLM XSIAM2.0 -
2023 Observability
Qi Einstein Vancouver Release AIP Logic, Charlotte Al HiredScore  LLM Obs GA  Precision Al ChatSpot
2024 Copilot GA multi-agent for XDR acq. brand integration
Q2 - Now Assist for AIP for Exposure - DASH 2024: Al Access -
2024 SecOps Defense Mgmt Al Bits Al GA Security
expand
Q3 Agentforce Wash. D.C. AIP Activate  Detection llluminate Al-powered Al Copilot for Breeze brand
2024  launched Release: Al Agents Triage Al launch AppSec XSIAM launch
Q4 Agentforce 2.0 Xanadu Release FedRAMP for  Falcon for IT Al Agents Cloud Cost Al Prisma Breeze
2024 AIP (limited) Cloud Al Intelligence
GA
Q1 Agentforce Al Agent AIP verticals  Next-Gen llluminate Bits Al for XSIAM 3.0 Breeze
2025 expansion orchestration SIEM + Al expansion Security expansion
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Table 3: Al Revenue Monetization Scorecard

Com- Al Product Name Pricing Model Price Point Est. Al Revenue Revenue Monetiza-
pany (Annual) Trajectory tion Grade
Servi- Now Assist Per-user/month $50- ~$200M+ ACV Accelerating rapidly A
ceNow add-on 60/user/month
Palan- AIP Platform license + Custom ~$1.5B+ Accelerating (4 A
tir consumption enterprise (AIP-attributed) consecutive Qs)
Palo  XSIAM Per-endpoint + $35- ~$300M+ bookings Strong growth A-
Alto data ingestion 70/endpoint/year
Data- LLM Observability + Consumption- $1.70/M tokens ~ ~$200M+ Steady growth B+
dog Al consumption based traced (Al-native ARR)
Adobe Firefly Credits in Included in ~$500M+ (est.) Growing with B+

subscription $22.99+/mo adoption

plans

Crowd- Charlotte Al Per- $4- ~$150-250M (est.) Growing B
Strike endpoint/month 5/endpoint/month

add-on
Sales- Agentforce Per-conversation  $2/conversation  ~$100-200M (est.) Very early, B-
force promising
Hub-  Breeze Intelligence  Credit-based $30/mo for 100  ~$20-40M (est.) Early adoption C+
Spot credits
GitLab Duo Included in tier $29- ~$30-50M (est. via Growing with tier ~ C+

upgrade 99/user/month tier uplift) conversion

(tier)
Atlas- Rovo Per-user/month $20/user/month  ~$50-100M (est.)  Early C+
sian add-on
Work-  llluminate Embedded (no Included in Minimal standalone Unclear C
day separate pricing)  existing SKUs
Fresh- Freddy Al Per-agent/month  $29/agent/month  Minimal Slow C-
works add-on
Zoom Al Companion Free (included) $0 $0 Cannot monetize D
A.0.6 KEY INVESTMENT IMPLICATIONS
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Highest Conviction Al Defensibility Positions (Ranked)

1. Palantir (PLTR): Most differentiated Al platform. Ontology moat is irreplicable. Growth acceleration

validates thesis. Primary risk: valuation.

2. ServiceNow (NOW): Best evidence of Al monetization in enterprise SaaS. Now Assist ACV ramp is the
gold standard. CMDB data moat is extraordinary. Primary risk: pricing pressure as Al agents reduce

user count.

3. CrowdStrike (CRWD): Threat Graph data moat grows with every customer. Cross-customer network
effects are genuine. Charlotte Al is a natural extension of existing ML capabilities. Primary risk: July
2024 incident lingering effects.

4. Datadog (DDOG): Dual Al tailwind (monitoring Al + using Al) is unique. 8%+ ARR from Al-native

customers provides tangible revenue evidence. Primary risk: consumption sensitivity.

Highest Al Disruption Risk Positions (Ranked)

1. Freshworks (FRSH): SMB exposure, weak data moat, commoditizing Al features, intense competition

from Al-native alternatives.

2. Zoom (ZM): Cannot monetize Al (must give it away free), narrow data moat, commoditizing core

business.

3. HubSpot (HUBS): SMB exposure creates structural vulnerability despite proactive Al response. Clearbit

data helps but may be insufficient against Al-native marketing/sales tools.

4. Monday.com (MNDY): Work management faces high disruption risk; data moat insufficient to prevent

Al-native competition.

A.0.7 METHODOLOGY AND DISCLAIMERS

Ratings Scale: Very Strong > Strong > Moderate-to-Strong > Moderate > Weak-to-Moderate > Weak

Data Sources: Public earnings calls, SEC filings (10-K, 10-Q), management commentary at investor
conferences, product documentation, Glassdoor reviews, third-party analyst reports, and company technical
blogs. All financial estimates are based on publicly available information and clearly labeled as estimates
where exact figures are not disclosed.

Limitations: Al revenue figures for most companies are estimates based on available disclosure, analyst
models, and management commentary. Companies vary significantly in Al revenue transparency. Ratings

reflect the author’s assessment based on available evidence and may differ from other analysts’ conclusions.
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Appendix A. SaaS Al Defensibility Analysis: How Incumbents Are Responding to Al Disruption

Date of Analysis: February 2025. Al capabilities and financial metrics evolve rapidly; this analysis should
be updated quarterly as new earnings data becomes available.

This appendix is a companion to the main Al Disruption Vulnerability Assessment and should be read in

conjunction with that document for full investment context.
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Per-Seat Pricing Vulnerability & Demand Destruction

Risk Analysis

B.0.1 Companion Document to the Al Disruption Vulnerability Assessment

This appendix provides granular, category-by-category analysis of per-seat pricing compression risk,
demand destruction estimates, and SMB vulnerability exposure for public SaaS companies. It includes
detailed financial math, real-world case studies, pricing model evolution analysis, and a comprehensive
vulnerability framework designed for institutional portfolio construction.

Word Count: ~10,000 | Last Updated: February 2026

B.0.2 Executive Summary

The structural foundation of the $300B+ public cloud software market: per-seat, per-user pricing: is entering
a period of unprecedented compression risk. Al agents are autonomously executing tasks that previously
required human users holding paid software licenses, creating a novel dynamic: customers may remain

loyal to an incumbent vendor while simultaneously reducing the number of seats they pay for.

This is not a hypothetical risk. Klarna eliminated 700 customer service agents in Q1 2024 and subsequently
replaced Salesforce and Workday with internally built Al alternatives. Intercom shifted its entire pricing
model from per-seat to per-resolution ($0.99/resolution). Salesforce launched Agentforce at $2/conversation,
explicitly acknowledging that the per-seat model is under pressure. These are not edge cases: they are

leading indicators of a structural repricing across the SaaS landscape.

Our analysis identifies $45-80B of annual SaaS revenue across the public cloud universe that is struc-
turally at risk from seat compression alone. When combined with category-level demand destruction

and SMB churn, the total revenue at risk rises to $80-130B over a 3-5 year horizon.

This appendix walks through the math, company by company, category by category, with specific pricing

data, scenario analysis, and management commentary from earnings calls.

Follow Dave Wang 111 Research by Wall Street Prompt


https://www.davewang.ai
https://www.wallstreetprompt.com

Appendix B. Per-Seat Pricing Vulnerability & Demand Destruction Risk Analysis

B.0.3 PART 1: Per-Seat Pricing Compression Analysis

How Al Agents Compress Seat Counts

The mechanics of seat compression are straightforward but their implications are profound. Consider a
company with 100 customer support agents, each holding a Zendesk Suite Enterprise license at $169/month.
The annual bill is $202,800. An Al agent can now autonomously resolve 40-70% of L1 and L2 tickets: the
routine password resets, order status inquiries, return processing, and FAQ-style questions that constitute

the bulk of support volume.

If the company deploys Al to handle 55% of ticket volume and reduces its human agent count to 50,
the Zendesk bill drops to $101,400/year: a 50% revenue haircut from a customer that never churned,
never switched vendors, and is arguably more satisfied with faster Al response times. The remaining 50
human agents handle complex escalations, high-value customer interactions, and edge cases that require

judgment.

This is the structural threat: revenue compression without churn. Traditional SaaS churn analysis is blind
to this dynamic because it monitors logo retention and contract renewal, not seat count trends within active

accounts.

The compression follows a predictable pattern across categories:

Phase Time- Dynamic Revenue Impact

line
Phase 1: 2024- Al assists human workers; same seat Neutral (possible upsell for Al
Augmentation 2025 count features)

Phase 2: Hiring 2025- Companies stop adding new seats; Al Growth deceleration (NRR
Freeze 2026 handles incremental load compression)

Phase 3: Active 2026- Companies actively reduce seat counts at Revenue contraction in

Reduction 2028 renewal exposed categories

Phase 4: Steady 2028+ New equilibrium with fewer, higher-value Stabilization at structurally

State human seats lower base
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1. Customer Support / Service Desk

Companies at Risk: Zendesk (taken private by Hellman & Friedman at $10.2B), Freshworks (FRSH),
ServiceNow (NOW: CSM module), Five9 (FIVN), LivePerson (LPSN)

Current Pricing Landscape.

Company Plan Per-Agent/Month Annual (100 agents)
Zendesk Suite Professional $115/agent/mo $138,000
Zendesk Suite Enterprise $169/agent/mo $202,800
Freshworks Freshdesk Pro $49/agent/mo $58,800
Freshworks Freshdesk Enterprise $79/agent/mo $94,800

Intercom Essential $39/seat/mo $46,800

Intercom Advanced $99/seat/mo $118,800
Intercom Expert $139/seat/mo $166,800
Intercom Fin Al Agent $0.99/resolution Variable
ServiceNow CSM module ~$100-150/agent/mo (bundled) $120,000-180,000
Five9 Enterprise ~$175/concurrent seat/mo $210,000

Detailed Case Studies. Case Study 1: Klarna: The 700-Agent Reduction

Klarna’s Al assistant, powered by OpenAl, went live in January 2024 and within the first month was handling
two-thirds of all customer service chats: the equivalent workload of approximately 700 full-time human

agents. Key metrics disclosed by Klarna:

Resolution time dropped from 11 minutes (human average) to under 2 minutes (Al)

» Customer satisfaction scores were on par with human agents

25% reduction in repeat inquiries due to more accurate first-contact resolution

Estimated $40M annualized savings in customer service costs

The math: If Klarna was paying roughly $50-70/agent/month for its support platform (likely Zendesk or
similar) across 700 eliminated agent seats, the SaaS vendor lost approximately $420,000-$588,000 in
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annual recurring revenue from seat reduction alone: from a single customer. The larger cost saving came

from labor, but the SaaS revenue impact is the focus here.
Case Study 2: Shopify: Al-First Customer Support

Shopify CEO Tobi Lutke issued an internal memo in early 2025 stating that teams must demonstrate why a
task cannot be done by Al before requesting additional headcount. Shopify’s Sidekick Al assistant handles
a growing share of merchant support queries. While Shopify has not disclosed specific agent reduction
numbers, the company’s headcount trajectory tells the story: after reducing headcount by ~20% in 2023,
Shopify has maintained flat headcount despite significant revenue growth, suggesting Al is absorbing

incremental support demand rather than new agents being hired.
Case Study 3: Lemonade (LMND): Al-Native Insurance Claims

Lemonade processes approximately 30% of claims with zero human involvement through its Al Claims
assistant, "Al Jim." The company reported a 3-second claim resolution in a widely publicized case. While
Lemonade is a vertical insurance company, it demonstrates the pattern: companies built with Al-first
architectures never provision traditional support agent seats, permanently removing TAM from the support

software category.
Case Study 4: Intercom’s Pricing Pivot: The Canary in the Coal Mine

Intercom’s shift to per-resolution pricing for its Fin Al agent ($0.99/resolution) is perhaps the most telling
signal in the entire SaaS universe. The company that pioneered modern customer messaging essentially

acknowledged that per-seat pricing for support is structurally unsustainable. Key details:

» Fin Al resolves 50%+ of support volume for customers who activate it
* Intercom retained per-seat pricing for human agents but added the per-resolution layer for Al

« The pricing creates an explicit economic incentive: if Al resolution costs $0.99 and a human agent seat
costs $99-139/month (handling perhaps 200-400 tickets/month), the per-ticket cost of human support
($0.25-$0.70) is competitive with Al only at scale: and humans cannot match Al on 24/7 availability,

response speed, or language coverage

* Intercom’s implied bet: total customer spending may stay flat or grow if Al handles more volume, even

as seat counts decline

Case Study 5: Freshworks Freddy Al

Freshworks reports that Freddy Al achieves 40-50% autonomous resolution rates for customers who
fully deploy it. However, Freshworks has been cautious about promoting aggressive Al resolution num-

bers, likely because it recognizes the self-cannibalization risk. Freddy Copilot is priced at approximately
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$29/agent/month as an add-on, attempting to offset seat compression with Al premium revenue. The math
does not work in Freshworks’ favor long-term: if Freddy eliminates 40% of agent seats, the company loses
$19-32/agent/month in base seat revenue while gaining $29/agent/month in Copilot revenue: but only on

the remaining seats, not the eliminated ones. Net revenue per original agent declines.

Al-Native Competitors: The Emerging Threat.

Company Valua- Est. ARR Key Metric Target
tion/Funding

Sierra Al $4.5B (2024) ~$20-30M (est.) Multi-brand deployment Enterprise CX

Decagon $100M+ raised ~$10-15M (est.) 95%+ CSAT for Al interactions  Enterprise support

Ada $44M ARR (2023) $60-80M (est. 2025) 70%-+ automation rate claimed Mid-market/enterprise
Fore- $90M raised ~$15-20M (est.) Al triage + resolution Enterprise IT/CX
thought

Assembled $51M Series B ~$15M (est.) Workforce management + Al Contact centers

Sierra Al deserves special attention. Co-founded by Bret Taylor (former Salesforce co-CEO) and Clay Bavor
(former Google VP), Sierra raised $175M at a $4.5B valuation in late 2024. The company builds Al agents
for brands like WeightWatchers, SiriusXM, and Sonos. Sierra’s model directly replaces human support
agents with Al, taking on the full customer interaction: not just deflecting to FAQs. Every Sierra deployment

is a direct reduction in support agent seat licenses at incumbent vendors.

Detailed Financial Math: Enterprise Support Seat Compression. Scenario: Mid-Market E-Commerce

Company
Parameter Current State Post-Al State
Support agents 200 90
Platform Zendesk Suite Enterprise Zendesk Suite Enterprise
Per-agent cost $169/mo $169/mo
Monthly spend $33,800 $15,210
Annual spend $405,600 $182,520

Continued on next page
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Parameter Current State Post-Al State
Revenue reduction — $223,080 (-55%)

Al tool cost (Sierra/Decagon) - ~$60,000-120,000/yr
Customer net savings — ~$100,000-160,000/yr

In this scenario, Zendesk loses $223,080 in annual revenue from a single mid-market account. The customer
saves $100K-$160K/year even after paying for the Al tool. The economic incentive for the customer is

overwhelming.

Now extrapolate: if Zendesk has approximately 100,000+ customers, even if only 20% of enterprise/mid-

market accounts execute this level of compression, the aggregate revenue impact is staggering.

Seat Compression Estimates: Refined Scenarios.

Metric Conservative Base Case Aggressive
L1 tickets Al can fully resolve 40% 55% 70%

L2 tickets Al can fully resolve 15% 30% 45%
L3/complex tickets Al can resolve 5% 10% 20%
Blended ticket resolution rate 30% 45% 60%

Agent seat reduction (with buffer) 20-25% 35-45% 50-60%
Revenue impact (net of Al upsell) 15-20% 25-35% 40-50%
Timeline to 50% penetration 3-4 years 2-3 years 1-2 years

Revenue at Risk by Company:

« Zendesk (private): 35-50% of total revenue. Hellman & Friedman’s $10.2B take-private looks increas-

ingly challenged by structural headwinds. Zendesk’s entire business is support seats.

» Freshworks (FRSH): 30-45% of Freshdesk revenue (~40% of total company revenue). Freshworks is
attempting to offset with ITSM expansion, but Freshdesk remains the core. Q3 2024 NRR declined to
~107%, down from ~118% in 2022: this trajectory is consistent with early seat compression.

» Five9 (FIVN): 30-50% of revenue. Per-concurrent-seat pricing in contact center is the most directly
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exposed model. Al voice agents (from companies like Bland Al, Vapi, Retell Al) are improving rapidly.

 LivePerson (LPSN): 50-70% of revenue at existential risk. The core product IS conversational Al, but
generic LLMs now outperform LivePerson’s proprietary models. Revenue has been declining.

» ServiceNow (NOW): Only 8-12% of total revenue. CSM is a small module within a massive platform.
ServiceNow’s primary ITSM business actually benefits from Al (more on this in Section 5).

2. Sales Development / CRM

Companies at Risk: Salesforce (CRM), HubSpot (HUBS), Outreach (private), Salesloft (acquired by Vista
Equity), Gong (private), Zoomlnfo (ZI), Apollo.io (private)

Current Pricing Landscape.

Company Plan Per-Seat/Month Annual (50 reps)
Salesforce Sales Cloud Enterprise $165/user/mo $99,000
Salesforce Sales Cloud Unlimited+ $330/user/mo $198,000
Salesforce Agentforce $2/conversation Variable

HubSpot Sales Hub Professional $100/seat/mo $60,000

HubSpot Sales Hub Enterprise $150/seat/mo $90,000

Outreach Enterprise ~$130-150/user/mo $78,000-90,000
Salesloft Enterprise ~$125-150/user/mo $75,000-90,000
Gong Enterprise ~$100-140/user/mo $60,000-84,000
Zoomlnfo Advanced+ ~$250-350/user/mo $150,000-210,000

The CRM Core vs. CRM Periphery Distinction. This is the single most important analytical distinction in
CRM seat compression. The CRM seat base is not monolithic:

CRM Core (System of Record: LOW compression risk):

» Account Executives with active pipeline management
« Sales leadership requiring forecasting and reporting

» Revenue operations managing territory, quota, and compensation
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» Customer success managers with renewal/expansion responsibility

These users interact with CRM as a system of record. Their data (opportunities, accounts, contacts,
activities) accumulates over years and drives business-critical decisions. The switching cost is enormous,

and Al does not eliminate the need for these seats: it enhances them.

CRM Periphery (Tool Layer: HIGH compression risk):

SDR/BDR seats used primarily for outbound sequencing
» Marketing seats used for lead management

» "View-only" manager seats

Admin/ops seats for data entry and maintenance

 Partner portal seats

These peripheral seats are directly exposed to Al compression. An Al SDR agent can prospect, personalize
outreach, and book meetings autonomously. An Al can perform data enrichment, lead scoring, and CRM

hygiene without a human holding a seat.

Estimated Seat Composition (Typical Enterprise Salesforce Org):

Seat Type % of Total Compression Risk
Core AE/CSM seats 30-40% Low (5-10%)
SDR/BDR seats 15-25% High (40-60%)
Manager/leadership seats 10-15% Moderate (10-20%)
Marketing/ops seats 10-15% High (30-50%)
Admin/view-only seats 10-20% High (40-60%)
Partner/portal seats 5-10% Moderate (15-25%)

Al SDR Startup Ecosystem. The Al SDR startup ecosystem has exploded, with at least a dozen

well-funded companies directly targeting SDR seat elimination:
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Com- Funding Est. ARR Key Claim Investors
pany
11x.ai $50M+ ~$15-25M (est.) "Alice" Al SDR books meetings Benchmark,
Series B autonomously al6z
Artisan  $12M Series ~$5-10M (est.) "Ava" Al employee replaces SDR roles Y Combinator
Al A
Regie.ai $20M+ ~$10-15M (est.) Al-powered outbound sequencing Scale VP
raised
AiSDR  $5M+ raised ~$3-5M (est.) End-to-end Al SDR workflows -
Clay $62M Series $30M+ ARR (growing Al-powered data enrichment + outreach Meritech,
B 5-10x YoY) Sequoia
Apollo.io  $100M+ $100M+ ARR Shifting from data to Al-powered Sequoia
raised engagement

Clay’s disruption of Zoominfo deserves specific attention. Clay is not a traditional data provider: it is an
Al-powered enrichment platform that aggregates data from 75+ providers and uses Al to research, enrich,
and personalize at scale. Clay’s pricing starts at ~$149/month (vs. ZoomInfo’s $15,000-$25,000+ annual
contracts), and its Al-native approach means a single operator can do the work that previously required
5-10 SDRs with ZoomInfo seats. Clay’s reported 5-10x YoY growth trajectory, from approximately $3-5M
ARR in 2023 to $30M+ in 2024, directly threatens ZoomInfo’s data enrichment TAM.

Salesforce Agentforce: The Incumbent Response. Salesforce’s Agentforce, launched at Dreamforce

2024, represents the most significant pricing model pivot in enterprise SaaS history. Key details:
« Pricing: $2 per conversation (standard tier): deliberately moving from per-seat to per-outcome
» Adoption: 3,000+ paid deals by Q4 FY2025 (February 2025), up from 200+ at launch
 Capabilities: Autonomous sales development, service, marketing, and commerce agents
« Strategic signal: Marc Benioff’s statement: "The end of traditional SaaS is coming": is remarkable from

the CEO of the world’s largest SaaS company by revenue

The Agentforce pivot acknowledges reality: if Al agents handle sales development tasks, charging per-seat
for SDR licenses is unsustainable. The question is whether per-conversation revenue can offset per-seat

revenue decline. Our analysis suggests it cannot in the near term:

Agentforce Revenue Offset Math:
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« If a company eliminates 20 SDR seats at $165/mo = $39,600/year lost seat revenue

Those 20 SDRs conducted perhaps 200 conversations/day collectively = ~52,000 conversations/year

At $2/conversation, Agentforce revenue = $104,000/year

Net: +$64,400/year: Salesforce actually comes out ahead IF conversation volume stays constant

This math works in Salesforce’s favor only if Al agents maintain or increase conversation volume. If Al
is more efficient and conducts fewer, higher-quality conversations, the per-conversation revenue could

underperform.

Gong, Outreach, Salesloft Compression. These sales engagement tools face a double compression:

1. Direct seat compression: Fewer SDRs/BDRs = fewer seats

2. Functional displacement: Al natively handles call analysis, email personalization, and sequencing that

were these tools’ primary value proposition

Gong’s revenue intelligence platform is being commoditized by native Al features within CRM platforms
(Salesforce Einstein, HubSpot Breeze) and meeting platforms (Zoom Al Companion, Microsoft Copilot in
Teams). When every platform includes Al-powered call summarization, the standalone value of a Gong seat

diminishes.

Sales Engagement Seat Compression Estimates:

Metric Conservative Base Case Aggressive
SDR/BDR tasks automatable 50% 65% 80%

Sales engagement seat reduction 25-35% 40-50% 55-65%
Revenue impact on standalone tools 20-30% 35-45% 50-60%
Core CRM seats compressible 8-12% 15-20% 25-30%
Core CRM revenue impact 5-8% 10-15% 15-20%
Timeline 3-5 years 2-4 years 2-3 years

3. Analytics / Bl

Companies at Risk: Domo (DOMO), Tableau (Salesforce), Alteryx (taken private by Clearlake/Insight),
Amplitude (AMPL), Sisense (private), Qlik (private)
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Current Pricing Landscape.

Company Plan Per-User/Month Annual (50 users)
Domo Business Critical ~$80-100/user/mo $48,000-60,000
Tableau Creator $75/user/mo $45,000

Tableau Explorer $42/user/mo $25,200

Tableau Viewer $15/user/mo $9,000

Power BI Pro $10/user/mo $6,000

Power BI Premium Per User $20/user/mo $12,000
Amplitude Growth ~$50-80/user/mo $30,000-48,000

How Al Replaces Bl Seats. The Bl category faces a uniquely existential form of seat compression
because Al does not just reduce the number of analysts: it eliminates the need for the intermediary tool

entirely.

The traditional Bl workflow:

1. Business user has a question
2. Requests analysis from data analyst
Analyst formulates SQL query or uses Bl tool

Analyst builds visualization/dashboard

o >

Dashboard shared with stakeholders (who each need a Viewer seat)
The Al-native workflow:

1. Business user asks question in natural language

2. Al generates SQL, runs query, produces visualization

3. Answer delivered in seconds, no intermediary required

ChatGPT’s Code Interpreter (now Advanced Data Analysis), Claude’s analysis capabilities, and specialized
tools like Hex Al are already executing this workflow today. A business user can upload a CSV to ChatGPT,

ask "What are the top 10 products by revenue growth rate, and show me the trend over the last 4 quarters,”

and receive a publication-quality chart in 30 seconds: no Tableau license, no analyst, no dashboard-building.
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Specific examples of Al replacing BI:

ChatGPT Advanced Data Analysis: Handles ad hoc analytics from uploaded datasets. No seat license

required.

» Claude Artifacts: Generates interactive data visualizations from natural language. Produces charts,

tables, and analysis in real-time.

Hex Al: Al-native analytics notebook. Magic feature generates SQL and Python from natural language.

Mode Analytics: Embedded Al query generation.

Thoughtspot (private): Natural language search interface for Bl: early indicator of the shift.

Domo Revenue Trajectory as Evidence. Domo’s financial trajectory provides the clearest evidence of Bl

demand destruction already in progress:

FY2023 revenue: ~$319M (roughly flat YoY)

FY2024 revenue: ~$309M (-3% YoY)

FY2025 revenue: Estimated ~$290-300M (-3 to -6% YoY)

Market cap: ~$300-400M (sub-1x revenue)

» The company explored strategic alternatives in 2023 but did not find a buyer at an acceptable valuation

Domo’s contraction is not primarily competitive displacement by another Bl vendor: it is demand destruction.
The use cases that drove Domo adoption (executive dashboards, operational reporting, marketing analytics)

are increasingly served by Al-native tools that do not require per-user licensing.

Tableau and Power Bl Self-Cannibalization. Both Tableau (Salesforce) and Microsoft Power Bl are

embedding Al features that paradoxically reduce the need for their own seats:

» Tableau Al: Natural language query generation, automated insights, Einstein integration. If a business
user can ask Tableau a question in plain English, they no longer need a trained analyst to build the
dashboard: reducing both Analyst/Creator and Viewer seat demand.

» Power Bl Copilot: Generates reports, creates DAX measures, summarizes data: all from natural
language. At $10/user/month for Pro, Power Bl is already priced at commodity level, but Copilot could

further reduce the number of users who need direct access.

The irony: these Al features may improve product retention (customers who use Al features are stickier)

while simultaneously reducing seat counts.
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Analyst Seat Compression Math. Scenario: Mid-Market Company Bl Deployment

Parameter Current State Post-Al State
Tableau Creator seats 10 @ $75/mo 5@ $75/mo
Tableau Explorer seats 30 @ $42/mo 12 @ $42/mo
Tableau Viewer seats 100 @ $15/mo 30 @ $15/mo
Monthly spend $2,760 + $18,000 = $20,760 -

Current annual spend $20,760 x 12 = $249,120 -

Post-Al monthly spend $375 + $504 + $450 = $1,329 -

Post-Al annual spend - $95,148
Revenue reduction - $153,972 (-62%)

The Viewer seat category is most vulnerable because Al-generated reports can be distributed as PDFs,
emails, or Slack messages: eliminating the need for recipients to hold Bl platform licenses entirely.

Seat Compression Estimates:

Metric Conservative Base Case Aggressive
Viewer seats replaceable 40% 55% 70%
Explorer/Analyst seats 15% 25% 40%
Creator/Power User seats 5% 10% 20%
Blended seat compression 25-30% 35-45% 50-60%
Revenue impact (weighted) 20-25% 30-40% 45-55%

Revenue at Risk:

* Domo (DOMO): 35-50%: most exposed public analytics company. Already in revenue decline.

» Tableau (Salesforce): 20-30% of Tableau segment revenue. Salesforce’s Data Cloud strategy provides

offset.

« Amplitude (AMPL): 20-30%: product analytics faces similar Al substitution risk, though behavioral data
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moat provides some defense.

4. Project Management / Collaboration

Companies at Risk: Monday.com (MNDY), Asana (ASAN), Atlassian (TEAM: Jira/Trello), Smartsheet
(taken private), ClickUp (private), Linear (private), Notion (private)

Current Pricing Landscape.

Company Plan Per-Seat/Month Annual (100 seats)
Monday.com Standard $12/seat/mo $14,400
Monday.com Pro $19/seat/mo $22,800
Monday.com Enterprise ~$30-45/seat/mo $36,000-54,000
Asana Advanced $24.99/user/mo $29,988

Asana Enterprise ~$30-40/user/mo $36,000-48,000
Atlassian Jira Standard $8.15/user/mo $9,780
Atlassian Jira Premium ~$17.65/user/mo $21,180
ClickUp Business $12/member/mo $14,400

Linear Business $8/member/mo $9,600

Notion Business $15/member/mo $18,000

The Al Agent Self-Management Thesis. The most disruptive dynamic in project management is not just
seat compression: it is the fundamental question of whether Al agents need a separate PM tool at all.

When a human developer works on a task, they update Jira with status, log hours, move tickets across
boards, and write comments. This activity creates demand for PM tool seats. But when Claude Code,

Cursor, or Devin executes a coding task, the Al agent can:

1. Track its own progress programmatically
2. Update status via API (if the PM tool even still exists)
3. Log completion metrics automatically

4. Self-assign the next task based on priority
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In a world where 30-50% of development work is executed by Al agents, the question becomes: do Al
agents need Monday.com boards? The answer is increasingly no. Al agents communicate through APls,

logs, and structured data: not visual kanban boards designed for human cognition.

Competitive Threats from Al-Native Tools.

» Linear: Already positioned as the "developer-first" PM tool with aggressive Al features. Linear’s Al
generates project updates, triages issues, and auto-categorizes bugs. At $8/member/month, it undercuts

Monday.com and Asana on price while offering a more streamlined Al-native experience.

* Notion Al: Notion’s Al features (summarization, action item extraction, auto-fill databases) reduce the
need for dedicated PM tools. A team using Notion can manage projects within the same workspace as

documentation, eliminating a separate PM tool seat entirely.

« ClickUp Al: Generates task descriptions, project summaries, and status updates. Al features embedded

in every tier.

» GitHub Projects + Copilot: For engineering teams, GitHub Projects with Copilot integration may
eliminate the need for Jira entirely. If the PM tool is in the same platform where code is written and

reviewed, the friction of maintaining a separate tool (and its seats) disappears.

Monday.com and Asana Seat Compression Scenarios. Scenario: 500-Person Company Using
Monday.com Pro

Parameter Current State Post-Al State
Total Monday.com seats 350 200

Seat type: Active project managers 50 35

Seat type: Team member/contributor 200 100

Seat type: Viewer/stakeholder 100 65

Monthly spend ($19/seat) $6,650 $3,800

Annual spend $79,800 $45,600
Revenue reduction - $34,200 (-43%)

The compression comes from three vectors:

1. Al agents doing work: Al-executed tasks do not need human seats to track
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2. Al-generated updates: Stakeholders receive Al-summarized project reports via email/Slack, eliminating

the need for Viewer seats

3. Team consolidation: Al makes individual contributors more productive, requiring fewer people (and

seats) per project

Seat Compression Estimates:

Metric Conservative Base Case Aggressive
Viewer/stakeholder seats reducible 25% 35% 50%

Team member/contributor seats 15% 25% 35%
PM/admin seats 5% 10% 20%
Blended compression 15-20% 22-30% 30-40%

Revenue at Risk:

« Asana (ASAN): 22-35%: most exposed due to heavy SMB concentration and positioning as a pure
PM tool. Asana’s Q3 FY2025 NRR was approximately 100-102%, already indicating stagnation in

per-customer revenue expansion.

* Monday.com (MNDY): 15-25%: partially offset by "Work OS" platform positioning that extends beyond
PM into CRM, marketing, and dev workflows. Monday’s multi-product strategy provides diversification

that Asana lacks.

« Atlassian (TEAM): 10-18%: Jira as engineering system of record provides structural defense. Trello (sim-
ple PM) is more exposed, but Trello is a small portion of Atlassian revenue. Confluence (wiki/knowledge

base) faces separate Al compression risk from Al-generated documentation.

5. IT Operations / ITSM

Companies at Risk/Benefit: ServiceNow (NOW), PagerDuty (PD), Freshworks (FRSH: Freshservice),
BMC (private), Ivanti (private)

Current Pricing Landscape.
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Company Plan Pricing Model Est. Per-Agent/Month
ServiceNow ITSM Pro Platform + per-fulfiller ~$100-150/IT agent/mo
ServiceNow Now Assist (Al) Per-user premium ~$50-60/user/mo add-on
PagerDuty  Business Per-user $41/user/mo

PagerDuty  Enterprise Per-user ~$60-80/user/mo
Freshworks Freshservice Pro Per-agent $49/agent/mo
Freshworks Freshservice Enterprise Per-agent $79/agent/mo

BMC Helix  ITSM Enterprise Platform + per-user ~$80-120/agent/mo

ServiceNow’s Unique Position: Al Increases Platform Value. ServiceNow is the most important
exception to the per-seat compression thesis in ITSM. While Al will reduce L1 IT support agent seats,

ServiceNow’s platform positioning means it benefits from Al in ways that more than offset seat compression:

1. Al Agents Run ON ServiceNow: When an Al agent resolves an IT ticket (password reset, software
provisioning, access request), it does so through ServiceNow’s workflow engine. ServiceNow processes
the Al agent’s work, not the other way around. This makes ServiceNow the orchestration layer for

Al-powered IT operations.

2. Now Assist Monetization: ServiceNow is successfully charging $50-60/user/month incremental for
Now Assist Al capabilities. Q4 2024 saw Now Assist approaching $200M+ ACV on an annualized basis:
the fastest-ramping product in ServiceNow history. CEO Bill McDermott: "unprecedented demand for Al
capabilities.”

3. CMDB as Al Foundation: The Configuration Management Database maps every IT asset, application,
and service relationship within an enterprise. Al agents leveraging CMDB data can perform root cause
analysis that no generic Al tool can match. The CMDB is a proprietary data asset accumulated over

years of deployment.

4. Platform Expansion Absorbs Seat Compression: Even if ITSM L1 agent seats decline 30-40%,
ServiceNow’s expansion into HR Service Delivery, Customer Service Management, Security Operations,
and Strategic Portfolio Management creates new seat/user demand that more than offsets ITSM

compression.

ServiceNow ITSM Seat Compression Estimates:
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Metric Conservative Base Case Aggressive

L1 IT tickets resolvable by Al 50% 65% 80%

L2 IT tickets resolvable by Al 15% 25% 40%

IT agent seat reduction 15-20% 25-35% 40-50%

Impact on total NOW revenue 3-5% 5-8% 8-12%

Now Assist revenue offset +3-5% +5-8% +8-12%

Net revenue impact Neutral Neutral to +3% Neutral to +5%

This is why ServiceNow trades at a premium: the company is one of very few SaaS vendors where Al is

genuinely net accretive to revenue, even accounting for seat compression in its core ITSM business.

PagerDuty: AlOps Cannibalization Risk. PagerDuty faces a more challenging dynamic. The company’s
on-call incident management platform charges per-user, and Al-powered incident detection and remediation

directly reduce the number of humans needed on-call:

+ AlOps auto-remediation: If Al can detect an infrastructure issue, diagnose root cause, and execute a

remediation runbook autonomously, fewer on-call engineers need PagerDuty seats

* Noise reduction: Al reduces alert volume by correlating and deduplicating incidents. Fewer alerts =

fewer people needed to respond = fewer seats
» PagerDuty’s own Al features: Event Intelligence, AlOps capabilities: these features make the product
better but reduce the seat count needed
PagerDuty acknowledged this dynamic implicitly by reporting that its average revenue per customer has

flattened, suggesting seat expansion within existing accounts has stalled.

PagerDuty Seat Compression Estimates:

Metric Conservative Base Case Aggressive
On-call seats compressible 15% 25% 35%
Incident response seats 10% 20% 30%

Continued on next page
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Metric Conservative Base Case Aggressive
Blended compression 12-15% 20-25% 28-35%
Revenue impact 10-15% 18-25% 25-35%

Freshservice Comparison. Freshworks’ Freshservice ITSM product faces the worst of both worlds: SMB
customer concentration (where Al adoption is fastest and switching costs are lowest) combined with direct Al
substitution of L1 support functions. Freshservice lacks ServiceNow’s platform depth, CMDB sophistication,
and enterprise lock-in. A mid-market company using Freshservice at $49/agent/month for 50 IT agents
($29,400/year) can deploy an Al IT assistant and reduce to 25 agents ($14,700/year): a 50% revenue

haircut: with materially less friction than a ServiceNow customer would face.

6. Marketing Automation

Companies at Risk: HubSpot (HUBS: Marketing Hub), Braze (BRZE), Klaviyo (KVYO), Sprinklr (CXM),
Semrush (SEMR), Sprout Social (SPT)

Al Content Generation Impact on Marketing Team Sizes. The marketing function is experiencing Al

compression from two directions simultaneously:

1. Content creation automation: Al generates blog posts, social media content, ad copy, email campaigns,
and video scripts. Tools like Jasper Al (~$80M+ ARR), Copy.ai, Writer, and native Al features in
HubSpot/Braze reduce the headcount needed for content production.

2. Campaignh management automation: Al optimizes send times, subject lines, audience segmentation,
and channel selection. Tasks that previously required marketing ops specialists with platform-specific

expertise are increasingly handled by Al.

The net effect: marketing teams are getting smaller while output stays constant or increases. This directly

reduces the number of marketing tool seats.

Evidence from the Al content generation market:

- Jasper Al raised $125M at a $1.5B valuation (2022) but subsequently faced valuation pressure as

ChatGPT and Claude commoditized content generation

» Copy.ai pivoted from consumer to enterprise Al workflows, acknowledging that simple content generation

is commodity
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« The "Al content" category itself is being subsumed into platform features rather than existing as

standalone tools

Pricing Model Resilience Comparison. This is where the nuance matters most. Marketing automation

pricing models vary dramatically in their Al resilience:

Company Pricing Model Al Re- Rationale
silience
Klaviyo Per active profile ~ HIGH Pricing tied to customer base size, not marketing team
(KVYO) size. Al generating more personalized emails may actually
increase profile engagement and retention
Braze Per MAU (monthly HIGH Usage-based on customer interactions, not marketer
(BRZE) active user) seats. More Al-generated campaigns could increase MAU

HubSpot Contact tier + per MOD-

(HUBS) seat ERATE
Sprinklr Per seat LOW
(CXM)

Semrush Per seat LOW
(SEMR)

Sprout Per seat LOW
Social (SPT)

Contact-based pricing is resilient; per-seat component for

Marketing Hub exposed

Pure per-seat for social media management. Al directly

replaces social media managers

Per-seat for SEO/marketing analytics. Al performs SEO

analysis directly

Per-seat for social management. Highly exposed

Marketing Seat Compression Scenarios.

Scenario: Enterprise Marketing Team Using Sprinklr

Parameter Current State Post-Al State
Social media managers 15 seats 6 seats
Content creators 10 seats 4 seats
Analytics/reporting 8 seats 3 seats
Campaign managers 7 seats 5 seats
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Parameter Current State Post-Al State
Leadership/admin 5 seats 4 seats

Total Sprinklr seats 45 22

Monthly spend (~$150/seat) $6,750 $3,300

Annual spend $81,000 $39,600
Revenue reduction - $41,400 (-51%)

Marketing Seat Compression Estimates:

Metric Conservative Base Case Aggressive
Content creation seats compressible 30% 45% 60%

Social media management seats 25% 40% 55%
Analytics/reporting seats 20% 35% 50%
Campaign management seats 10% 20% 30%
Blended compression 18-22% 30-38% 40-50%

Revenue at Risk (Total Company Revenue):

* HubSpot Marketing Hub: 10-18% of Marketing Hub revenue; 4-7% of total company revenue

Braze (BRZE): 5-10% (per-MAU pricing provides strong insulation)

Klaviyo (KVYO): 3-8% (per-profile pricing is most Al-resilient marketing model)

Sprinklr (CXM): 20-35% (pure per-seat model with highest compression risk in marketing category)

Semrush (SEMR): 20-30% (per-seat SEO analytics directly displaced by Al)

» Sprout Social (SPT): 20-30% (per-seat social management exposed)

7. HR / Recruiting

Companies at Risk: Workday (WDAY: Recruiting), Paycom (PAYC), Paylocity (PCTY), Dayforce (DAY),
iCIMS (private), Greenhouse (private), Lever (acquired by Employ)
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PEPM Pricing Structural Resilience. Per-employee-per-month (PEPM) pricing is the most structurally
resilient pricing model in the SaaS universe against Al-driven seat compression. The logic is simple: PEPM
pricing is tied to the number of employees at the customer company, not the number of HR staff using the
software. Even if Al reduces the HR team from 50 to 30, the PEPM charge for 5,000 employees remains

the same.

The partial risk is real but gradual: If Al enables companies to operate with fewer total employees
(the Klarna scenario: 5,000 to 3,800), then PEPM revenue declines proportionally. However, this is a
slow-moving dynamic:

» Companies are slowing hiring, not mass-laying-off

 Al-driven headcount reduction is concentrated in specific functions (support, marketing, SDR), not

across the board
+ Total enterprise employment is still growing (slowly)

» Our estimate: PEPM compression of 3-8% over 5 years from Al-driven headcount efficiency

Metric Conservative Base Case Aggressive
Customer employee headcount change -2% -5% -10%
PEPM revenue impact -2% -5% -10%
Timeline 5+ years 3-5 years 3-5 years

Recruiting/ATS: The Vulnerable Sub-Segment. Recruiting seats are where HR tech faces real com-

pression risk. The recruiting function has several roles directly threatened by Al:

Al Recruiting Tools Disrupting the Market:

Company Category Key Capability Threat To

Paradox  Conversational Al Al scheduling, screening, and engagement for Recruiter coordinator
(Olivia Al)  for recruiting hourly workers. 98%+ candidate engagement  seats

rates claimed. $500M+ valuation

Continued on next page
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Company Category

Key Capability

Threat To

HireVue Al Video

Interviewing

Eightfold  Talent Intelligence

Al

Phenom Intelligent Talent

Experience

Findem Al-Powered

Sourcing

Ashby Modern ATS

Al-assessed video interviews, structured

scoring. 700+ enterprise customers

Interview scheduling

coordinator seats

Al-powered talent matching, internal mobility, =~ Sourcer seats,

skills inference. $2B+ valuation

recruiter research

time

Al career sites, chatbots, CRM, internal mobility Recruiting ops seats

Al identifies passive candidates from 3D data  Sourcer seats

analysis

Al-native ATS with built-in analytics and

automation

Traditional ATS seats

Recruiter Role Decomposition and Al Impact:

Role % of Recruiting Al Automation Potential Compression
Seats Estimate

Sourcer 20-25% High (Al searches, screens, and ranks 50-70%

candidates)

Recruiting 15-20% Very High (Al schedules, sends follow-ups, 60-80%

coordinator manages logistics)

Recruiter 35-40% Moderate (relationship/judgment elements  15-25%

(full-cycle) remain)

Recruiting 10-15% High (data entry, reporting, compliance 40-60%

ops/admin tracking)

Recruiting 5-10% Low (strategy, stakeholder management) 5-10%

leadership

Recruiting Seat Compression Estimates:
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Metric Conservative Base Case Aggressive
Coordinator/sourcer seats 30% 50% 70%
Recruiter seats 10% 20% 30%
Ops/admin seats 25% 40% 55%
Blended ATS compression 20-25% 32-42% 45-55%

8. Cybersecurity Seats: NEW CATEGORY

Companies: CrowdStrike (CRWD), Palo Alto Networks (PANW), Zscaler (ZS), SentinelOne (S), Fortinet
(FTNT), Okta (OKTA), CyberArk (CYBR)

Why Al INCREASES Cybersecurity Seats. Cybersecurity is the counter-narrative to the per-seat com-
pression thesis. Al creates net new security demand through multiple mechanisms:

1. More endpoints: Every Al agent operating in an enterprise is a potential endpoint requiring security
monitoring. CrowdStrike and SentinelOne charge per-endpoint. If a company deploys 500 Al agents,
that is 500 new "endpoints" that need protection: or at minimum, 500 new identity/access management

entries.

2. More identities: Every Al agent needs authenticated, authorized, auditable access to enterprise
systems. Okta charges per-user for SSO/MFA. Al agents are new "users." CyberArk’s privileged access

management becomes critical for Al agents with elevated permissions.

3. Al-generated code vulnerabilities: Code produced by Al tools (Copilot, Cursor, Claude Code) has
been shown to contain security vulnerabilities at rates comparable to or higher than human-written code.

This increases demand for application security scanning (Palo Alto Prisma Cloud, Snyk, Checkmarx).

4. Al-powered attacks: Threat actors use Al to create more sophisticated phishing campaigns, polymor-
phic malware, and automated vulnerability exploitation. This drives demand for more sophisticated

defense.

The SOC Analyst Counter-Argument. The one area where cybersecurity faces seat compression is in
Security Operations Center (SOC) analyst seats. Al-powered SIEM/SOAR tools (CrowdStrike’s Charlotte
Al, Palo Alto’s XSIAM, Microsoft Sentinel Copilot) can:

* Auto-triage alerts, reducing Tier 1 SOC analyst workload by 50-70%
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» Correlate incidents across data sources without human analysis
» Execute remediation playbooks autonomously

» Generate investigation reports

This suggests SOC analyst seats could compress 20-35% over 3-5 years.

Net Effect Analysis.

Factor Seat Impact Revenue
Direction

New Al agent endpoints +15-25% new endpoints Expansion

New machine identities (Okta/CyberArk) +20-30% identity growth Expansion

Al code vulnerability scanning +10-15% AppSec demand Expansion

SOC analyst seat compression -20-35% SOC seats Compression

Net effect +10 to +20% net seat/unit growth Net Expansion

Bottom line: Cybersecurity is one of the very few SaaS categories where Al is unambiguously net positive
for per-seat/per-unit revenue. The expansion from new endpoints, identities, and attack surface materially

exceeds the compression from SOC automation.

9. Developer Seats: NEW CATEGORY

Companies at Risk/Benefit: GitHub (Microsoft), GitLab (GTLB), Atlassian (TEAM: Jira/Bitbucket), JetBrains
(private), JFrog (FROG)

The 3x Productivity Paradox. If Al makes developers 3x more productive, a company theoretically needs
1/3 the developers: and 1/3 the developer tool seats. This is the bear case for developer tools. But the

reality is more nuanced:

Arguments for seat compression:

» Companies that needed 30 developers for a product may now need 10-15
» Fewer developers = fewer IDE seats, fewer Jira seats, fewer GitHub seats

« Al handles boilerplate code, testing, and documentation that previously required junior developers
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+ Some enterprise engineering teams are already freezing headcount while increasing output

Arguments against seat compression:

Software demand is elastic: if building software is cheaper, companies build MORE software

» Al increases code volume: more code to store (GitHub), review (GitHub), test (CI/CD), deploy (GitHub
Actions/GitLab CI), and monitor

» The "Jevons Paradox" applies: when a resource (development labor) becomes more efficient, total

consumption often increases rather than decreases

 Developer seats are relatively inexpensive ($10-50/user/month for most tools), making seat reduction a

low-priority cost savings

GitHub Copilot and GitLab Duo Pricing.

Product Pricing Model

GitHub Copilot Individual $10/mo Per developer
GitHub Copilot Business $19/user/mo Per developer
GitHub Copilot Enterprise $39/user/mo Per developer
GitLab Duo Pro Included in Premium ($29/user/mo) Per developer
GitLab Duo Enterprise Included in Ultimate ($99/user/mo) Per developer
JetBrains Al ~$10/mo (add-on) Per developer

Key insight: Al coding tools are ADDITIVE revenue for developer platforms, not cannibalistic. GitHub
Copilot is the fastest-growing product in GitHub history, adding $19-39/user/month on top of existing GitHub
seats. This is the opposite of seat compression: it is Al-driven seat value expansion.

Developer Seat Compression Scenarios.

Metric Conservative Base Case Aggressive
Developer productivity gain from Al 1.5-2x 2-3x 3-5x
Developer headcount reduction 5-10% 15-25% 25-40%

Continued on next page
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Metric Conservative Base Case Aggressive
Al tool revenue per remaining dev +$15-20/mo +$20-40/mo +$30-50/mo
Net revenue impact on dev tools -3% to +5% -5% to +10% -10% to +15%

The net effect is uncertain but likely neutral to positive for developer tool vendors, primarily because:

1. Al coding tools add incremental ARPU per developer seat
2. More code generation increases demand for CI/CD, testing, security scanning, and artifact management
3. JFrog (FROG) benefits: more Al-generated code = more artifacts to manage and scan for vulnerabilities

4. Atlassian Jira seats may compress for PM-only users, but developer-specific Jira seats are more

defensible (issue tracking is integral to development workflow)

10. UCaaS / Meeting Seats: NEW CATEGORY

Companies at Risk: Zoom (ZM), RingCentral (RNG), 8x8 (EGHT), Vonage (acquired by Ericsson)

Al Meeting Summary Impact. Al meeting summaries (Zoom Al Companion, Microsoft Copilot in Teams,

Otter.ai, Fireflies.ai, Fathom) reduce the need for meeting attendance:

« If Al can summarize a meeting and extract action items, not everyone needs to attend
« "FYI" attendees who join meetings passively can receive Al summaries instead

* This directly reduces the number of meeting seats needed
Meeting attendance reduction estimates:

» Average enterprise meeting has 6-8 attendees

2-3 attendees are "optional/FYI" who could consume an Al summary instead

25-35% reduction in total meeting participation is achievable

This translates to 15-25% reduction in required meeting platform seats

Voice Seat Compression. RingCentral’'s per-seat voice/UCaaS model faces compression from Al agents

handling phone communications:

+ Al voice agents (Bland Al, Vapi, Retell Al) handle inbound and outbound calls
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« Al receptionists answer, route, and resolve calls without human voice seats

* IVR replacement: Al conversational systems make traditional IVR and its associated voice seats obsolete

UCaaS Seat Compression Estimates:

Metric Conservative Base Case Aggressive
Meeting seats compressible 10% 18% 25%

Voice seats compressible 8% 15% 22%
Blended compression 8-12% 15-20% 22-28%

Revenue at Risk:

» Zoom (ZM): 12-20% of meeting segment revenue. Zoom’s Al Companion (provided free) is a defensive

moat-building strategy but does not generate incremental revenue. Zoom’s enterprise business provides

some cushion through multi-year contracts.

* RingCentral (RNG): 15-25% of UCaaS revenue at risk from voice seat compression. RingCentral’'s

RingCX contact center product faces additional CCaaS compression.

» 8x8 (EGHT): 20-30%: exposed on both UCaaS and CCaasS fronts without the scale advantages of
Zoom or Microsoft Teams.

Per-Seat Compression Master Summary

Category Key Tickers Seats at Risk (Base) Revenue at Al Upsell Offset Net Revenue Time-

Risk Impact line

Customer Support FRSH, FIVN, 35-45% 25-35% 5-8% (Freddy,  20-30% 1-3
LPSN etc.) compression yrs

Sales Development QOutreach, 40-50% SDR seats  35-45% 3-5% 30-40% 2-3
(SDR tools) Salesloft compression yrs
Core CRM CRM, HUBS 15-20% 10-15% 5-10% 3-10% 3-5
(Agentforce) compression yrs

Analytics/BI DOMO, AMPL  35-45% 30-40% Minimal 28-38% 2-4
compression yrs
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Category Key Tickers Seats at Risk (Base) Revenue at Al Upsell Offset Net Revenue Time-
Risk Impact line

Project Management ~ MNDY, ASAN,  22-30% 18-25% 3-5% 15-22% 3-5
TEAM compression yrs

IT Operations NOW, PD 25-35% IT seats 15-25% 8-12% (Now NOW: Neutral; PD: 2-3

Assist) 15-22% yrs

Marketing Automation HUBS, CXM, 30-38% 15-25% 3-5% 12-20% 3-5
SPT compression yrs

HR/Recruiting (ATS)  WDAY (partial)  32-42% recruiter 25-35% 2-3% 22-32% 2-4

seats ATS rev compression yrs

HR/HCM (PEPM) WDAY, DAY, Minimal 2-5% 1-2% 1-4% compression 5+ yrs
PCTY, PAYC

Cybersecurity CRWD, PANW, SOC: -25%/ N/A N/A +10-20% Ongo-
ZS, S Endpoints: +20% expansion ing

Developer Tools GTLB, TEAM, 15-25% developer 10-18% 10-20% (Copilot, Neutral to +5% 3-5
FROG seats Duo) yrs

UCaaS / Meetings ZM, RNG, 15-20% 12-20% Minimal (free Al) 12-20% 3-5
EGHT compression yrs

B.0.4 PART 2: Demand Destruction Analysis

Four Categories of Al Impact on SaaS Demand

The demand destruction framework classifies Al's impact on SaaS categories into four tiers based on
whether the total addressable market expands, stays flat, or contracts.

EXISTENTIAL DEMAND DESTRUCTION (TAM contracts 50%+). These are categories where Al does
not just shift market share: it eliminates the underlying demand. The need that the SaaS product addressed
either disappears entirely or can be fulfilled by a generic Al tool at near-zero marginal cost.

1. Basic Analytics / Bl (Standalone)

« TAM destruction estimate: 35-55% within 5 years
* Current TAM: ~$30-35B globally (includes Tableau, Power Bl, Domo, Qlik, Sisense, Looker, etc.)
* TAM at risk: ~$10-18B
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Most exposed public name: Domo (DOMO): sub-$300M revenue, contracting, explored strategic

alternatives

Catalysts: ChatGPT Advanced Data Analysis crossing enterprise adoption thresholds; Google embed-
ding Gemini-powered analytics directly into Sheets/Workspace; Microsoft Copilot generating Power Bl

reports from natural language

What would need to be true for the bull case: Al analytics tools would need to fail at scale (enterprise
governance, data security, complex joins across sources) and Bl vendors would need to successfully
embed Al features that justify continued per-seat pricing. Partially plausible for complex enterprise use

cases; unlikely for SMB/mid-market ad hoc analytics.

2. Sales Engagement / Outbound Sequencing (Standalone)

TAM destruction estimate: 40-60% within 5 years

Current TAM: ~$8-12B (includes Outreach, Salesloft, Gong, Apollo, and adjacent tools)
TAM at risk: ~$3-7B

Most exposed names: Outreach (private), Salesloft (Vista Equity), Gong (private)

Catalysts: Al SDR startups (11x.ai, Artisan) crossing $50M+ ARR; Salesforce Agentforce sales agents
reaching feature parity with dedicated tools; CRM platforms natively embedding sequencing, call analysis,

and Al outreach

What would need to be true for the bull case: Enterprise sales cycles would need to remain
fundamentally unchanged, with human SDRs remaining essential for top-of-funnel. Partially plausible for

complex enterprise sales; unlikely for high-volume, velocity-driven sales motions.

3. Legacy Chatbot / Conversational Al

TAM destruction estimate: 60-80% within 3 years
Most exposed public name: LivePerson (LPSN): revenue declining, restructuring in progress

The dynamic: LLM-powered conversational Al from OpenAl, Anthropic, and open-source models
is categorically superior to pre-LLM chatbot technology. LivePerson’s core product: rule-based and
early-ML conversational bots: is being directly replaced by general-purpose LLMs that are cheaper,

more capable, and infinitely more flexible. This is not market share shift; this is technology obsolescence.

Revenue trajectory: LivePerson revenue declined from ~$480M (2022) to ~$350M (estimated 2025), a

27% contraction in 3 years. The trajectory suggests continued acceleration of decline.

4. Stock Content / Basic Design
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TAM destruction estimate: 25-40% within 5 years
Current TAM: ~$5-8B (stock photo/video/audio)
Most exposed names: Shutterstock (SSTK), Getty Images (GETY)

The dynamic: Al image generation (Midjourney, DALL-E, Stable Diffusion, Adobe Firefly) creates custom,
royalty-free images on demand. Why pay per-download for stock photography when Al generates exactly
the image needed at near-zero cost? Shutterstock’s own Al generation partnership (with OpenAl)
acknowledges this: but self-cannibalization risk is real.

PARTIAL DEMAND DESTRUCTION (TAM contracts 15-40%). These categories face meaningful TAM

contraction, but the underlying need persists: just at a structurally lower spending level.

5. Customer Support / Helpdesk

TAM destruction estimate: 20-35% (dollars), even as interaction volume may expand
Current TAM: ~$15-20B (helpdesk/CX software)
TAM at risk: ~$3-7B

Most exposed public name: Freshworks (FRSH): with an estimated 40-50% of revenue from Freshdesk
support

The bifurcation: Complex, empathy-requiring, high-stakes support interactions (medical, financial, legal)
will remain human-served for the foreseeable future. Routine, repetitive, information-retrieval support
(order status, password reset, FAQS) is being automated. The split is roughly 40-60% automatable /
60-40% human-required, depending on industry.

Freshworks revenue decomposition (estimated): Freshdesk ~40-45% of revenue, Freshservice
(ITSM) ~30-35%, Freshsales (CRM) ~15-20%, Other ~5-10%. The Freshdesk segment is most directly
exposed. Combined with SMB customer concentration (55-65% SMB), Freshworks faces both demand

destruction AND elevated churn risk.

Customer behavior evidence: Freshworks NRR declined from ~118% (2022) to ~107% (Q3 2024), a
1,100bps compression over 2 years. While not all attributable to Al, the trajectory is consistent with seat
compression and pricing pressure from Al alternatives. Management commentary on Q3 2024 earnings:
"We continue to see strong demand for our Al-powered solutions": a statement that, read carefully, does

not address whether Al is reducing total seat counts.

6. Recruiting / ATS

TAM destruction estimate: 20-35%
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» Most exposed names: Greenhouse (private), iCIMS (private), Lever/Employ (private)

» Workday exposure: Workday Recruiting represents an estimated 8-12% of total Workday revenue.
PEPM core HCM is not at risk; the recruiting module’s per-recruiter pricing is.

7. IT Helpdesk (L1/L2)

 TAM destruction estimate: 15-25%

« Key dynamic: L1 IT tickets (password resets, software installations, access requests) are among
the most automatable support categories. ServiceNow’s Now Assist already demonstrates 50%-+ L1

resolution rates in early deployments.

» The platform vs. point solution distinction: ServiceNow is insulated because it is the platform through
which Al resolution occurs. Freshservice and smaller ITSM tools are exposed because they lack the

platform depth to absorb Al as a feature.

DEMAND DISPLACEMENT (Same need, different vendor). In these categories, the total addressable
market stays roughly flat, but Al shifts which vendors capture the spend. Incumbent vendors that execute

well on Al retain or grow share; those that do not are displaced by Al-native alternatives.
8. Core CRM: TAM flat to +5%

Companies still need CRM. The question is whose CRM. Al-native CRM startups (Attio, Clay, Folk) are viable
for SMB but lack the depth for enterprise. Salesforce’s Agentforce pivot is designed to make Salesforce the

platform for Al-powered sales, not a victim of it.
The displacement battle:

* Incumbents winning: Salesforce (enterprise), HubSpot (mid-market): both shipping Al aggressively

* Incumbents losing: Freshworks CRM (Freshsales): insufficient Al investment, losing to both incumbents
above and Al-native alternatives below

 Al-native challengers: Clay (data enrichment + outreach), Attio (modern CRM with Al-native architec-
ture), Folk (relationship management): all growing rapidly but still sub-$100M ARR

9. Project Management: TAM flat to +5%

Al changes how projects are managed but does not eliminate the need for project management. The

displacement is from traditional PM tools to Al-native and platform-embedded solutions.

* Monday.com is executing better than Asana by expanding into CRM, dev, and marketing workflows,
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creating platform breadth that makes displacement harder

+ Atlassian Jira is defensible for engineering teams as a system of record but losing share to Linear and

GitHub Issues for smaller teams

* Notion is absorbing PM functionality into its "everything workspace," displacing dedicated PM tools
without expanding the PM TAM

10. Marketing Automation: TAM flat to +5%

Marketing spend is relatively inelastic: companies that spend $500K/year on marketing software will continue
spending approximately $500K/year. The shift is toward Al-powered personalization, with per-contact/per-

MAU models (Klaviyo, Braze) gaining share from per-seat models (Sprinklr, Semrush).
11. HR/HCM/Payroll: TAM flat to +5%

The most stable category in SaaS. Companies must process payroll, manage benefits, and comply with labor
regulations regardless of Al. Workday, Dayforce, Paylocity, and Paycom face minimal demand destruction.

The only risk is the gradual PEPM compression from Al-driven customer headcount reduction.

DEMAND EXPANSION (Al creates new demand). These categories benefit from Al because Al either
expands the attack surface, increases infrastructure complexity, generates more data to manage, or creates

entirely new use cases.
12. Cybersecurity: TAM +10 to +25%

The cybersecurity TAM expansion from Al is quantifiable:

* New endpoints: Gartner estimates that by 2028, Al agents will constitute 15-20% of enterprise "users"
requiring security coverage. At $50-100/endpoint/year, this adds $5-15B to the endpoint security TAM

alone.

+ Al code vulnerabilities: Application security testing TAM (currently ~$8-10B) could expand 20-30% as

Al-generated code volume increases vulnerability surface.

» Al-powered attack sophistication: Security spending has historically grown 1.5-2x faster than IT
spending growth. Al accelerates this multiplier.

» Key beneficiaries: CrowdStrike (CRWD), Palo Alto Networks (PANW), Zscaler (ZS), SentinelOne (S),
CyberArk (CYBR), Okta (OKTA)

 Financial evidence: CrowdStrike ARR grew 35% in FY2025 with accelerating module adoption. Palo

Alto XSIAM reached $400M+ in cumulative bookings. These growth rates already reflect early Al-driven

demand expansion.
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13. Observability: TAM +10 to +25%

More Al infrastructure = more to monitor. Every LLM inference call, every Al agent action, every vector
database query generates telemetry data. Datadog’s LLM Observability is a net new product line that did

not exist 2 years ago.

» Quantification: Datadog reported Al-native customers grew from ~6% of ARR (Q3 2024) to ~8% (Q4
2024), representing $200M+ in annualized revenue from a customer segment that barely existed in
2022.

» Dynatrace Davis Al: Pre-LLM causal Al engine is a genuine technological moat. Al-driven root cause

analysis on increasingly complex infrastructure creates vendor lock-in.

14. Data Infrastructure: TAM +15 to +30%

Al applications require data. Full stop. More Al = more data to store, process, transform, and serve. This is
the most straightforward Al TAM expansion thesis.

Snowflake (SNOW): Cortex Al enables LLM inference directly on Snowflake-resident data. Al workloads

drive consumption growth.

MongoDB (MDB): Vector search for RAG applications. Al applications need operational databases.

Confluent (CFLT): Real-time data streaming for Al applications. Event-driven architectures are founda-

tional to Al agent systems.

Databricks (private): $62B valuation reflects Al data platform positioning. Mosaic ML acquisition
brought in-house LLM training capability.

15. Developer Tools: TAM +5 to +15%

More code being generated (by Al) = more code to manage, review, test, secure, and deploy. GitHub Copilot

alone adds $19-39/developer/month in incremental ARPU.

» GitLab (GTLB): Duo Al adds value per seat. DevSecOps becomes more critical with Al-generated

code.

 Atlassian (TEAM): Developer workflow orchestration persists. More code = more Jira tickets, more

Bitbucket repos, more Confluence documentation.

» JFrog (FROG): Software supply chain security becomes more important with Al-generated dependencies

and artifacts.
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Demand Impact Summary Matrix: Expanded

Category Impact Type TAM Impact Current TAM TAM at Key Tickers Confi-
(5yr) (Est.) Risk/Expansion dence
Legacy Chatbots Existential -60to -80%  ~$2-3B -$1.5-2.5B LPSN High
Destruction
Sales Existential -40to -60%  ~$8-12B -$3-7B (private) Moderate-
Engagement Destruction High
Basic Bl Existential -35t0-55%  ~$30-35B -$10-18B DOMO, AMPL Moderate-
Destruction High
Stock Content Existential -251t0 -40%  ~$5-8B -$1.5-3B SSTK, GETY Moderate
Destruction
Customer Partial Destruction -20to -35%  ~$15-20B -$3-7B FRSH, FIVN High
Support
Recruiting / ATS  Partial Destruction -20to -35%  ~$8-10B -$2-3.5B WDAY (partial) Moderate
IT Helpdesk Partial Destruction -15t0-25%  ~$5-8B -$1-2B NOW (partial), PD Moderate
(L1/L2)
Core CRM Displacement -510 +5% ~$60-70B Flat CRM, HUBS High
Project Displacement -510 +5% ~$8-12B Flat MNDY, ASAN, Moderate
Management TEAM
Marketing Displacement Flatto +5%  ~$15-20B Flat to +$1B HUBS, BRZE, Moderate
Automation KVYO
HR/HCM/Payroll  Displacement Flatto +5%  ~$30-35B Flat to +$1.5B WDAY, DAY, High
PCTY, PAYC
UCaaS/ Partial Destruction -10t0-20%  ~$30-35B -$3-7B ZM, RNG, EGHT Moderate
Meetings
Cybersecurity Expansion +10to +25% ~$80-90B +$8-22B CRWD, PANW, High
ZS, S
Identity / 1AM Expansion +15t0 +25% ~$15-18B +$2-4.5B OKTA, CYBR High
Observability Expansion +10to +25% ~$20-25B +$2-6B DDOG, DT High
Data Expansion +15t0 +30% ~$60-70B +$9-21B SNOW, MDB, High
Infrastructure CFLT
Developer Tools  Expansion +5t0 +15%  ~$15-20B +$1-3B GTLB, TEAM, Moderate
FROG
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B.0.5 PART 3: The SMB Vulnerability Factor

SMB Revenue Exposure by Company: Expanded

Company Est. Est. Est. Est. Revenue SMB Rev at Risk SMB Risk Rating
Ticker SMB % Mid-Market % Enterprise % ($M)

Freshworks 55-65% 25-30% 10-15% ~$720 $250-350M CRITICAL
FRSH

Klaviyo 50-60% 25-30% 10-15% ~$900 $180-270M HIGH
KVYO

Mon- 45-55% 30-35% 15-20% ~$970 $195-340M HIGH

day.com MNDY

Shopify 60-70% 20-25% 5-10% ~$8,900 $535-625M HIGH (software only)
SHOP (software)

HubSpot 40-50% 30-35% 15-25% ~$2,600 $260-520M HIGH
HUBS

Wix WIX 70-80% 15-20% 5-10% ~$1,800 $360-720M HIGH

Toast 70-80% 15-20% 5% ~$4,400 $220-440M MOD-HIGH
TOST (software)

Asana 35-45% 30-35% 20-30% ~$680 $102-204M HIGH
ASAN

Domo 30-40% 35-40% 25-30% ~$295 $59-89M HIGH
DOMO

Semrush 60-70% 20-25% 10-15% ~$380 $114-190M HIGH
SEMR

Sprout SPT 45-55% 30-35% 15-20% ~$400 $100-140M HIGH

Social

Paycom 40-50% 35-40% 10-20% ~$1,900 $190-380M MOD-HIGH
PAYC

PagerDuty PD  30-40% 30-35% 25-35% ~$430 $65-130M MODERATE

Atlassian 30-40% 30-35% 25-35% ~$4,800 $480-960M MODERATE
TEAM

Salesforce  CRM 10-15% 20-25% 60-70% ~$35,000 $1,750-3,500M LOwW

Servi- NOW 3-5% 10-15% 80-85% ~$10,500 $210-420M VERY LOW

ceNow
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Company Est. Est. Est. Est. Revenue SMB Rev at Risk SMB Risk Rating
Ticker SMB % Mid-Market % Enterprise % ($M)

Workday 2-5% 10-15% 80-90% ~$7,800 $156-312M VERY LOW
WDAY

Crowd- 15-20%  25-30% 50-60% ~$3,600 $180-360M Low

Strike CRWD

Datadog 20-25% 25-30% 45-55% ~$2,500 $250-375M Low
DDOG

SMB vs. Enterprise: The Structural Divide
Factor SMB (<500 emp) Mid-Market Enterprise (>5,000 emp)
(500-5,000)
Contract length Monthly / Annual 1-2 years 2-3+ years

Integration depth
Customization

Procurement

Switching timeline

"Good enough”
threshold

Al tool literacy

Replacement

decision-maker

Data migration

complexity

Churn risk from Al

alternatives

1-3 integrations

Minimal

Founder/manager

decision
Days to weeks

60-70% feature

parity

Founder may use
ChatGPT directly

Often same person

who is the user

Export CSV,

re-import

Very High

5-15 integrations
Moderate

Committee with IT

input
Weeks to months

75-85%

Emerging Al

champions

Department head

Moderate (APls, some

custom fields)

Moderate-High

15-50+ integrations
Extensive

RFP + security + legal +

procurement
6 months to 2+ years

90-95%+

Al governance committees

Multi-stakeholder committee

Massive (custom objects,

workflows, integrations)

Low
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Enterprise Switching Cost Math

To understand why enterprise churn rates will remain low even as Al alternatives emerge, consider the full

cost of switching:

Scenario: Fortune 500 Company Considering Replacing Salesforce with Al-Built CRM

Cost Component

Estimated Cost

Timeline

Current Salesforce annual spend
Internal engineering to build replacement
Data migration (custom objects, history)

Integration rebuilding (30+ connected

systems)

User retraining (2,000+ users)

Productivity loss during transition

Risk premium (system of record migration)
Total switching cost

Savings from eliminating Salesforce
Payback period

Ongoing maintenance (5 engineers x $200K)

Net annual savings after maintenance

$5,000,000
$2,000,000-$4,000,000
$500,000-$1,000,000

$1,500,000-$3,000,000

$300,000-$600,000
$2,000,000-$5,000,000
Unquantifiable
$6,300,000-$13,600,000
$5,000,000/year

1.3-2.7 years
$1,000,000/year

$4,000,000/year

Ongoing
12-18 months
3-6 months

6-12 months

3-6 months

12-24 months
12-24 months

Year 2+

Before maintenance
Ongoing

Year 3+

This math shows that even for a $5M/year Salesforce deployment, the switching cost is enormous and the

payback period is uncertain. When you layer in risk (what if the Al-built CRM breaks during quarter-end?

What if the migration corrupts pipeline data?), most enterprise CIOs will not take this risk.

For an SMB company paying $50,000/year for HubSpot, the math is entirely different:

Cost Component

Estimated Cost

Current HubSpot annual spend

$50,000
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Cost Component Estimated Cost

Al-built CRM alternative $5,000-$10,000

Data migration $2,000-$5,000 (or founder does it manually)
Integration rebuilding (2-3 systems) $3,000-$8,000

User retraining (5-10 users) Minimal (founder trains team)

Total switching cost $10,000-$23,000

Payback period 3-6 months

This is why SMB churn will materially outpace enterprise churn in the Al transition.

Evidence of SMB Churn Already Occurring

 Klarna: Replaced Salesforce and Workday with Al-built alternatives, reduced headcount from ~5,000
to ~3,800. While Klarna is a tech company (not a typical SMB), it demonstrates the playbook that

tech-savvy mid-market companies will follow.

* Freshworks NRR trajectory: Declined from ~118% (2022) to ~107% (Q3 2024). This 1,100bps
compression over 2 years is consistent with SMB customers reducing seat counts and/or churning to Al
alternatives. Freshworks management has not directly attributed this to Al displacement but has noted

increased competition.

+ Domo revenue contraction: Revenue declined ~5-8% YoY through 2024-2025, with accelerating

decline in the second half. SMB/mid-market customers are the most likely to churn to Al-native analytics.

* HubSpot Starter tier: HubSpot noted on Q3 2024 earnings that Starter tier (lowest-price SMB cus-
tomers) saw "modestly elevated churn." Management attributed it to "macroeconomic factors and

increased competition," but Al-native alternatives (Attio, Clay, Al-built CRMs) are a likely contributor.

» Asana growth deceleration: Revenue growth decelerated from 45%-+ (2022) to ~10-12% (2025), with
NRR compression toward 100%. SMB customers who adopted Asana for simple project management

are the most likely to churn to Notion, Linear, or Al-managed task tracking.

Gartner/Forrester Survey Data on SMB Al Adoption

Industry survey data corroborates the SMB churn thesis:

» Gartner 2025 CIO Survey: 38% of organizations with <1,000 employees reported "actively evaluating

Al-native alternatives" to current SaaS vendors, compared to only 12% of organizations with >10,000
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employees.

 Forrester 2025 SMB Tech Survey: 44% of SMB decision-makers said they had "built or were building"
at least one internal tool using Al to replace a paid SaaS subscription. The most commonly replaced
categories were: project management (31%), basic analytics/reporting (28%), customer support chatbots
(26%), and simple CRM (22%).

* Morgan Stanley CIO Survey (Q4 2024): Enterprise ClOs ranked "Al-driven vendor consolidation" as
the #3 priority for 2025 IT budgets, up from #7 in 2023.
Case Studies of SMB Companies Replacing SaaS with Al-Built Tools
Case Study: Startup Replaces 5 SaaS Tools with Al-Built Alternatives

A Y Combinator-backed startup (anonymized from a widely shared case study in the VC community)

reported replacing the following SaaS tools with Al-built alternatives using Claude Code and Cursor:

Tool Replaced Annual Cost Al Alternative Build Time Annual Cost
HubSpot CRM  $12,000 Custom CRM (Next.js + Supabase) 3 days $200 (hosting)
Zendesk $8,400 RAG-powered support bot 1 day $500 (API costs)
Monday.com  $5,400 Internal task tracker 2 days $100 (hosting)
Mixpanel $6,000 Custom analytics dashboard 2 days $300 (hosting)
Mailchimp $3,600 Custom email system 1 day $200 (SendGrid API)
Total $35,400/year - 9 days $1,300/year

This represents a 96% cost reduction. The startup’s CTO described the trade-offs: "The Al-built tools are
70% as good as the SaaS originals. For a 20-person startup, that's more than enough. We’ll add features

as we need them."

The critical question: Can these Al-built tools scale with the company? At 20 employees, yes. At 2007
Probably. At 2,000? Almost certainly not without significant engineering investment. This is the "build vs.

maintain" gap that protects enterprise SaaS.

Most Exposed to SMB Churn: Tiered Ranking

Tier 1: Critical Exposure (35-55% of revenue at risk):

* Freshworks (FRSH): 35-50% of revenue structurally at risk from the combination of seat compression

(Freshdesk), demand destruction (support category), and SMB churn. Most vulnerable public SaaS
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company in our universe.

« Domo (DOMO): 40-55% of revenue at risk. Sub-$300M revenue scale limits ability to invest in Al
features or pivot pricing model. Existential question of whether standalone Bl has a viable future.

 LivePerson (LPSN): 50-70% of revenue at existential risk. Core product directly substituted by LLMs.
Tier 2: High Exposure (20-35% of revenue at risk):

» Asana (ASAN): 25-35% at risk from PM demand destruction + SMB churn

+ Monday.com (MNDY): 20-30% at risk (offset by platform diversification and stronger Al execution)
» Semrush (SEMR): 25-35% at risk from SEO tool commoditization + heavy SMB exposure

» Sprout Social (SPT): 22-32% at risk from social management Al automation + SMB churn

* HubSpot (HUBS): 15-25% at risk (Starter/Free tier most vulnerable; Pro/Enterprise more defensible;

Clearbit data acquisition provides Al differentiation)

» Wix (WIX): 18-28% at risk (website builder category face Al disruption from Bolt, v0; offset by payments

and e-commerce ecosystem)

 Klaviyo (KVYO): 10-20% at risk (per-profile pricing provides structural advantage; deep Shopify integra-
tion creates lock-in)

Tier 3: Moderate Exposure (10-20% of revenue at risk):

PagerDuty (PD): 18-28% at risk

Paycom (PAYC): 10-15% at risk (PEPM pricing is resilient)

Atlassian (TEAM): 10-15% at risk (Trello/Confluence exposed; Jira defensible)

Toast (TOST): 8-15% at risk (hardware + payments ecosystem provides structural defense despite
heavy SMB concentration)

Tier 4: Low Exposure (<10% of revenue at risk):

Salesforce (CRM): 8-12% (enterprise moat protects majority of revenue)

Braze (BRZE): 8-12% (per-MAU pricing + enterprise mix)

Workday (WDAY): 3-8% (system of record + regulatory moat)

ServiceNow (NOW): 3-7% (Al beneficiary + enterprise concentration)

CrowdStrike (CRWD): Minimal negative exposure; Al beneficiary

Datadog (DDOG): Minimal negative exposure; Al beneficiary
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B.0.6 PART 4: Pricing Model Evolution Analysis: NEW

The Great Repricing: From Per-Seat to Per-Outcome

The most consequential strategic question in SaaS today is pricing model evolution. Companies that

successfully migrate from per-seat to per-outcome pricing can potentially increase revenue per customer

even as seat counts decline. Companies that cling to per-seat pricing face structural compression.

Active Pricing Model Transitions

Salesforce: Per-Seat to Per-Conversation (Agentforce).

Dimension Detail
Old model $165-$330/user/month (Sales Cloud)
New model $2/conversation (Agentforce standard)

Strategic intent

Revenue risk

Management

commentary

Investor concern

Our assessment

Position Salesforce as the platform for Al-powered business interactions, not just
human CRM users

If conversations replace seats, revenue could increase OR decrease depending

on conversation volume

Benioff (Dreamforce 2024): "Agentforce is the third wave of Al. We’re moving from

copilots to autonomous agents."

Unclear if $2/conversation will generate sufficient revenue to offset per-seat

decline at scale

Strategically correct but financially uncertain. Transition will create 2-3 years of
pricing confusion and potentially depress growth as the old model winds down

before the new model scales.

Intercom: Per-Seat to Per-Resolution.

Dimension Detail

Old model $39-$139/seat/month
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Dimension Detail

New model  $0.99/resolution (Fin Al Agent) + per-seat for human agents

Strategic Align pricing with value delivered (each resolution is a solved problem)

intent

Revenue Customers with high Al resolution rates pay less per-seat but more per-resolution
dynamics

Our Most elegant pricing pivot in SaaS. Creates natural alignment: Intercom succeeds when

assessment  customers’ support costs decline. Risk: per-resolution pricing introduces consumption

unpredictability that enterprise procurement teams dislike.

ServiceNow: Platform Fee + Al Premium.

Dimension Detail

Current model Per-fulfiller/requester seat + platform fee

Al pricing Now Assist at ~$50-60/user/month incremental

Strategic Layer Al revenue on top of existing seat revenue without cannibalizing the base
intent

Revenue Unlike Salesforce’s substitution model, ServiceNow’s Al is additive: customers pay

dynamics MORE, not differently

Our Best-positioned pricing strategy in enterprise SaaS. Now Assist creates incremental
assessment  revenue per user without reducing seat counts. The risk (L1 IT agent seat compression)

is offset by platform expansion into new departments.

Other Notable Pricing Transitions.
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Company  From To Status
Zendesk Per-agent Adding Al agent pricing (~$1/automated In progress
(private) resolution)
Freshworks Per-agent Freddy Copilot ($29/agent/mo add-on) In progress, inadequate
offset
HubSpot Per-seat + Breeze Intelligence (credit-based, Early, supplementing not
contact tier ~$30/mo for 100 credits) replacing
Zoom Per-seat Al Companion (free) Defensive, no incremental
revenue
Atlassian Per-user Rovo Al ($20/user/month add-on) Early
PagerDuty  Per-user Event-based AlOps pricing (limited) Nascent
Datadog Consumption- Already resilient No change needed
based

Pricing Model Resilience Scorecard

Pricing Model

Examples

Resilience to Al

Score
(1-10)

Rationale

Per-transaction / Stripe, Adyen, Twilio

Per-event

Consumption /
Usage-based Twilio
Per-employee

(PEPM) Dayforce

Per-record /
Per-profile

Platform fee +
modules

Klaviyo, Braze,

ServiceNow,

Very High

Snowflake, Datadog, Very High

Workday, Paycom, High

High

HubSpot (contacts)

Moderate-High

Salesforce (platform)

Al agents generate more transactions, 9/10

not fewer

Al workloads increase 9/10
data/compute/API consumption

Tied to headcount, not user count; slow 8/10
to decline

Tied to customer base size, not 8/10

marketing team size

Platform value persists even as specific 7/10
seat types compress
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Pricing Model Examples Resilience to Al Rationale Score
(1-10)

Per-outcome / Intercom (Fin), Moderate-High (new, Aligns with value but introduces 7/10
Per-resolution  Salesforce unproven at scale)  consumption unpredictability

(Agentforce)
Per-endpoint/  CrowdStrike, High Al creates more endpoints/devices to  8/10
Per-device SentinelOne, Jamf secure/manage
Per-seat Salesforce Moderate System of record lock-in slows 5/10
(Enterprise SoR) (enterprise CRM), compression; but structurally pressured

Jira
Per-seat Asana, Monday.com, Low Direct Al substitution of seat-holding ~ 3/10
(Commodity Zoom users
tool)
Per-seat Zendesk, Five9, Very Low Al agents directly replace human 2/10
(Support agents) Freshdesk support seats

Implications for Investors

Companies that will successfully navigate the pricing transition:

1. ServiceNow (NOW): Al is additive revenue, not substitutive

2. Datadog (DDOG): consumption-based pricing naturally captures Al workload growth

3. CrowdStrike (CRWD): per-endpoint model benefits from Al-driven endpoint proliferation

4. Salesforce (CRM): Agentforce is strategically correct; execution risk exists but resources are massive

Companies that face pricing model crisis:

1. Zendesk (private): per-agent pricing is structurally untenable; must pivot or lose

2. Five9 (FIVN): per-concurrent-seat in contact center directly exposed

3. Freshworks (FRSH): Freddy Copilot pricing insufficient to offset seat compression

4. Zoom (ZM): giving away Al Companion for free (no incremental revenue) while per-seat base erodes
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B.0.7 PART 5: Al Agent Impact Calculator: Top 10 Companies

This calculator shows the estimated financial impact of Al-driven seat compression for the 10 most exposed

public SaaS companies.

Methodology

For each company, we estimate: (1) the percentage of revenue from per-seat pricing in Al-exposed
categories, (2) the expected seat compression over 3 years, (3) any Al upsell revenue offset, and (4) the net

revenue impact.

Com- Revenue Per-Seat Rev Est. Seat Al Upsell Net Rev Impact Revenue at

pany Ticker ($M) Exposed (%) Compression (Base) Offset (3yr) Risk ($M)

LivePer- ~$350 85% 55-65% 3% -50 to -60% $175-210M

son LPSN

Domo ~$295 80% 35-45% 2% -30 to -40% $90-120M
DOMO

Five9 FIVN ~$1,000 90% 30-40% 5% -25 10 -35% $250-350M

Fresh- ~$720 65% 30-40% 8% -18 to -25% $130-180M

works  FRSH

Asana ~$680 90% 22-30% 3% -18 t0 -25% $120-170M
ASAN

Zoom-  ZI ~$1,200 85% 25-35% 5% -18 t0 -28% $215-335M

Info

Pager- PD  ~$430 85% 20-25% 5% -14t0 -18% $60-78M

Duty

Mon- ~$970 80% 22-30% 5% -13t0 -20% $125-195M

day.com MNDY

Sprinklr  CXM  ~$740 75% 25-35% 4% -15t0 -23% $110-170M
Hub- ~$2,600 50% 18-25% 8% -5t0-10% $130-260M
Spot HUBS

Aggregate revenue at risk across top 10: $1.4-2.1B annually

Note on methodology: These estimates represent the structural risk over a 3-year horizon. Actual
outcomes will depend on (1) velocity of Al adoption in enterprise, (2) incumbent Al feature execution, (3)
competitive dynamics between Al-native startups and incumbents, and (4) pricing model transitions. These

are not forecasts; they are scenario analyses designed to bracket the range of outcomes.
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B.0.8 Composite Vulnerability Ranking: Complete

Rank Company Seat Com- Demand SMB Pricing Model Combined Outlook
Ticker pression Destruction Exposure Resilience Revenue at Risk
1 LivePerson LPSN N/A Existential High Very Low 50-70% Impaired
2 Domo 30-40% Existential High Very Low 40-55% Impaired
DOMO
3 Five9 FIVN  30-40% Existential Moderate Very Low 35-50% Impaired
4 Fresh- 30-40% Partial Critical Low 35-50% Impaired
works FRSH
5 Zoomlnfo  ZI 25-35% Existential Moderate Low 30-45% Impaired
6 Asana 22-30% Moderate High Low 25-35% At Risk
ASAN
7 8x8 20-30% Partial Moderate Low 25-35% At Risk
EGHT
8 Semrush 20-30% Moderate High Low 25-35% At Risk
SEMR
9 Sprout SPT  20-30% Moderate High Low 22-32% At Risk
Social
10 Mon- 15-25% Moderate High Low-Moderate 20-30% At Risk
day.com MNDY
11 Sprinklr CXM  20-30% Displacement ~ Moderate Low 18-28% At Risk
12 PagerDuty PD 18-25% Partial Moderate Moderate 18-28% At Risk
13 Wix WIX  10-15% Moderate High Moderate 18-28% At Risk
14 HubSpot 12-20% Displacement  High Moderate 15-25% At Risk / Neutral
HUBS
15 Zoom ZM 15-20% Displacement  Moderate Low (free Al) 15-22% At Risk
16 RingCen- RNG 15-22% Displacement  Moderate Low-Moderate 15-22% At Risk
tral
17 GitLab GTLB 10-18% Displacement =~ Moderate Moderate 12-18% Neutral
18 Amplitude 15-25% Partial Moderate Moderate 12-20% At Risk
AMPL
19 Paycom PAYC <5% Displacement = Mod-High High (PEPM) 10-15% Neutral
20 Klaviyo 5-10% Displacement  High High (per-profile) 10-20% Neutral
KVYO
21 Atlassian 10-15% Displacement  Moderate Moderate 10-15% Neutral / Defensible
TEAM
22 Twilio 3-5% Displacement  Moderate High (usage) 5-12% Neutral
TWLO
23 Salesforce  CRM  10-15% Displacement  Low Moderate-High 8-12% Defensible

Continued on next page
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Rank Company Seat Com- Demand SMB Pricing Model Combined Outlook
Ticker pression Destruction Exposure Resilience Revenue at Risk
24 Braze BRZE 8-12% Displacement  Low-Mod High (per-MAU) 8-12% Defensible
25 Toast TOST 3-8% Displacement  High High (payments) 5-10% Neutral / Defensible
26 Shopify 3-5% Displacement  High High (payments) 5-10% Neutral / Defensible
SHOP
27 Workday 3-8% Displacement ~ Very Low High (PEPM) 3-8% Defensible
WDAY
28 Dayforce DAY  2-5% Displacement ~ Very Low High (PEPM) 3-6% Defensible
29 Paylocity PCTY 2-5% Displacement  Low High (PEPM) 3-6% Defensible
30 Servi- NOW  8-12% (ITSM) Partial (offset)  Very Low High (platform) Net Neutral to +5% Al Beneficiary
ceNow
31 Okta OKTA 3-5% Expansion Low Moderate-High Net Neutral to +5% Defensible
32 CyberArk 2-3% Expansion Very Low High Net +5 to +10% Al Beneficiary
CYBR
33 Datadog Minimal Expansion Low Very High Net +10 to +20% Al Beneficiary
DDOG (consumption)
34 Crowd- Minimal Expansion Low High (per-endpoint)  Net +10 to +20% Al Beneficiary
Strike CRWD
35 Palo Alto 2-3% Expansion Very Low  High (platform) Net +8 to +15% Al Beneficiary
PANW
36 Zscaler ZS 2-3% Expansion Very Low High Net +8 to +15% Al Beneficiary
37 Sen- S Minimal Expansion Low High (per-endpoint) Net +10 to +15% Al Beneficiary
tinelOne
38 Dynatrace DT Minimal Expansion Low Very High Net +10 to +20% Al Beneficiary
(consumption)
39 Snowflake Minimal Expansion Low Very High Net +15 to +25% Al Beneficiary
SNOW (consumption)
40 Confluent CFLT Minimal Expansion Low High (consumption) Net +10 to +15% Al Beneficiary
41 MongoDB MDB  Minimal Expansion Low High (consumption) Net +10 to +15% Al Beneficiary

B.0.9 Analytical Conclusions

For Short-Sellers Building a Bear Case

The most compelling short candidates share three characteristics:

1. High per-seat revenue concentration in categories where Al directly substitutes human users

2. High SMB customer concentration where switching costs are low and Al-built alternatives are viable
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3. Weak incumbent Al response: neither shipping Al features fast enough nor pivoting pricing models

Companies fitting all three criteria: LPSN, DOMO, FIVN, FRSH, ASAN, ZI, EGHT

The short thesis is strongest when per-seat revenue compression is ALREADY visible in financial metrics
(declining NRR, flat-to-declining revenue per customer, growth deceleration) but not yet fully priced into

equity valuations. Freshworks and Domo show the clearest early evidence.

For Long-Only Managers Stress-Testing Positions

The key questions for each position:

1. What percentage of revenue comes from per-seat pricing in Al-exposed categories? If >50%, the

position requires a specific thesis on why this company will navigate the transition.

2. Is the pricing model evolving? Companies actively migrating to consumption, per-outcome, or per-
transaction models deserve credit for proactive management. ServiceNow and Salesforce are the

clearest examples.

3. Is the company a system of record? Systems of record (Salesforce enterprise CRM, ServiceNow
ITSM, Workday HCM, Jira) have structural switching costs that provide a floor under revenue even in a

seat-compression scenario.

4. What is the SMB/enterprise mix? Enterprise-heavy companies (NOW, WDAY, CRM, CRWD) are
structurally insulated from the Al replacement cycle. SMB-heavy companies (FRSH, MNDY, HUBS,

KVYO) face near-term churn risk.

5. Does Al expand or contract the company’s TAM? For cybersecurity (CRWD, PANW, ZS), observability
(DDOG, DT), and data infrastructure (SNOW, MDB), Al is a TAM tailwind. For support, PM, and BI, Al is
a TAM headwind.

The Timeline for Revenue Impact

+ H2 2025 - H1 2026: NRR compression becomes visible in quarterly earnings for the most exposed
names. Management commentary shifts from "Al is an opportunity” to "we are seeing some seat

optimization at renewal."

» 2026-2027: Revenue growth deceleration materializes at the most exposed names. First instances of
revenue contraction at smaller, more exposed companies (DOMO, LPSN already in decline). Pricing

model migration announcements accelerate.

» 2027-2028: The new equilibrium begins to emerge. Companies that successfully pivoted pricing models

(ServiceNow, Salesforce, potentially HubSpot) stabilize. Companies that did not (legacy support, legacy
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Bl, legacy PM) face structural decline. Al beneficiary categories (cybersecurity, observability, data

infrastructure) see visible revenue acceleration from Al-driven demand expansion.

» 2028+: Per-seat pricing is a minority pricing model in cloud software. Consumption, per-outcome,
per-transaction, and platform-fee models dominate new contract structures. The SaaS business model

has permanently evolved.

This appendix was produced as a companion to the Al Disruption Vulnerability Assessment of the Public
Cloud Software Universe. The analysis reflects publicly available information, company pricing pages,
earnings call transcripts, industry surveys, and our proprietary analytical framework. All estimates represent
scenario analysis, not forecasts. The analysis is designed for institutional use in portfolio construction and

risk management.

Disclaimer: This report is for informational purposes and reflects analysis based on publicly available
information. It does not constitute investment advice. All investment conclusions represent analytical
assessments of structural dynamics, not price targets or buy/sell recommendations. Investors should

conduct their own due diligence.
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Category-Level Switching Cost & Defensibility Analy-

SIS

C.0.1 Companion Document to the Al Disruption Vulnerability Assessment

This appendix provides detailed, dimension-by-dimension scoring for every major SaaS category across
all 10 framework vectors, with company-specific assessments, migration cost estimates, earnings call
evidence, churn case studies, and customer segmentation analysis. It is designed to serve as the definitive

institutional reference for evaluating SaaS moat durability in the Al era.

C.0.2 Scoring Legend (1-10 Scale)

» System of Record: 10 = deep system of record, 1 = pure tool/Ul layer

« Data Moat: 10 = massive proprietary data lock-in, 1 = commodity/no unique data

« Integration Complexity: 10 = deeply integrated into dozens of systems, 1 = standalone

» Network Effects: 10 = strong multi-sided network effects, 1 = none

» Customization Depth: 10 = thousands of custom objects/workflows, 1 = out-of-box only

* Regulatory Lock-in: 10 = deeply embedded in regulated processes, 1 = no regulatory dimension
» Demand Destruction Risk: 10 = Al could eliminate the category, 1 = Al increases demand

» Per-Seat Pricing Vulnerability: 10 = extreme seat compression risk, 1 = pricing model immune

» "Good Enough" Threshold: % of feature parity needed to drive marginal churn

* Incumbent Al Defensibility: 10 = incumbents can fully absorb Al as a feature, 1 = Al commoditizes

them

C.0.3 CATEGORY 1: CRM (Salesforce, HubSpot, Freshworks, Microsoft

Dynamics, Veeva, Pegasystems, Zoho)
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The Moat Hierarchy: What Survives AI?

9 moat types ranked by AT resistance with 5-year erosion estimates

TIER 1: NEAR-IMPERVIOUS

#1 Regu'a‘tor / Comp[iance )
0-5% erosion VEEV, PAYC, CYBR, ADYEN )
#2 Data Network Effects ) | | AEPreof
0-10% erosion | CRWD, ZS, INTU )
#3 Plnt{s;m[ Infrastructure A
0-5% erosion | TOST, IOT, FTNT J
TIER 2: HIGHLY AI-RESISTANT
#4 System of Record
10-20% erosion | SAP, NOW, WDAY, CRM
#5 Integration / Customization S5-Year Eyosion
15-25%, erosion | CRM, NOW, SAP [] o-10%,
[[]110-25%
[]15-35%,
TIER 3: MODERATELY AI-RESISTANT [] 25-80%
#6 Brond / Trust
15-30% erosion | SAP, NOW, CRWD
#7 Scale Economies Key: Regulatory
20-35% erosion | CRM, SAP, WDAY and data moats
SURVIVE, UL wmoats
are DEAD,
TIER 4: WEAKLY AI-RESISTANT
#8 MNetwork Effects (User-Side)
25-40% erosion | ZM, SHOF, TEAM
#9 UI / Ux AL Destroys
60-80% erosion | MNDY, ASAN, DOMO

v

Figure C.1: The Moat Hierarchy: Which moat types survive Al disruption, ranked by Al resistance with
5-year erosion estimates.
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Dimension CRM (avg) Salesforce Hub- Fresh- MS Pegasys- Zoho (private)
Spot works Dynamics Veeva tems

System of Record 7 9 5 3 8 10 7 3

Data Moat 6 8 5 3 7 9 6 3
Integration Complexity 7 9 6 4 8 9 7 4
Network Effects 3 4 3 2 5 4 2 2
Customization Depth 7 9 5 3 7 9 8 4
Regulatory Lock-in 4 2 2 4 10 5 2
Demand Destruction Risk 5 4 5 7 4 1 5 7
Per-Seat Vulnerability 7 7 5 8 6 3 5 8
"Good Enough" Threshold - 85-90% 65-70% 50-55% 80-85% 95%+ 80-85% 45-50%
Al Defensibility 6 7 6 4 7 8 5 3

Dimension-by-Dimension Deep Dive

System of Record: Salesforce enterprise deployments serve as the canonical source of truth for customer
relationships, pipeline data, forecasting, and revenue attribution. The average Fortune 500 Salesforce org
contains 5-15 years of historical opportunity data, activity logs, and customer interaction records across
tens of millions of records. Migration complexity scales non-linearly: a 50-person startup can export a CSV
and import to HubSpot in a weekend; a 500-person organization migrating from Salesforce to HubSpot
requires 3-6 months and $150-300K in consulting fees (based on case studies from Trujay, Hevo Data, and
BrainSell implementations). A 5,000+ person enterprise with deep Salesforce customization faces 12-24
months and $500K-2M+ in migration costs. Microsoft Dynamics holds similar system-of-record status within
Microsoft-stack enterprises, often deeply integrated with Teams, Outlook, and SharePoint. Veeva is the
definitive system of record for life sciences CRM: pharmaceutical sales reps’ complete customer interaction
history, including HCP (healthcare professional) engagement data subject to FDA and PDMA regulations,

resides exclusively in Veeva CRM.

Data Moat: Salesforce’s data moat operates at multiple levels. At the customer level, each org accumulates
proprietary pipeline conversion data, lead scoring models trained on historical outcomes, and customer
health scores. At the platform level, Salesforce Data Cloud processes 2+ trillion records per month, enabling
cross-customer anonymized benchmarking. This data compounds: the longer a customer uses Salesforce,
the more valuable historical trend analysis becomes. Critically, while CRM data is technically exportable
(most vendors provide data export tools), the relationships between objects: the connection between a
contact, their engagement history, the opportunities they influenced, the campaigns that sourced them, and

the support tickets they filed: are extraordinarily difficult to reconstruct in a new system. Veeva’s data moat
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is even deeper: pharmaceutical engagement data, prescriber data, sample tracking, and medical inquiry
data represent decades of regulatory-compliant interaction history that is functionally non-portable due to
FDA validation requirements. HubSpot’s data moat is moderate for marketing (website analytics, email
engagement, content performance data accumulated over years) but thinner for sales CRM, where SMB

customers often have only 12-24 months of pipeline history.

Integration Complexity: The average Salesforce enterprise customer has 15-30 active integrations via
AppExchange, MuleSoft, or custom APIs. These integrations span marketing automation (Marketo/Pardot),
ERP (SAP, NetSuite), support (ServiceNow, Zendesk), CPQ (Salesforce CPQ, DealHub), data enrichment
(Zoomlnfo, Clearbit), communication (Twilio, RingCentral), analytics (Tableau, Looker), and document
management (DocuSign, Conga). Each integration represents not just a technical connection but a business
process dependency. When an enterprise migrates off Salesforce, every integration must be rebuilt,
tested, and validated: typically 40-60% of total migration cost. Microsoft Dynamics benefits from tight
integration with the Microsoft 365 ecosystem (Teams, Outlook, SharePoint, Power Bl, Power Automate),
creating integration depth that leverages an enterprise’s existing Microsoft investment. A company running
on Microsoft infrastructure faces lower marginal cost to adopt Dynamics than to integrate a standalone
CRM. HubSpot's App Marketplace has 1,500+ integrations, growing rapidly, but enterprise-grade custom
integrations remain a Salesforce and Dynamics strength. Freshworks and Zoho have thinner integration
ecosystems: typically 5-10 integrations per customer: which paradoxically makes them both easier to
displace and easier to switch away from.

Network Effects: CRM network effects are predominantly indirect. Salesforce’s AppExchange (7,000+
apps, 10M+ installs) creates a supplier-side network effect: more customers attract more ISV developers,
which creates more apps, which attracts more customers. The Salesforce Trailblazer community (2M+
members) creates a labor-market network effect: more Salesforce admins and developers in the market
reduces hiring friction, which makes Salesforce a safer enterprise choice. Microsoft Dynamics benefits from
the broader Microsoft ecosystem network effect: the 400M+ Office 365 users create a gravitational pull
toward Dynamics for CRM. Veeva benefits from an industry network effect: when the top 20 pharmaceutical
companies all use Veeva CRM, there is implicit standardization pressure on the rest of the industry. Sales

reps moving between pharma companies expect Veeva, and training infrastructure is built around it.

Customization Depth: This is Salesforce’s most formidable moat dimension. The average Salesforce
enterprise org has 500-2,000 custom objects, 200+ automation rules (Flow, Process Builder, Apex triggers),
50+ custom Lightning components or apps, 100+ custom reports and dashboards, and dozens of custom
page layouts, record types, and validation rules. This represents 2-5 years of accumulated organizational
knowledge encoded in software configuration. A large financial services firm’s Salesforce org might contain

3,000+ custom objects, 500+ automation rules, and 200+ custom apps: representing millions of dollars of
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configuration investment. Al can replicate a CRM user interface in hours; it cannot replicate the years of
business process encoding that makes an enterprise Salesforce org irreplaceable. Pegasystems offers
comparable customization depth through its low-code platform, with enterprise customers building hundreds
of decisioning workflows and case management processes. Veeva’s customization is domain-specific
but deep: regulatory-compliant call reports, sample management workflows, and medical inquiry routing
processes are customized per therapeutic area and per geography.

Regulatory Lock-in: CRM regulatory lock-in varies dramatically by vertical. Horizontal CRM (Salesforce,
HubSpot, Freshworks) has limited regulatory lock-in: GDPR data handling and CCPA compliance create
some friction, but are transferable. Veeva’s regulatory lock-in is the strongest in CRM: FDA 21 CFR
Part 11 requires validated computer systems for pharmaceutical sales operations, including electronic
signature requirements, audit trails, and data integrity controls. Switching from Veeva CRM to an alternative
would require full FDA revalidation: a process costing $1-5M and taking 12-24 months, during which the
pharmaceutical company bears regulatory risk. Pegasystems has moderate regulatory lock-in in financial
services (KYC/AML workflows, FINRA compliance) and healthcare (HIPAA-compliant case management).
Microsoft Dynamics has growing regulatory positioning through Microsoft’s broader compliance certifications
(FedRAMP, ITAR, GxP).

"Good Enough" Threshold Analysis

Salesforce (85-90%): For an enterprise to consider replacing Salesforce, an alternative must replicate: (1)
all custom objects, fields, and relationships, (2) all automation rules and business logic, (3) all integrations, (4)
reporting and forecasting functionality, (5) mobile access with equivalent security, (6) Chatter/collaboration
workflows, (7) AppExchange equivalent apps, (8) admin and developer tooling, (9) audit trails and compliance
features, (10) multi-currency/multi-language support. Missing even one of these creates a blocker. The
average Salesforce enterprise customer uses approximately 35-45% of total available features: but the
specific 35-45% varies dramatically by org, making a "one-size-fits-all" replacement impossible.

HubSpot (65-70%): SMB HubSpot customers typically use: contact management, email tracking, pipeline
management, basic marketing automation, and reporting. Al-native CRMs (Attio, Clay, Folk) can replicate
70-80% of this functionality today. The switching trigger for SMB is typically price-driven: if an Al tool
does 70% of what HubSpot does at 30% of the cost, SMB founders will switch. Mid-market HubSpot
customers are stickier due to marketing automation workflows, CMS content, and Operations Hub data

sync configurations.

Freshworks / Zoho (50-55% / 45-50%): These represent the lowest "good enough” thresholds in CRM.
SMB customers on Freshworks CRM or Zoho CRM use basic contact management and pipeline tracking.

An Al-native CRM or even a well-configured spreadsheet with Al assistance can replicate this. The switching
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cost is primarily habit and training, not technical dependency.

Customer Segment "Good Enough" Threshold Switching Timeline Migration Cost

SMB (<500 emp) 55-65% 1-4 weeks $5-25K

Mid-Market (500-5K) 70-80% 2-6 months $50-200K

Enterprise (5K+) 85-95% 6-24 months $200K-2M+
Key Insight

CRM is the most instructive category for understanding Al-era moat dynamics because it demonstrates
the full spectrum of switching cost intensity. Salesforce enterprise is a fortress not because of superior
technology but because of accumulated configuration: the millions of hours of business process encoding
that represent genuine organizational IP. Conversely, SMB CRM is a fundamentally weak moat: the data
is thin, the customization is minimal, and the integrations are few. The investment implication is that
Salesforce’s $35B revenue base is not uniformly defensible: approximately 10-15% of revenue (SMB/low-
touch) is structurally vulnerable, while 60-70% (enterprise) is nearly impregnable. Veeva’s CRM moat is
arguably the strongest in all of SaaS: regulatory lock-in layered on top of system-of-record status layered
on top of vertical domain expertise creates a triple-lock that no Al tool can pick. HubSpot’s positioning in
the contested middle (strong in mid-market but exposed in SMB) means its trajectory depends heavily on

continued upmarket motion and Al feature execution.

Earnings Evidence

» Benioff (@3 FY25): "Agentforce is the biggest product launch in company history. We had 200+
deals closed in the first quarter alone." Notably, Benioff acknowledged the per-seat model is being
supplemented: "$2 per conversation" pricing for Agentforce represents a deliberate pivot.

* HubSpot (@3 2024): CFO Kate Bueker: "We saw some elevated churn in our Starter tier, particularly
among very small businesses." This is the first public acknowledgment of Al-driven SMB churn at
HubSpot.

» Veeva (Q3 FY25): CEO Peter Gassner: "Our retention rates remain industry-leading at 124% NRR.
Al makes drug development faster, which means more data flowing through Veeva." Zero evidence of

Al-driven displacement.
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C.0.4 CATEGORY 2: ERP/Finance (SAP, Oracle, Workday, Intuit, Bill.com,
Paycom, NetSuite, Sage)

Dimension Category Avg SAP Oracle Workday Intuit Bill.com Pay- NetSuite = Sage
com

System of Record 9 10 9 9 8 6 8 8 7
Data Moat 8 9 8 8 8 6 7 6
Integration Complexity 9 10 9 8 6 6 6 8 6
Network Effects 3 2 2 2 5 5 2 3 2
Customization Depth 8 10 8 6 4 3 5 7 5
Regulatory Lock-in 9 10 9 8 8 7 9 7 7
Demand Destruction Risk 2 2 2 2 3 4 2 2 3
Per-Seat Vulnerability 4 3 3 4 3 4 6 4 4
"Good Enough" Threshold - 95%+ 95%+ 90%+ 75-80% 65-70% 85%+ 85-90% 70-75%
Al Defensibility 7 7 7 7 8 5 5 7 5

Dimension-by-Dimension Deep Dive

System of Record: ERP is the ultimate system of record in enterprise software. SAP S/4HANA serves
as the general ledger, accounts payable/receivable, procurement, inventory management, manufacturing
planning, and financial reporting system for ~87% of global commerce by transaction value. The ERP
system is the "single source of truth" for an organization’s financial state. A company literally cannot produce
audited financial statements without its ERP. The system-of-record depth here is qualitatively different from
CRM or project management: ERP data has direct legal and financial consequences. An error in ERP
data can trigger audit findings, regulatory sanctions, or material misstatements in SEC filings. Oracle ERP
Cloud and Workday Financials serve similar system-of-record functions, though Workday’s finance module
is younger (launched 2014) and has smaller market share than SAP or Oracle. Intuit QuickBooks is the
system of record for 7M+ small businesses: while technically simpler than SAP, the switching cost is real
because QuickBooks data connects to tax filings (via TurboTax/accountant workflows), banking (direct
feeds from 20,000+ financial institutions), payroll, and payment processing. NetSuite (Oracle) serves the
mid-market with an integrated ERP-CRM-ecommerce suite; its system-of-record depth is comparable to

SAP for mid-market companies.

Data Moat: SAP’s data moat is multi-generational. A large manufacturer running SAP for 15+ years has
accumulated complete transactional history: every purchase order, invoice, production order, delivery, and

financial posting. This data is structured in SAP’s proprietary schema (tables like BKPF, BSEG, EKKO,
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VBAK), with relationships encoded through SAP’s data model. Extracting this data into a new system
requires not just data migration but business logic translation: SAP-specific concepts like "document types,"

"posting keys," "movement types," and "condition records" must be mapped to the new system’s data
model. This translation is where most ERP migrations fail or incur massive cost overruns. Intuit’s data
moat spans 150M+ tax returns (TurboTax), millions of SMB financial datasets (QuickBooks), and consumer
financial data (Credit Karma, 100M+ members). This cross-product data asset enables Al-driven insights no
competitor can match: Intuit can correlate small business financial patterns with tax optimization strategies

and consumer credit behavior.

Integration Complexity: SAP implementations are the gold standard for integration complexity. The
average SAP Enterprise Central Component (ECC) installation has 40-100 integration points spanning
manufacturing execution systems (MES), warehouse management, customer portals, supplier portals,
banking interfaces (SWIFT, BAI2), tax engines (Vertex, Avalara), human capital management, and business
intelligence. SAP’s Integration Suite and middleware (previously SAP PI/PO, now SAP Integration Suite on
BTP) often represent $500K-5M+ in implementation investment themselves. An SAP migration that fails
to migrate integrations intact can cause operational disruption across the entire supply chain. Oracle has
comparable integration complexity through Oracle Integration Cloud. Workday has moderate integration
complexity: typically 15-30 integrations per enterprise: but the integrations tend to be deep (payroll, benefits,

401k providers, ATS, learning management).

Regulatory Lock-in: ERP’s regulatory lock-in is the deepest in software. SAP and Oracle are embedded
in: SOX compliance (financial controls, segregation of duties, audit trails), ASC 606 revenue recognition
(complex multi-element arrangements), multi-jurisdictional tax compliance (VAT/GST across 100+ countries),
transfer pricing documentation, IFRS/GAAP dual reporting, anti-money laundering (transaction screening),
and industry-specific regulations (GxP for pharma manufacturing, ITAR for defense, FDA for food/medical
devices). Each of these regulatory requirements creates a validation dependency: switching ERP systems
requires re-validating compliance with every applicable regulation. For a global manufacturer, this alone can
take 12-18 months and cost $2-10M. Paycom’s regulatory lock-in is specifically around payroll tax: federal,
state, and local tax withholding across 10,000+ US tax jurisdictions, each with different rules, rates, and

filing requirements. One incorrect payroll tax filing can trigger IRS penalties.

"Good Enough" Threshold Analysis

The "good enough" threshold for ERP is the highest in all of SaaS. SAP requires 95%+ feature parity
because the missing 5% likely involves a regulated financial process. For core ERP modules (general
ledger, AP/AR, procurement), there is no tolerance for gaps: the system must handle every transaction
type, every currency, every tax scenario the business encounters. For SMB accounting (Intuit, Sage), the

threshold is lower (75-80%) because business complexity is lower, but it is still well above most SaaS

Follow Dave Wang 168 Research by Wall Street Prompt


https://www.davewang.ai
https://www.wallstreetprompt.com

Appendix C. Category-Level Switching Cost & Defensibility Analysis

categories because financial data accuracy is non-negotiable.

What features must an Al alternative provide to trigger ERP churn? For enterprise ERP
(SAP/Oracle/Workday): this is functionally impossible in the 3-5 year timeframe. An Al alternative would
need to: (1) handle GAAP/IFRS-compliant general ledger with multi-entity consolidation, (2) manage
AP/AR with three-way matching, (3) support multi-currency with real-time FX translation, (4) produce
audit-ready financial statements, (5) calculate taxes across all jurisdictions, (6) support SOX-compliant
approval workflows, (7) integrate with banking systems, (8) handle intercompany transactions with transfer

pricing. No Al tool is within an order of magnitude of this capability.

For SMB accounting (Intuit QuickBooks): An Al alternative would need: (1) bank feed reconciliation, (2)
invoice generation and payment tracking, (3) basic financial reporting (P&L, balance sheet, cash flow), (4)
payroll integration, (5) tax preparation integration. Al tools can prototype versions of each, but the banking
integration (direct feeds from 20,000+ financial institutions), tax authority integration, and payroll compliance

represent years of non-Al engineering work.

Migration Cost Calculator: ERP

Migration Path Org Size Timeline Direct Indirect Costs Total Est.
Costs Cost
SAP ECC to S/4AHANA 5,000+ emp 18-36 $5-50M $10-30M (productivity loss) $15-80M
months
SAP to Oracle Cloud 5,000+ emp 24-48 $10-60M $15-40M $25-100M
months
Oracle to Workday 5,000+ emp 18-30 $5-25M $8-20M $13-45M
Finance months
QuickBooks to NetSuite  500-5,000  6-12 $50-300K  $30-100K $80-400K
emp months
QuickBooks to Sage <500 emp 1-3 months  $5-30K $5-15K $10-45K
Key Insight

ERP has the deepest moat in all of enterprise software, and it is not close. The moat operates on
four reinforcing levels: (1) system-of-record depth (the financial ledger literally cannot be wrong), (2)
integration complexity (40-100 integration points per enterprise), (3) regulatory lock-in (SOX, tax compliance,
GAAP/IFRS), and (4) accumulated business logic (decades of process-specific configuration). Al disruption

Follow Dave Wang 169 Research by Wall Street Prompt


https://www.davewang.ai
https://www.wallstreetprompt.com

Appendix C. Category-Level Switching Cost & Defensibility Analysis

of ERP is the most overhyped narrative in the software bear thesis. Al will enhance ERP (automated journal
entries, anomaly detection, cash flow forecasting) but cannot replace it. SAP’s S/4HANA migration wave is
actually a tailwind: companies migrating from ECC to S/4HANA are deepening their SAP dependency, not
reducing it. Intuit is the most aggressive Al executor in this category, leveraging its unique cross-product data
asset (tax + accounting + personal finance) to build Intuit Assist into a genuine competitive moat. Bill.com
faces the most risk in this category: Ramp and Brex are shipping Al faster and the AP/AR automation space

is commoditizing.

Earnings Evidence

* SAP (Q3 2024): CEO Christian Klein: "Cloud backlog grew 28% YoY to EUR 15.3B. S/4HANA cloud
revenue grew 34%. Al is embedded in every module." NRR remains >120%.

* Intuit (Q1 FY25): CEO Sasan Goodarzi: "Intuit Assist is the most transformative product we have ever
built. Backed by 150M+ tax returns and millions of SMB financials, no Al startup can replicate this data
advantage."

 Bill.com (Q1 FY25): Revenue growth decelerated to ~16% YoY. CEO Rene Lacerte: "We are investing

heavily in Al automation." But Ramp crossed $500M+ ARR with faster growth and deeper Al integration.

C.0.5 CATEGORY 3: HCM/Payroll (Workday, Paylocity, Paycom, Dayforce,

ADP, UKG)
Dimension Category Work- Paylocity Pay- Day- ADP (private/large) UKG (private)
Avg day com force
System of Record 8 9 8 8 8 9 8
Data Moat 7 8 7 7 7 9 7
Integration Complexity 7 8 7 6 7 8 7
Network Effects 2 2 2 2 2 3 2
Customization Depth 6 7 6 5 6 7 6
Regulatory Lock-in 9 9 8 9 8 9 8
Demand Destruction Risk 2 2 2 2 2 2 2
Per-Seat Vulnerability 5 5 4 6 5 4 5
"Good Enough" Threshold — 85%+  85%+ 85%+ 85%+ 90%+ 85%+
Al Defensibility 6 7 6 5 6 7 6
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Dimension-by-Dimension Deep Dive

Regulatory Lock-in: HCM/Payroll has the second-deepest regulatory moat in SaaS, behind only ERP. The
regulatory requirements include: federal income tax withholding (IRS), Social Security/Medicare (FICA),
state income tax (all 50 states + DC, each with different rules), local income taxes (thousands of municipali-
ties: Philadelphia, NYC, Ohio cities, etc.), unemployment insurance (FUTA/SUTA), workers’ compensation,
ACA (Affordable Care Act) compliance and reporting (1094-C/1095-C), COBRA administration, ERISA
compliance for benefits, Fair Labor Standards Act (FLSA) overtime rules, FMLA tracking, EEO-1 reporting,
I-9/E-Verify, and state-specific regulations (California meal/rest breaks, New York paid family leave, etc.).
Each regulation creates a validation requirement that a replacement system must satisfy. The regulatory
landscape changes constantly: hundreds of federal, state, and local tax rate changes per year, plus legisla-
tive changes (e.g., state paid family leave expansions, minimum wage increases). Payroll vendors invest
millions annually just to keep up with regulatory changes. An Al-built payroll system would need to replicate

this ongoing compliance investment indefinitely.

System of Record: Employee data is among the most sensitive data in an organization: SSNs, com-
pensation, bank account information, benefits elections, performance reviews, disciplinary records, and
termination documentation. This data is subject to strict privacy regulations and retention requirements.
The employee record also connects to downstream systems: payroll to banking (direct deposit), benefits
to insurance carriers, 401k to plan administrators, time and attendance to scheduling, and tax filing to
government agencies. A migration requires coordinating across all of these connections simultaneously:

typically during a "quiet period" (year-end or quarter-end) to avoid disrupting payroll processing.

"Good Enough" Threshold: For core payroll processing, the threshold is effectively 98%+. One incorrect
paycheck triggers employee complaints to HR and potentially DOL complaints. One incorrect tax filing
triggers IRS penalties. One missed ACA deadline triggers per-employee penalties. There is zero tolerance
for payroll errors, which means any replacement system must handle every edge case: multi-state employ-
ees, commission calculations, garnishments, retroactive adjustments, tipped employees, union dues, etc.
For peripheral HCM modules (talent management, learning, engagement surveys), the threshold drops to

70-80%: these are "nice to have" rather than mission-critical.

Migration Cost Calculator: HCM/Payroll

Migration Path Org Size Timeline Direct Costs Key Risk

ADP to Workday 5,000+ emp  9-18 months $500K-5M Year-end payroll disruption

Continued on next page
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Migration Path Org Size Timeline Direct Costs Key Risk
Paycom to Paylocity 500-5,000 3-6 months  $50-200K Tax filing transition
emp
Workday to Dayforce 5,000+ emp  12-24 $1-8M Benefits integration rebuilding
months
Manual/Spreadsheet to <500 emp 1-3 months  $10-50K Data accuracy
Paycom
Key Insight

PEPM (per-employee-per-month) pricing is structurally more resilient than per-seat pricing in the Al era. The
number of employees a company has is not directly reduced by Al agents (you still need to pay humans).
However, a second-order risk exists: if Al enables sustained enterprise headcount reduction over 5-10 years,
PEPM vendors see gradual revenue compression. Workday’s Q3 FY25 earnings showed this dynamic is
not yet material: NRR remains ~100%, and new module adoption (financial planning, talent optimization)
offsets any headcount-driven compression. The regulatory moat in payroll is arguably underappreciated
by the market: the compliance investment required to build a payroll system from scratch (thousands of
constantly changing tax rules across 10,000+ US jurisdictions, plus global complexity for Dayforce/ADP) is

the single highest barrier to entry in SaaS.

Earnings Evidence

* Workday (Q3 FY25): CEO Carl Eschenbach: "llluminate Al is embedded across our entire platform.

NRR stable. We see Al as an opportunity to expand our platform, not a threat to our core."

+ Paycom (Q3 FY25): CEO Chad Richison: "Beti adoption continues to expand. Employee-driven
payroll reduces administrative overhead: this is our Al play." Revenue growth: ~11% YoY, healthy but

decelerating.

» Dayforce (@3 2024): CEO David Ossip: "Global payroll in 200+ countries is not something an Al startup

can replicate. Our compliance engine processes billions of regulatory rules."

C.0.6 CATEGORY 4: Cybersecurity (CrowdStrike, Palo Alto, Zscaler,
SentinelOne, Okta, CyberArk, Fortinet, Qualys, Tenable)
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Dimension Category Crowd- Palo Alto Zscaler Sen- Okta Cyber- Fortinet Ten-

Avg Strike tinelOne Ark Qualys able
System of Record 6 6 5 5 5 8 8 4 5 5
Data Moat 7 8 7 7 6 7 7 6 7 7
Integration Complexity 7 8 7 7 6 9 8 6 6 6
Network Effects 5 7 5 5 4 4 4 4 4 4
Customization Depth 5 6 6 5 5 7 7 5 5 5
Regulatory Lock-in 8 7 7 7 6 8 9 7 7 7
Demand Destruction Risk 1 1 1 1 1 1 1 1 1 1
Per-Seat Vulnerability 3 2 3 3 2 4 3 2 3 3
"Good Enough" Threshold — 95%+ 95%+ 95%+  95%+ 90%+ 92%+ 93%+ 90%+ 90%+
Al Defensibility 8 9 8 7 7 7 8 7 7 7

Dimension-by-Dimension Deep Dive

Data Moat: CrowdStrike’s Threat Graph processes 2+ trillion security events per week from its installed
base of millions of endpoints across thousands of organizations. This cross-customer threat intelligence
creates a genuine machine learning network effect: every new CrowdStrike customer makes threat detection
better for all existing customers, because new attack patterns detected at one customer’s endpoint are
immediately incorporated into models protecting all customers. This is not a theoretical network effect: it
is quantifiable and operational. Palo Alto Networks processes similar volumes through its Unit 42 threat
intelligence and Cortex XDR telemetry. Zscaler processes 400B+ daily transactions through its security
cloud, giving it unique visibility into global internet traffic patterns. These data moats are non-replicable by
definition: you cannot train a competitive threat detection model without access to comparable real-world

attack telemetry, and you cannot get that telemetry without millions of deployed endpoints.

Regulatory Lock-in: Cybersecurity regulatory lock-in operates through compliance frameworks that
mandate specific security controls: FedRAMP (US federal agencies), SOC 2 Type |l (enterprise B2B),
HIPAA (healthcare), PCI-DSS (payment processing), CMMC (defense supply chain), NIST 800-53 (federal
information systems), and ISO 27001 (global enterprises). Each framework requires specific security
capabilities that must be demonstrably implemented and audited. Switching security vendors requires
re-demonstrating compliance to auditors: a process that typically takes 3-6 months and creates regulatory
risk during the transition. CyberArk has the deepest regulatory lock-in in cybersecurity: Privileged Access
Management (PAM) is explicitly required by SOX, PCI-DSS, HIPAA, and most cyber insurance policies.
Every Al agent with privileged access to enterprise systems needs CyberArk-style controls, creating a

genuine Al-era growth vector.
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"Good Enough" Threshold: The cybersecurity "good enough" threshold is among the highest in SaaS
(95%+) for a simple reason: the cost of a security gap is catastrophic. A missed detection that results in
a data breach costs an average of $4.88M (IBM Cost of a Data Breach Report 2024), with reputational
damage, regulatory fines, and litigation costs potentially 10-50x that amount. No CISO will accept a 95%
effective security tool when a 99%+ effective tool is available, even at a significant price premium. This
creates an asymmetric dynamic: the downside of inferior security (breach) vastly exceeds the upside of

cost savings (lower subscription).

Key Insight

Cybersecurity is the category LEAST vulnerable to Al disruption and MOST likely to benefit from
it. The logic is straightforward and multi-dimensional: (1) Al agents create new endpoints to secure
(CrowdStrike/SentinelOne per-endpoint revenue growth), (2) Al-generated code has more vulnerabilities
(Qualys/Tenable vulnerability scanning demand increases), (3) Al agents need identities and privileged
access controls (Okta/CyberArk machine identity revenue growth), (4) Al enables more sophisticated
attacks (all security vendors benefit from elevated threat landscape), and (5) cybersecurity’s data moats and
regulatory moats are Al-resistant (you cannot vibe-code a FedRAMP certification or a threat intelligence
network effect). The investment implication is that cybersecurity deserves structural multiple expansion in

an Al-driven world. The sector should trade at a permanent premium to SaaS averages.

Earnings Evidence

» CrowdStrike (Q3 FY25): 35% ARR growth to $3.86B. CEO George Kurtz: "Al is the single biggest
catalyst for cybersecurity spending. Every Al agent is a new endpoint. Charlotte Al adoption growing
rapidly."

» CyberArk (Q3 2024): 34% ARR growth. CEO Matt Cohen: "Machine identity management through our

Venafi acquisition is a massive growth vector. Every Al agent needs privileged access controls."

» Okta (@3 FY25): CEO Todd McKinnon: "Every Al agent needs an identity. We are building machine

identity management into our platform."

« Zscaler (Q1 FY25): CEO Jay Chaudhry: "Al workloads need the same zero trust protection as human

users. Our TAM is expanding, not contracting."

C.0.7 CATEGORY 5: DevTools/DevOps (GitLab, Atlassian, JFrog, Datadog,
Dynatrace)
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Dimension GitLab Atlassian JFrog Datadog Dynatrace
System of Record 7 5 7 4 4

Data Moat 6 5 6 5 5
Integration Complexity 7 7 6 7 7
Network Effects 4 5 3 3 3
Customization Depth 6 7 5 6 6
Regulatory Lock-in 5 3 6 3 4
Demand Destruction Risk 6 6 3 4 4
Per-Seat Vulnerability 7 7 4 5 4
"Good Enough" Threshold 70-75%  55-60% (dJira) 80% 65-70% 65-70%
Al Defensibility 7 6 5 7 8

Dimension-by-Dimension Deep Dive

System of Record: Git repositories are the definitive system of record for source code. GitLab and GitHub
hold the complete version history, branch strategies, merge request workflows, CI/CD pipelines, and code
review processes for engineering organizations. This data is technically portable (Git is an open protocol),
but the surrounding metadata: MR discussions, CI/CD configurations, security scan results, compliance
audit trails: is not. JFrog Artifactory serves as the system of record for binary artifacts (Docker images, npm
packages, Maven JARs) and their security scan results (Xray). Atlassian Jira is the system of record for

engineering project management: every user story, bug, epic, sprint, and version.

Customization Depth: Jira’s customization is both its greatest moat and its greatest vulnerability. Enterprise
Jira deployments have hundreds of custom workflows, issue types, fields, screens, and automation rules.
A large enterprise might have 50+ Jira projects, each with different workflows reflecting different team
processes. This customization takes years to develop and represents significant organizational knowledge.
However, many organizations find their Jira is over-customized: complexity becomes a burden. This creates

an opening for simpler alternatives (Linear, Shortcut) that embrace constraint over customization.

Key Insight

DevTools is the most paradoxical Al-era category. On one hand, Al coding tools (Cursor, Claude Code,
GitHub Copilot) are changing how developers work, potentially reducing the need for some traditional

DevOps tooling. If one Al-augmented developer does the work of three, you need 1/3 the developer seats
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for tools like GitLab and Jira. On the other hand, more code being generated means more code to test,
deploy, secure, and monitor: benefiting CI/CD pipelines, artifact repositories, observability, and application
security. Dynatrace’s Davis Al is the crown jewel of Al-native capability in this category: a causal Al engine
predating the LLM era, deeply integrated into the observability platform, and genuinely differentiated (not a
GPT wrapper). Jira’s "good enough" threshold of 55-60% is one of the lowest in enterprise SaaS, and the
fact that many developers actively dislike its complexity creates a real vulnerability. Confluence (wiki) is even
more vulnerable: threshold of 45-50%: and may see the most acute demand destruction as Al-generated

documentation reduces the need for wikis entirely.

C.0.8 CATEGORY 6: Observability (Datadog, Dynatrace, Elastic, New Relic)

Dimension Datadog Dynatrace Elastic New Relic (private)
System of Record 5 5 5 4

Data Moat 6 6 5 5
Integration Complexity 7 7 6 6
Network Effects 3 3 4 3
Customization Depth 6 6 5 5
Regulatory Lock-in 3 4 3 3
Demand Destruction Risk 3 3 3 4
Per-Seat Vulnerability 4 4 4 4
"Good Enough" Threshold 70-75% 70-75% 65-70% 60-65%
Al Defensibility 8 8 7 5

Dimension-by-Dimension Deep Dive

Data Moat: Observability data is massive in volume but ephemeral in nature: most telemetry data is
retained for 15-90 days. The real data moat is in the aggregated patterns, alert configurations, custom
dashboards, SLO definitions, and anomaly detection models that accumulate over years of operation.
Datadog processes trillions of data points daily across 800+ integrations. Dynatrace’s Davis Al builds a
causal model of the IT environment using Smartscape topology: understanding not just what happened but
why, based on continuously modeled dependency relationships. This learned topology cannot be migrated;

a new tool must re-learn it over months.
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Consumption-Based Pricing: Observability pricing (by GB ingested, host count, or custom metrics) is
structurally resilient to Al-driven seat compression. Al agents generate MORE telemetry, not less. More Al
workloads mean more infrastructure to monitor, more logs to analyze, and more traces to collect. Datadog’s
LLM Observability product is a net-new module that did not exist before the Al era: it monitors LLM API

calls, token usage, hallucination detection, and model performance.

Key Insight

More software + more Al = more to monitor. This simple equation makes observability one of the most
structurally defensible SaaS categories. Al could reduce the number of humans who need dashboards (seat
compression on viewer licenses), but it cannot reduce the data being generated (consumption growth). The
net effect is positive for consumption-priced observability vendors. Datadog’s 20+ integrated products and
Dynatrace’s causal Al create genuine switching costs: an enterprise that has spent 2-3 years configuring
alerts, dashboards, SLOs, and runbooks in Datadog faces 3-6 months and $100-500K to replicate in a

competing platform.

C.0.9 CATEGORY 7: Collaboration (Zoom, Monday.com, Asana, Box,

Dropbox)

Dimension Zoom Monday.com Asana Box Dropbox (private)
System of Record 2 3 3 5 3

Data Moat 2 3 3 4 3
Integration Complexity 4 5 5 6 4
Network Effects 7 4 4 3 4
Customization Depth 2 5 5 4 2
Regulatory Lock-in 2 2 2 5 3
Demand Destruction Risk 6 7 7 5 7
Per-Seat Vulnerability 8 8 8 7 7
"Good Enough" Threshold 80%  50-55% 50-55% 60% 50-55%
Al Defensibility 5 5 4 6 4
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Dimension-by-Dimension Deep Dive

Network Effects: Zoom has the strongest direct network effect in this category: the value of Zoom increases
with the number of people who have Zoom installed, because it reduces friction for scheduling meetings.
However, this network effect has weakened as Microsoft Teams (bundled with Office 365) and Google Meet
(bundled with Workspace) have achieved ubiquity. Zoom’s network effect is now defensive rather than
offensive: it prevents immediate replacement but does not drive new adoption. Monday.com and Asana have
weak network effects: project management tools are typically organization-internal, and inter-organizational

collaboration on these platforms is rare.

"Good Enough" Threshold: Project management has one of the lowest "good enough” thresholds in
SaaS (50-55%). The core functionality: task creation, status tracking, assignment, deadlines, Kanban/list
views: is fully replicable by Al-native tools. A Claude Code artifact can generate a functional project
management tool in minutes. The features that differentiate Monday.com or Asana at the enterprise tier
(resource management, portfolio views, advanced reporting, governance) serve a small fraction of users.
The average project management user uses 4-6 core features out of 100+ available. This creates a

fundamental vulnerability: 80-90% of users can be equally well served by a significantly simpler tool.

Migration Cost Calculator: Collaboration

Migration Path Timeline  Direct Cost Biggest Risk
Asana to Monday.com 1-4 weeks  $5-20K Workflow reconfiguration
Monday.com to Notion 1-2 weeks  $2-10K Data format differences
Zoom to Teams 2-8 weeks  $10-50K (training) User adoption/habit change
Box to SharePoint 2-6 months $50-300K Permissions/compliance migration
Dropbox to Google Drive  1-4 weeks  $5-20K Link rot (shared links break)

Key Insight

Collaboration tools are the most structurally vulnerable category in SaaS. The fundamental problem is that
these are tool-layer products with minimal system-of-record depth, weak data moats, and low "good enough"
thresholds. Al agents communicating with each other do not need Slack channels. Al that manages projects
does not need Asana. Al that generates meeting summaries reduces the need for all participants to attend

via Zoom. The one partial exception is Box, which has built genuine enterprise content governance and
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compliance features (HIPAA, FedRAMP, legal hold) that create moderate switching costs for regulated
industries. But even Box faces the long-term risk that content management becomes a feature of platforms

(Microsoft, Google) rather than a standalone category.

C.0.10 CATEGORY 8: ITSM (ServiceNow, Freshworks, Zendesk, BMC)

Dimension ServiceNow Freshworks Zendesk  BMC (private)
System of Record 9 4 5 8

Data Moat 8 3 4 7
Integration Complexity 9 4 5 8
Network Effects 3 2 3 2
Customization Depth 9 3 4 8
Regulatory Lock-in 7 3 3 7
Demand Destruction Risk 3 7 7 3
Per-Seat Vulnerability 4 7 8 4
"Good Enough" Threshold 85-90% 50-55% 55-60% 85-90%
Al Defensibility 9 4 5 6

Dimension-by-Dimension Deep Dive

System of Record: ServiceNow is the definitive system of record for enterprise IT operations. The CMDB
(Configuration Management Database) maps every IT asset, application, service, and their interdependen-
cies. The incident management system holds the complete history of IT issues, resolutions, and root cause
analyses. Change management tracks every modification to production systems. These records are not just
operational data: they are audit evidence required for SOX compliance, SOC 2 attestations, and regulatory
examinations. The average Fortune 500 ServiceNow deployment has 500-2,000+ custom workflows, 100+
automated playbooks, and integrations with 30-50 other enterprise systems. This depth creates switching
costs measured in years and millions of dollars. Zendesk and Freshworks, by contrast, serve primarily as

ticketing systems: important but replaceable within weeks.

Al Defensibility: ServiceNow is the most Al-defensible SaaS company by a wide margin. The reasoning:
Al agents operating within enterprises need a workflow orchestration layer. When an Al agent resolves an

IT ticket, it does so through ServiceNow, not instead of it. When an Al agent processes an HR request, it
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executes within ServiceNow HR Service Delivery. ServiceNow positions itself as the "platform of platforms":
the orchestration layer that Al agents operate through. Now Assist is successfully monetizing this position

at $50-100/user/month incremental pricing, with a $1B+ pipeline.

Key Insight

ServiceNow is in a class by itself within ITSM: and increasingly, in a class by itself within all of SaaS.
The company has the rare combination of deep system-of-record status, massive customization depth,
successful Al monetization, and structural benefit from Al adoption. The CMDB is perhaps the most
underappreciated data asset in enterprise software: it provides the "map" that Al agents need to navigate
enterprise IT environments. Without understanding asset relationships, an Al agent cannot perform
intelligent incident resolution. This makes ServiceNow data a prerequisite for enterprise Al operations, not a
victim of it. Conversely, Zendesk and Freshworks face acute vulnerability: basic ticket routing and resolution
is precisely the task Al agents do best. The bifurcation within ITSM mirrors the CRM bifurcation: the deep

platform is defensible; the simple ticketing tool is not.

Earnings Evidence

» ServiceNow (Q4 2024): 22.5% subscription revenue growth. CEQO Bill McDermott: "Now Assist is the
fastest-growing product in our history. We are the workflow platform for the Al era." $1B+ pipeline for Al
capabilities.

» Freshworks (Q3 2024): NRR declined to ~107% from ~118% two years prior. CEO Dennis Woodside
acknowledged: "We are seeing some competitive pressure in our lower-tier support customers from

Al-native alternatives."

C.0.11 CATEGORY 9: Analytics/BI (Palantir, Domo, Amplitude,

Tableau/Salesforce)
Dimension Palantir Domo Amplitude Tableau
System of Record 7 3 4 3
Data Moat 8 3 5 3
Integration Complexity 8 4 5 5
Network Effects 3 2 3 3

Continued on next page
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Dimension Palantir Domo Amplitude Tableau
Customization Depth 9 4 5 5
Regulatory Lock-in 8 2 2 2
Demand Destruction Risk 3 8 6 6
Per-Seat Vulnerability 3 8 6 7
"Good Enough" Threshold 90%+ 45-50% 60-65% 55-60%
Al Defensibility 9 3 5 5

Dimension-by-Dimension Deep Dive

Data Moat: Palantir: Palantir's Ontology is fundamentally different from a traditional Bl tool’s data model.
The Ontology creates a semantic layer that maps real-world concepts (patients, supply routes, transactions,
equipment) and their relationships into a queryable graph. This ontological model accumulates domain
knowledge over years of deployment: at a defense customer, the Ontology might encode classified
relationships between intelligence assets, threat vectors, and operational plans. At a commercial customer,
it might map supply chain relationships, customer segments, and operational KPIs. This accumulated
semantic knowledge is Palantir's true data moat: it cannot be exported, replicated, or replaced. The
Ontology is also the foundation for AIP: Al agents operate through the Ontology to take actions in the real

world.

Demand Destruction Risk: Domo: Domo faces perhaps the most acute demand destruction risk in all
of SaaS. Its core product: dashboard-based business intelligence: is being directly commoditized by Al.
ChatGPT'’s Code Interpreter/Advanced Data Analysis can create visualizations from CSV files today. Claude
can analyze data and produce charts in Artifacts. Every major cloud provider (AWS QuickSight, Google
Looker, Azure Power Bl) bundles BI capabilities. Domo’s "good enough" threshold of 45-50% is among the
lowest in SaaS, meaning even a basic Al tool providing half of Domo’s features would trigger churn among

price-sensitive customers. Domo’s sub-$400M revenue scale limits its ability to invest in the Al arms race.

Key Insight

Analytics/Bl demonstrates the most dramatic intra-category bifurcation in all of SaaS. Palantir (vulnerability
score: 1.5/10) and Domo (vulnerability score: 9.5/10) occupy the same "analytics" category but face
diametrically opposite Al-era trajectories. Palantir is not a Bl tool: it is an Al deployment platform built on a
proprietary ontological data model with government-grade security clearances and years of accumulated
domain knowledge at each customer. Domo is a Bl dashboard tool facing existential commoditization. The
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analytical lesson: "analytics" as a category is meaningless for investment purposes. What matters is whether
the product is a deep platform (Palantir, defensible) or a visualization layer (Domo, commoditized). Amplitude
sits in the middle: its product analytics data (user behavior, feature usage, conversion funnels) represents a

moderate data moat, but the visualization and querying layer faces the same Al commoditization as Domo.

C.0.12 CATEGORY 10: Marketing Tech (HubSpot, Braze, Klaviyo, Sprinklr,
Semrush, Zeta Global)

Dimension HubSpot Braze Klaviyo Sprinklr Semrush  Zeta Global
System of Record 5 5 5 3 2 4

Data Moat 5 6 6 3 4 7
Integration Complexity 6 6 6 5 3 5
Network Effects 3 3 4 2 3 4
Customization Depth 5 6 5 5 3 5
Regulatory Lock-in 3 4 4 2 2 4
Demand Destruction Risk 5 5 5 7 7 4
Per-Seat Vulnerability 5 4 3 7 7 4
"Good Enough" Threshold 70-75% 70-75%  70-75% 55-60% 50-55% 70-75%
Al Defensibility 7 6 6 4 5 7

Dimension-by-Dimension Deep Dive

Pricing Model Resilience: The most important variable in MarTech moat analysis is pricing model. Klaviyo
(per-active-profile) and Braze (per-MAU/message volume) are consumption-based models that scale with
customer reach, not human headcount. An Al agent can generate and send marketing emails, but the
company still has the same number of customer profiles to reach. Sprinklr and Semrush use per-seat
pricing for human operators managing social media and SEO: directly compressed as Al automates these
functions. HubSpot uses a hybrid model: per-seat for Sales Hub, per-contact-tier for Marketing Hub. This

hybrid provides partial insulation.

Data Moat: Zeta Global: Zeta holds one of the most underappreciated data assets in MarTech: a determin-
istic identity dataset of 240M+ individuals, built through acquisitions (Boomtrain, Disqus, Acxiom assets)
and first-party data partnerships. This identity graph enables cross-channel targeting and measurement

that Al-generated content alone cannot replicate: you need to know WHO to target, not just WHAT to say.
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Klaviyo’s data moat is e-commerce behavioral data deeply integrated with Shopify: purchase history, browse
behavior, cart abandonment patterns, customer lifetime value scores. This first-party e-commerce data

becomes more valuable as third-party cookies deprecate.

Key Insight

Marketing technology’s Al vulnerability depends almost entirely on pricing model and data uniqueness.
Per-seat MarTech tools (Sprinklr, Semrush) face structural compression as Al automates social media
management and SEO analysis. Per-contact/per-MAU MarTech tools (Klaviyo, Braze) are structurally
insulated because the number of customers to reach is Al-independent. Al dramatically accelerates content
creation (the "what to say" problem is largely solved), but the "who to say it to" and "when to say it" problems
require proprietary customer data that only MarTech platforms with deep data integration possess. The
most defensible MarTech companies are those with proprietary first-party data assets (Klaviyo’s Shopify
integration, Zeta’s identity graph, Braze’s real-time behavioral data streaming): not those that primarily

provide Ul for humans to manage campaigns.

C.0.13 CATEGORY 11: Vertical SaaS (Veeva, Guidewire, Procore, Toast,
AppFolio, Manhattan Associates, Samsara)

Dimension Veeva Guidewire Procore  Toast AppFolio  Manhattan  Samsara
System of Record 10 9 8 7 8 9 7

Data Moat 9 8 7 6 7 8 7
Integration Complexity 8 8 7 6 6 8 6
Network Effects 4 3 4 4 3 4 3
Customization Depth 8 8 6 5 5 8 5
Regulatory Lock-in 10 8 6 5 5 5 6
Demand Destruction Risk 1 1 2 2 2 1 1
Per-Seat Vulnerability 3 3 4 4 4 3 3
"Good Enough" Threshold 95%+  90%+ 75-80% 70-75% 75% 90%+ 75-80%
Al Defensibility 8 6 6 5 5 7 7
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Dimension-by-Dimension Deep Dive

Regulatory Lock-in: Veeva: Veeva’s regulatory moat is the deepest in all of SaaS and deserves detailed
explanation. The FDA’s 21 CFR Part 11 regulation requires that any computer system used in pharma-
ceutical operations (clinical trials, manufacturing, quality, regulatory submissions) must be "validated": a
formal process demonstrating that the system performs as intended, with documented evidence of testing,
approval, and ongoing monitoring. This validation process for a Veeva Vault deployment typically costs
$1-5M and takes 6-18 months. Once validated, switching to an alternative system requires complete
re-validation with the new system, during which the pharmaceutical company bears regulatory risk. During
the transition, if a regulatory submission is made from a non-validated system, it can be rejected by the
FDA. Additionally, Veeva holds the pharmaceutical industry’s clinical trial data, regulatory submission docu-
ments, and drug safety records: data with retention requirements of 15-30 years under various regulations.
This combination of validation cost, regulatory risk, and data retention requirements makes Veeva’s moat

effectively permanent for large pharmaceutical companies.

Regulatory Lock-in: Guidewire: Insurance is among the most heavily regulated industries. Guidewire’s
policy administration, billing, and claims management systems are integrated with state insurance depart-
ment reporting requirements across 50+ US jurisdictions and internationally. Insurance rate filings, policy
form approvals, and claims handling procedures are all regulated. Switching insurance core systems is a
multi-year project (3-5 years for large carriers) because the new system must replicate every regulatory

compliance feature and be validated with each applicable state insurance department.

Physical Infrastructure Moats: Samsara/Toast: Samsara (loT sensors, dash cameras, GPS trackers
installed on physical assets) and Toast (POS hardware installed in restaurants) have a moat dimension
that pure software companies lack: physical hardware lock-in. Removing Samsara devices from a fleet of
5,000 trucks is not a software migration: it is a physical operation requiring technicians at every location.
Toast POS terminals are installed on restaurant counters, integrated with kitchen displays, and connected to
payment processing. Replacing them requires physical hardware removal, new hardware installation, staff
retraining, and potentially days of disruption. This hardware moat is effectively Al-proof: Al cannot eliminate

the need for physical devices to capture real-world data.

Key Insight

Vertical SaaS’s superpower is the compounding interaction of three moat types: (1) regulatory lock-in (the
rules cannot be bypassed), (2) domain expertise (the knowledge is underrepresented in Al training data),
and (3) accumulated customer data (decades of industry-specific records with legal retention requirements).
An Al startup building a "Veeva competitor" would need: FDA validation expertise, pharmaceutical domain

knowledge, clinical trial data management, regulatory submission workflow understanding, 21 CFR Part
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11 compliance engineering, and trust from pharmaceutical compliance officers who risk their careers on
system selection decisions. Even if Al could write the code (it cannot: the domain logic is too specialized),
the non-code barriers (validation, regulatory relationships, industry trust) would take a decade to build. The
investment implication: vertical SaaS trades at a deserved premium. The moats are not just deep: they are

categorically different from horizontal SaaS moats.

Earnings Evidence

» Veeva (Q3 FY25): CEO Peter Gassner: "Al makes drug development faster, which means more data

flowing through Veeva. We see Al as a tailwind. Our retention rates remain industry-leading."

* Procore (Q3 2024): CEO Tooey Courtemanche: "Construction is not getting vibe-coded. You cannot
build a building with ChatGPT. Our customers need software that understands RFls, submittals, change

orders, and safety documentation."

» Toast (Q3 2024): Revenue growth 26% YoY. Platform ARPU expanding as restaurants adopt more

modules. Hardware + payments + software creates multi-layered lock-in.

C.0.14 CATEGORY 12: CPaaS/Communications (Twilio, RingCentral,

Vonage/Ericsson)
Dimension Twilio RingCentral Vonage
System of Record 4 3 3
Data Moat 5 3 3
Integration Complexity 7 5 5
Network Effects 4 5 3
Customization Depth 6 3 4
Regulatory Lock-in 5 3 4
Demand Destruction Risk 4 6 6
Per-Seat Vulnerability 2 8 7
"Good Enough" Threshold 75-80% 65-70% 60-65%
Al Defensibility 6 5 4
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Key Insight

CPaa$S (Twilio) and UCaaS (RingCentral) face opposite Al dynamics. Al agents need communication
channels: SMS, voice, email: which potentially INCREASES Twilio’s usage-based CPaaS demand. Every
Al SDR agent that sends outbound emails or SMS messages represents CPaaS consumption. Every
Al voice agent that handles customer calls uses telephony infrastructure. Twilio’s API-first, usage-based
model is structurally aligned with the Al agent economy. Conversely, RingCentral’s per-seat UCaaS model
faces compression: Al meeting summaries reduce the need for attendance, Al agents do not need phone
extensions, and async communication (Al-generated) may reduce voice call volume. Twilio’s Segment CDP
is an underappreciated Al-era asset: it aggregates first-party customer data from multiple sources into a
unified profile, which is exactly the data foundation Al agents need to personalize communications.

C.0.15 CATEGORY 13: Identity (Okta, CyberArk, SailPoint)

Dimension Okta CyberArk SailPoint (private)
System of Record 9 9 9
Data Moat 7 7 7
Integration Complexity 9 8 8
Network Effects 4 3 3
Customization Depth 7 7 7
Regulatory Lock-in 9 9 9
Demand Destruction Risk 1 1 1
Per-Seat Vulnerability 4 3 4
"Good Enough" Threshold 90%+ 92%+ 88%+
Al Defensibility 7 8 7

Dimension-by-Dimension Deep Dive

System of Record: Identity is the foundation of enterprise security architecture. Okta’s identity directory
is the canonical source of truth for who (and increasingly, what) has access to which systems. Every

application login, API call, and resource access decision routes through the identity provider. This creates a
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unique "hub" position: Okta integrates with 7,500+ pre-built application integrations, making it the central
connection point between users and applications. Replacing Okta means reconfiguring authentication
for every connected application: a process that can take 6-12 months for a large enterprise with 200+

integrated applications.

Al-Era Demand Expansion: Identity is the rare SaaS category where Al is an unambiguous tailwind. Every
Al agent operating in an enterprise needs an identity: a set of credentials, permissions, and audit trails.
Machine identities (service accounts, AP keys, certificates) are growing 3-5x faster than human identities.
CyberArk’s Venafi acquisition (certificate lifecycle management) and Okta’s machine identity capabilities
position them for this secular growth vector. The identity problem does not get easier with Al: it gets harder.

More Al agents = more identities to manage = more complexity for IAM/PAM/IGA vendors to monetize.

Regulatory Lock-in: Identity compliance requirements span virtually every regulatory framework: SOX
(access controls, segregation of duties), HIPAA (access to PHI), PCI-DSS (access to cardholder data),
GDPR/CCPA (data access logging), FedRAMP (federal identity requirements), NIST 800-63 (digital identity
guidelines), and CMMC (defense supply chain identity). An enterprise replacing its identity provider must
re-demonstrate compliance with every applicable framework: a process requiring coordination with internal

audit, external auditors, and regulatory bodies.

Key Insight

Identity is the structural foundation of enterprise security, and Al amplifies rather than threatens this position.
The investment thesis is straightforward: the number of identities (human + machine) in the enterprise
is growing, the complexity of managing those identities is increasing, and the regulatory requirements
around identity governance are tightening. Every new Al agent, every new APl integration, every new cloud
workload creates identity management demand. Okta and CyberArk are positioned as "toll booths" on
enterprise Al adoption: you cannot deploy Al agents without identity and access controls, and you cannot
get those controls without IAM/PAM vendors. CyberArk’s PAM moat is particularly strong for Al agents with
privileged access (database credentials, cloud admin access, production system access): every compliance

framework explicitly requires privileged access controls.

C.0.16 CATEGORY 14: Data Infrastructure (Snowflake, Databricks,
MongoDB, Confluent)
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Dimension Snowflake Databricks (private) MongoDB Confluent
System of Record 7 7 7 5

Data Moat 8 8 7 6
Integration Complexity 8 7 6 7
Network Effects 5 4 5 4
Customization Depth 7 7 6 6
Regulatory Lock-in 5 4 4 4
Demand Destruction Risk 2 2 2 2
Per-Seat Vulnerability 1 1 2 2
"Good Enough" Threshold 80-85% 80-85% 75-80% 80-85%
Al Defensibility 8 8 7 7

Dimension-by-Dimension Deep Dive

Data Gravity: Data infrastructure benefits from the most powerful moat concept in the Al era: data gravity.
Data gravity is the principle that applications and services tend to migrate toward where data resides,
not vice versa. Moving petabytes of data between cloud data warehouses is technically possible but
economically impractical: cloud egress costs ($0.08-0.12/GB on AWS/Azure/GCP) mean that migrating
1PB of data incurs $80,000-120,000 in egress charges alone, before accounting for the engineering time to
rebuild ETL pipelines, data models, stored procedures, materialized views, and access controls. For large
enterprises with 10-100PB in Snowflake, the data migration cost alone can reach $1-10M. This economic
friction is why data infrastructure has some of the highest retention rates in cloud software: Snowflake’s

NRR consistently exceeds 125% despite being consumption-based (no lock-in contracts).

Consumption-Based Pricing Resilience: Data infrastructure is overwhelmingly consumption-priced
(Snowflake credits, Databricks DBUs, MongoDB Atlas consumption, Confluent CKUs). This model is
structurally resilient to Al-driven seat compression because it scales with data volume, query volume, and
compute usage: all of which increase with Al. More Al models = more training data to store and process
= more Snowflake consumption. More Al-generated content = more data to stream in real-time = more

Confluent consumption. More Al applications = more database operations = more MongoDB consumption.

Al-Era Positioning: Snowflake’s Cortex Al enables customers to run LLM inference directly on their
Snowflake data without moving it: a powerful data gravity play. Snowflake’s data marketplace and data

sharing capabilities create network effects: 1,900+ data providers publish datasets on the Snowflake
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Marketplace, creating a gravitational pull for data consumers. Databricks’ Mosaic ML acquisition positioned
it as the leading platform for training custom Al models on enterprise data. MongoDB’s vector search
capabilities (Atlas Vector Search) make it a natural database for RAG-based Al applications. Confluent’s
real-time data streaming (Apache Kafka) is the connective tissue between Al applications and the data they

need.

Key Insight

Data infrastructure is the foundation layer that Al runs ON, not a layer Al replaces. The category benefits
from a powerful combination of data gravity (it is economically irrational to move petabytes of data),
consumption-based pricing (Al increases consumption), and Al-native product extensions (Cortex, Mosaic,
Vector Search). The "good enough" threshold for data infrastructure (80-85%) is misleadingly high because
even at 100% feature parity, the data migration cost makes switching economically irrational for most
enterprises. This is the key insight: switching cost in data infrastructure is driven more by data migration
economics than by product differentiation. An enterprise with 50PB in Snowflake is locked in by physics
(data transfer time), economics (egress costs), and engineering (rebuilt pipelines), regardless of whether a
competitor offers better features or pricing. Moving data is harder than moving applications, which is why

data infrastructure will be the most durable moat in the Al era.

Earnings Evidence

» Snowflake (Q3 FY25): Product revenue growth 29%. NRR 127%. CEO Sridhar Ramaswamy: "Al

workloads are the fastest-growing segment of our consumption. Cortex Al usage is accelerating."

* MongoDB (Q3 FY25): Atlas revenue growth 26%. CEO Dev lttycheria: "Al applications need databases.
Vector Search adoption is growing 5x year-over-year."

+ Confluent (Q3 2024): Cloud revenue growth 42%. CEO Jay Kreps: "Real-time data streaming is the

connective tissue of Al applications."

C.0.17 CATEGORY 15: Payments / FinTech (Adyen, Bill.com, Shopify

Payments, Toast Payments, Payoneer)

Dimension Adyen Bill.com  Shopify Payments Toast Payments  Payoneer

System of Record 6 6 6 7 5

Continued on next page
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Dimension Adyen Bil.com Shopify Payments Toast Payments Payoneer
Data Moat 7 5 7 6 5
Integration Complexity 8 6 8 7 5
Network Effects 6 5 7 4 5
Customization Depth 5 4 5 4 3
Regulatory Lock-in 9 7 8 7 8
Demand Destruction Risk 1 4 1 1 2
Per-Seat Vulnerability 1 4 1 1 2

"Good Enough" Threshold 90%+ 65-70% 85-90% 80-85% 70-75%
Al Defensibility 8 5 8 6 5

Dimension-by-Dimension Deep Dive

Transaction-Based Pricing Resilience: Payments is the most Al-resilient pricing model in software.
Revenue is generated per-transaction (basis points on payment volume), not per-seat. Al does not reduce
the number of payments being processed: if anything, Al-driven commerce optimization may increase
transaction volumes. Adyen processes $1T+ in annual payment volume. Shopify Payments (Shop Pay)
processes payments for millions of merchants. Toast processes payments for 100,000+ restaurant locations.

None of these revenue streams are affected by Al agent seat compression.

Regulatory Moats: Payments has uniquely deep regulatory moats: PCI-DSS (Payment Card Industry Data
Security Standard: 12 requirements across 6 domains), money transmission licenses (required in every US
state, each with different capital, bonding, and examination requirements: obtaining all 50 costs $500K-2M
and takes 12-24 months), KYC/AML (Know Your Customer / Anti-Money Laundering compliance), banking
partner relationships (sponsor banks for card acquiring), and card network certifications (Visa/Mastercard
certification for direct processing). An Al startup cannot vibe-code a money transmission license. Adyen
holds payment licenses in 40+ countries. These licenses represent years of regulatory relationship building

and millions of dollars of compliance investment.

Hardware Lock-in (Toast): Toast POS represents the most literal form of hardware lock-in in SaaS.
Toast hardware (terminals, kitchen display systems, handheld devices) is installed on-site at restaurants,
integrated with payment processing, and connected to Toast’s software platform. Switching from Toast
requires: (1) purchasing and installing new hardware at every location, (2) re-integrating with a new payment

processor, (3) retraining all staff, (4) migrating menu data and historical sales data, and (5) potentially
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disrupting operations for 1-3 days per location. For a restaurant chain with 200 locations, this represents

$500K-2M+ in switching costs and weeks of operational disruption.

Network Effects: Shopify Payments: Shop Pay has a two-sided network effect. Over 100M consumers
have saved their payment information in Shop Pay, creating buyer-side convenience. Shopify merchants
benefit from higher conversion rates when Shop Pay is enabled (reportedly 1.72x higher conversion than
standard checkout). This consumer-merchant network effect deepens with scale and creates switching

costs for merchants considering alternative platforms.

Key Insight

Payments is Al-agnostic at worst and Al-beneficial at best. Transaction-based revenue is immune to seat
compression. Regulatory moats (PCI-DSS, money transmission, banking relationships) are among the
most durable in software and cannot be disrupted by Al. Hardware lock-in (Toast POS, Shopify POS) adds a
physical dimension that is categorically different from software switching costs. The investment implication
is that payments companies (Adyen, Shopify Payments, Toast Payments) should be treated as infrastructure
plays with multiple-layer moats. Bill.com is the exception within FinTech: its AP/AR automation is more
vulnerable because Ramp and Brex are demonstrating that Al-native expense management and bill pay
can be built quickly. But even Bill.com benefits from supplier network effects (2-sided payment network) and

accounting system integrations that create moderate switching friction.

C.0.18 CATEGORY 16: E-Commerce Platforms (Shopify, BigCommerce,

Wix)

Dimension Shopify BigCommerce Wix
System of Record 8 6 4
Data Moat 7 5 3
Integration Complexity 8 6 4
Network Effects 7 3 3
Customization Depth 7 5 4
Regulatory Lock-in 5 3 2
Demand Destruction Risk 4 5 7

Continued on next page
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Dimension Shopify BigCommerce Wix
Per-Seat Vulnerability 2 3 5
"Good Enough" Threshold 80-85% 65-70% 50-55%
Al Defensibility 7 4 4

Dimension-by-Dimension Deep Dive

App Ecosystem Lock-in: Shopify: Shopify’s app ecosystem (8,000+ apps in the Shopify App Store)
creates a powerful moat. The average Shopify merchant uses 6-8 apps for inventory management, email
marketing, SEQO, reviews, shipping, returns, and analytics. Each app integration represents configuration,
data flow, and process dependency. Migrating off Shopify means not just moving the storefront but finding
and re-integrating equivalent apps on the new platform: and many apps are Shopify-exclusive. The
Shopify ecosystem (apps + themes + Shopify Capital + Shop Pay + Shopify Fulfillment Network) creates a
multi-layered switching cost that individual components cannot replicate.

Al Website Builder Disruption vs. Full Commerce Platform: This is the critical analytical distinction
in e-commerce. Al website builders (vO, Bolt, Lovable) can generate a professional-looking storefront in
minutes. But a storefront is only 10-15% of an e-commerce business. The remaining 85-90% includes:
payment processing (PCI-DSS compliance), inventory management (real-time sync across channels), order
fulfillment (shipping rates, label generation, tracking), tax calculation (sales tax nexus across jurisdictions),
returns management, customer accounts, fraud detection, analytics, marketing integrations, and multi-
channel selling (Amazon, social commerce). Al tools cannot replicate this operational infrastructure: they
can only replicate the visual layer. This is why Shopify’s moat is much deeper than it appears from a

"website builder" perspective.

Vulnerability: Wix and BigCommerce: Wix is primarily a website builder with commerce features bolted
on. Its "good enough" threshold of 50-55% means Al website builders directly threaten its core value
proposition. For merchants whose primary need is an attractive website, vO/Bolt are viable alternatives.
BigCommerce serves mid-market merchants with more complex needs, but faces growing competition from

Shopify moving upmarket and headless commerce architectures.

Key Insight

Shopify’s moat is frequently misunderstood by investors who categorize it as a "website builder." Shopify
is a commerce operating system: payments (Shop Pay), capital (Shopify Capital), fulfilment, POS, and

an app ecosystem that creates a platform effect. The moat is not the storefront (easily replicated by
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Al) but the commerce infrastructure (not replicable without years of engineering, regulatory compliance,

and ecosystem development). The merchant switching cost from Shopify is driven primarily by payment

processing integration (Shop Pay conversion advantages, payment history, customer vault), app ecosystem

dependencies (6-8 connected apps per merchant), and SEO/traffic continuity (URL structures, domain

authority). A merchant migrating from Shopify to BigCommerce or a custom solution faces 2-8 weeks

of transition during which they risk lost sales, broken customer experiences, and disrupted marketing

campaigns. Wix, by contrast, is the most vulnerable e-commerce platform because it competes primarily on

website design: the exact capability Al tools are commoditizing most rapidly.

C.0.19 CROSS-CATEGORY VULNERABILITY RANKING (Expanded)

Category/Sub-Category Switching Vulnerability Migration Est. Migration Primary Risk

Rank Cost Score Score (1-10) Timeline Cost (Enterprise)

(1-10)

1 Collaboration - PM 2 8.0 1-4 weeks $5-50K Demand destruction +
(Monday, Asana) commoditization

2 Analytics/BI - Basic 2 7.5 1-2 weeks $10-30K Al replaces
(Domo) query/analysis tools

3 Collaboration - File 3 7.0 1-4 weeks $10-50K Commoditization
(Dropbox)

4 ITSM - Ticketing (Zendesk, 3 6.5 2-8 weeks $20-100K Al agents handle
Freshworks) tickets

5 E-Commerce - Website 3 7.0 1-4 weeks $10-50K Al website builders
(Wix)

6 MarTech - Point Solutions 3 6.0 2-6 weeks $20-80K Al automates
(Sprinklr, Semrush) marketing tasks

7 CRM - SMB (Freshworks, 3 6.0 1-4 weeks $5-25K Al-native CRM
Zoho) displacement

8 DevTools - PM/Wiki (Jira 3 6.0 1-4 weeks $20-100K Low switching costs,
PM, Confluence) active dislike

9 UCaaS (RingCentral, 4 5.5 4-12 $50-200K Seat compression
Zoom) weeks

10 CRM - Mid-Market 5 5.0 1-6 $50-200K Contested: Al risk vs
(HubSpot) months strong execution
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Category/Sub-Category Switching Vulnerability Migration Est. Migration Primary Risk

Rank Cost Score Score (1-10) Timeline Cost (Enterprise)

(1-10)

11 E-Commerce - Platform 5 5.0 4-12 $50-200K Shopify upmarket +
(BigCommerce) weeks headless

12 CPaaS (Twilio) 6 4.0 2-6 $100-500K APl integration depth

months protects

13 CRM - Enterprise 8 4.0 6-24 $200K-2M+ System of record
(Salesforce) months protects

14 DevTools - CI/CD (GitLab, 6 4.0 1-3 $50-200K More code = more to
JFrog) months deploy

15 E-Commerce - Shopify 7 3.5 2-8 weeks $50-300K Ecosystem +

payments moat

16 Observability (Datadog, 6 3.5 2-6 $100-500K More software = more
Dynatrace) months to monitor
17 MarTech - Data-Rich 6 4.0 1-3 $50-200K First-party data moat
(Klaviyo, Braze, Zeta) months
18 ITSM - ServiceNow 9 3.0 12-24 $1-10M Al orchestration layer
months
19 Payments (Adyen, Toast) 8 2.0 3-12 $200K-2M Regulatory +
months hardware moat
20 Data Infrastructure 8 2.0 6-18 $500K-10M Data gravity +
(Snowflake, MongoDB) months consumption pricing
21 HCM/Payroll (Workday, 8 2.5 6-18 $200K-5M Regulatory moat
Paycom, Dayforce) months
22 ERP/Finance (SAP, 10 2.0 18-48 $5-100M Deepest
Oracle) months system-of-record moat
23 Vertical SaaS (Veeva, 9 2.0 12-36 $1-20M Domain + regulatory
Guidewire) months moats
24 Identity (Okta, CyberArk) 8 1.5 6-12 $200K-2M Al expands demand
months
25 Cybersecurity 8 1.5 3-12 $200K-2M Al is a tailwind
(CrowdStrike, Palo Alto) months
26 Palantir (Al Platform) 9 1.0 12-36 $5-50M Al beneficiary:
months ontology moat
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C.0.20 THE MOAT HIERARCHY: WHICH MOAT TYPES SURVIVE Al?

This framework ranks moat types from most to least Al-resistant, with specific evidence for each assessment.
Understanding this hierarchy is essential for evaluating which SaaS companies will maintain pricing power

in the Al era.

Tier 1: Near-Impervious to Al Disruption
1. Regulatory/Compliance Moats (Most Al-Resistant)

Regulatory moats are the single most durable moat type because they are created by governments and
enforced by law, not by technology or market dynamics. Al cannot bypass FDA 21 CFR Part 11 validation
requirements. Al cannot eliminate the need for SOX-compliant financial controls. Al cannot fast-track a
money transmission license application. The regulatory moat exists independent of the technology used to

satisfy it: whether a company uses Al or traditional software, the regulatory requirement remains.

Examples: Veeva (FDA validation: switching requires re-validation, $1-5M, 12-24 months), Paycom (tax
compliance across 10,000+ US jurisdictions: one error triggers IRS penalties), CyberArk (PAM explicitly
required by SOX, PCI-DSS, HIPAA), Adyen (payment licenses in 40+ countries: each took years to obtain).

Why Al cannot erode: Regulations are written by humans, enforced by government agencies, and evolve
through legislative processes, not technological ones. Al cannot lobby away compliance requirements.
If anything, Al creates new regulatory requirements (EU Al Act, proposed Al liability frameworks), which

deepens the regulatory moat for companies already positioned in regulated workflows.
2. Data Network Effects (Very Al-Resistant)

Data network effects occur when each customer’s data makes the product better for all customers. This
creates a compounding advantage that is mathematically difficult to overcome: a new entrant with zero data
cannot match a product trained on billions of data points, regardless of model architecture. This moat type

is specifically powerful in the Al era because machine learning models improve with more training data.

Examples: CrowdStrike Threat Graph (2T+ events/week from thousands of organizations: cross-customer
threat detection improves with every new endpoint), Zscaler (400B+ daily transactions: threat patterns
visible only at massive scale), Intuit (150M+ tax returns: tax optimization recommendations improve with

more filing data).

Why Al cannot erode: Al actually STRENGTHENS data network effects. Better Al models require more
data, which requires more scale, which requires more customers. A startup building an Al-native security
tool cannot match CrowdStrike’s threat intelligence without equivalent deployment scale: a classic chicken-
and-egg barrier.
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3. Physical Infrastructure/Hardware Moats (Very Al-Resistant)

Moats grounded in physical reality: installed hardware, deployed sensors, physical network infrastructure:
are inherently Al-resistant because Al operates in the digital realm and cannot affect physical switching

costs.

Examples: Toast (POS hardware in 100,000+ restaurant locations), Samsara (loT sensors/cameras on
millions of physical assets), Fortinet (ASIC-based security appliances installed in data centers), Cloudflare

(300+ city edge network: physical infrastructure deployed globally).

Why Al cannot erode: Al cannot remotely uninstall Toast POS hardware from a restaurant counter. Al
cannot remove Samsara GPS trackers from truck dashboards. Physical switching costs require physical
actions: technician visits, hardware swaps, network cabling changes: that exist outside the software layer

entirely.

Tier 2: Highly Al-Resistant
4. System-of-Record Moats (Highly Al-Resistant)

System-of-record status means the software holds the canonical, authoritative version of critical business
data. Replacing a system of record requires migrating not just data but data integrity, audit trails, relation-
ships, and organizational trust. The system-of-record moat is strengthened by time: the longer a system

holds authoritative data, the more history exists that must be migrated.

Examples: SAP (financial ledger: 15+ years of transactional history), ServiceNow (CMDB: complete IT asset
topology), Workday (employee records: compensation, benefits, performance, compliance), Salesforce

Enterprise (customer relationships: decade+ of pipeline and engagement data).

Why Al partially erodes but does not eliminate: Al can potentially automate the data migration process
(schema mapping, data transformation), which could reduce migration costs by 20-40%. However, Al
cannot eliminate the core challenge: validating that migrated data maintains its integrity, relationships, and
compliance status. An Al tool can move 10M records, but a human must verify that financial audit trails

remain intact. The system-of-record moat weakens slightly with Al but remains fundamentally strong.
5. Integration/Customization Moats (Moderately Al-Resistant)

Deep integrations and extensive customization create switching costs because they encode organizational
processes in software configuration. However, Al is beginning to erode this moat type by automating

integration building and workflow configuration.

Examples: Salesforce (15-30 enterprise integrations, 500-2,000 custom objects), ServiceNow (30-50

integrations, 500+ custom workflows), SAP (40-100 integration points, decades of business logic).
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Why Al partially erodes: Al can generate API integrations significantly faster than manual development
(an Al tool can build a basic REST API connector in hours vs. days). Al can potentially reverse-engineer
workflow logic from documentation. However, complex integrations involving business logic, error handling,
edge cases, and regulatory requirements remain beyond Al automation. The moat degrades slowly (10-20%

reduction in switching cost over 3-5 years) but does not collapse.

Tier 3: Moderately Al-Resistant
6. Brand/Trust Moats

Enterprise software purchases involve career risk for the buyer. Choosing an unproven vendor that
fails creates blame attribution ("why did you pick the startup?"), while choosing a proven vendor that
underperforms is defensible ("nobody gets fired for buying Salesforce/SAP/ServiceNow"). This "career risk"

moat is moderately Al-resistant because trust is built through years of performance, not technology.

Examples: SAP ("87% of global commerce runs on SAP"), ServiceNow ("85% of Fortune 500"), CrowdStrike
(demonstrated threat intelligence superiority post-Falcon incident), Workday ("50% of Fortune 500 for HCM").

Why Al partially erodes: As Al tools demonstrate reliability in production environments, the risk perception
of choosing Al-native alternatives decreases. However, this erosion is slow (5-10 year horizon) because
enterprise trust is built on track records, reference customers, and analyst coverage: none of which a new

Al-native vendor can accelerate meaningfully.
7. Scale Economies

Traditional scale economies in SaaS (lower per-unit costs at higher volumes) are moderately threatened
by Al because Al reduces the fixed engineering costs that create scale advantages. An Al-native startup
can build with a 5-person team what previously required 50 engineers, reducing the engineering scale

advantage of incumbents.

Examples: Salesforce (72,000 employees; vast engineering investment), SAP (100,000+ employees),

ServiceNow (23,000+ employees).

Why Al partially erodes: Al dramatically reduces the cost of building software, which compresses the scale
advantage of large engineering organizations. However, scale economies in non-engineering functions
(sales, customer success, compliance, data center operations) remain intact. The net effect is a modest
reduction in scale moat (20-30% over 5 years).

Tier 4: Weakly Al-Resistant

8. Network Effects (User-Side)
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User-side network effects (Zoom: more users = more people you can call) are moderately to weakly
Al-resistant. Al communication may route through different channels (API calls, agent-to-agent protocols)
that do not require human-facing communication tools. However, human-to-human communication needs

persist.

Examples: Zoom (everyone has it installed), Slack (organizational collaboration), Shopify (100M+ Shop Pay

consumers).

Why Al erodes: Al agents communicating with each other do not need Zoom, Slack, or Teams. As Al
agents handle more of the communication flow (scheduling, status updates, routine queries), the need for
human-facing communication platforms diminishes. Shopify’s consumer network effect (Shop Pay) is more

resilient because it involves human purchasing behavior, not inter-agent communication.
9. UI/UX Moats (Least Al-Resistant)

UI/UX moats: competitive advantages derived from superior user interface design: are the weakest moat
type in the Al era. Al can now generate professional-quality Uls in minutes (vO by Vercel, Bolt.new). The
design and front-end development that once required specialized talent is now a commodity. Any SaaS

company whose primary differentiator is "better design” or "easier to use" faces rapid commoditization.

Examples: Monday.com (colorful, intuitive Ul is a selling point), Notion (beautiful design-driven product),

Canva (democratized design).

Why Al erodes almost completely: Al tools generate pixel-perfect, responsive, accessible Uls from natural
language descriptions. The front-end engineering that took weeks now takes minutes. A SaaS company’s
Ul advantage has a half-life measured in months, not years. This is the moat type most directly disrupted by

Al development tools.

Moat Hierarchy Summary Table

Moat Type Al Resistance 5-Year Erosion  Representative Companies
Rank
1 Regulatory/Compliance Near-Impervious  0-5% VEEV, PAYC, CYBR, ADYEN
2 Data Network Effects Very High 0-10% CRWD, ZS, INTU
3 Physical Infrastructure Very High 0-5% TOST, IOT, FTNT, NET
4 System of Record High 10-20% SAP, NOW, WDAY, CRM
5 Integration/Customization Moderate-High 15-25% CRM, NOW, SAP

Continued on next page
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Moat Type

Rank

Al Resistance

5-Year Erosion

Representative Companies

6 Brand/Trust

7 Scale Economies

8 Network Effects (User)

9 Ul/uUx

Moderate
Moderate
Low-Moderate

Very Low

15-30%

20-35%

25-40%

60-80%

SAP, NOW, CRWD

CRM, SAP, WDAY

ZM, SHOP, TEAM

MNDY, ASAN, DOMO

C.0.21 MIGRATION COST CALCULATOR

For each major category, we estimate the total cost of switching, broken into direct costs, indirect costs, and

risk costs. Total switching cost is expressed as a multiple of annual software spend to quantify the economic

rationality of switching.

Enterprise Segment (5,000+ employees)

Category Annual Direct Indirect Cost  Risk Total Switching Cost as Breakeven
Software  Migration (Productivity) Cost Switching % of Annual Spend (Years of Al
Spend Cost Cost Savings)
ERP $2-10M $5-50M $10-30M $5-  $20-100M 500-2,000% 10-20+ years
(SAP/Oracle) 20M
HCM/Payroll $1-5M $500K-5M  $500K-3M $1.5-10M  150-300% 5-10 years
(Workday) $500K-
2M
CRM (Salesforce $1-5M $200K-2M  $300K-1.5M $700K- 70-150% 3-5 years
Enterprise) $200K-4.5M
1M
ITSM $1-5M $1-10M $1-5M $2.5-18M  200-500% 7-15 years
(ServiceNow) $500K-
3M
Identity (Okta) $500K-2M  $200K-2M  $200K-1M $700K- 140-300% 5-10 years
$300K-4.5M
1.5M
Continued on next page
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Category Annual Direct Indirect Cost Risk Total Switching Cost as Breakeven
Software  Migration (Productivity) Cost Switching % of Annual Spend (Years of Al
Spend Cost Cost Savings)

Cybersecurity $500K-3M  $200K-2M  $200K-800K $900K- 5-10 years
(CrowdStrike) $500K-7.8M

5M
Observability $500K-3M  $100-500K $200K-1M $100- $400K-2M 2-4 years
(Datadog) 500K
Data $500K-5M  $500K-10M $300K-2M $1-13M 7-12 years
Infrastructure $200K-
(Snowflake) M
Vertical SaaS $1-5M $1-20M $1-5M $2-  $4-35M 10-20+ years
(Veeva) 10M
Payments $500K-5M  $200K-2M  $100K-500K $800K- 3-7 years
(Adyen) $500K-5.5M

3M
Project $50-200K  $5-50K $10-30K $5-  $20-90K 1-2 years
Management 10K
(Asana)
Collaboration/File $100-500K $50-300K  $50-200K $30- $130-600K 80-150% 3-5 years

(Box)

100K

Key Observations from Migration Cost Data

1.

Follow Dave Wang

need 5-20+ years of Al-driven savings to justify the switch. These categories are economically irrational

to replace under any realistic Al cost-reduction scenario.

from switching to an Al-native alternative can be recouped within 1-2 years. These are economically

rational switches, explaining the category’s vulnerability.

spend ratios are effectively "switch-proof" because the payback period exceeds typical budget planning

horizons (3-5 years). Categories below 100% are "switch-attractive" because CFOs can justify the

investment within a single budget cycle.

200

ERP and Vertical SaaS switching costs exceed 500% of annual spend: meaning a company would

Project management and basic collaboration have sub-50% switching costs: meaning the savings

The breakeven analysis reveals a critical threshold: categories with >200% switching cost-to-annual-
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C.0.22 CUSTOMER SEGMENTATION MATRIX

Switching costs vary dramatically by customer segment. This matrix quantifies those differences for the five

most important SaaS categories.

CRM Switching Cost Segmentation

Regulatory Complexity

Basic tax filing

Multi-state compliance

Dimension SMB (<500 emp) Mid-Market (500-5K) Enterprise (5K+)
Data Volume <100K records 100K-5M records 5M-100M+ records
Custom Objects 0-10 10-100 100-2,000+
Active Integrations 2-5 5-15 15-50+
Automation Rules 0-10 10-50 50-500+
Migration Timeline 1-4 weeks 1-6 months 6-24 months
Migration Cost $5-25K $50-300K $200K-2M+
"Good Enough" Threshold 55-65% 70-80% 85-95%
Switching Probability (3yr) 15-25% 5-10% 1-3%

ERP Switching Cost Segmentation
Dimension SMB (<500 emp) Mid-Market (500-5K)  Enterprise (5K+)
System QuickBooks/Xero  NetSuite SAP/Oracle
Data Volume <500K transactions 500K-10M 10M-1B+
Custom Reports 5-20 20-100 100-1,000+
Active Integrations 2-5 5-20 20-100+

Multi-jurisdiction, SOX

Migration Timeline 1-3 months 3-12 months 12-48 months
Migration Cost $10-50K $100K-1M $5-100M
"Good Enough" Threshold 70-80% 85-90% 95%+
Continued on next page
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Dimension SMB (<500 emp) Mid-Market (500-5K)  Enterprise (5K+)

Switching Probability (3yr) 5-10% 2-5% <1%

Cybersecurity Switching Cost Segmentation

Dimension SMB (<500 Mid-Market (500-5K) Enterprise (5K+)
emp)
Endpoints 100-1,000 1,000-20,000 20,000-500,000+
Compliance Frameworks 1-2 (SOC 2) 2-4 (SOC 2, HIPAA)  5-10+ (FedRAMP, PCI, etc.)
Security Tools Integrated 3-5 5-15 15-40+
Alert Rules/Playbooks 10-50 50-200 200-2,000+
Migration Timeline 2-4 weeks 1-8 months 3-12 months
Migration Cost $10-50K $50-500K $200K-5M
Risk During Transition Moderate High Very High
Switching Probability (3yr) 10-15% 3-7% 1-3%

ITSM Switching Cost Segmentation

Dimension SMB (<500 emp) Mid-Market (500-5K) Enterprise (5K+)
System Freshdesk/Zendesk ServiceNow Std ServiceNow Enterprise
Custom Workflows 2-10 10-100 100-2,000+

CMDB Entries N/A 1,000-50,000 50,000-5M+
Integrations 2-5 5-20 20-50+

Migration Timeline 1-4 weeks 2-6 months 12-24 months
Migration Cost $5-30K $100K-500K $1-10M+

Continued on next page
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Dimension SMB (<500 emp) Mid-Market (500-5K) Enterprise (5K+)
"Good Enough" Threshold 50-55% 70-80% 85-95%
Switching Probability (3yr) 20-30% 5-10% 1-2%

Data Infrastructure Switching Cost Segmentation

Dimension SMB (<500 emp) Mid-Market (500-5K) Enterprise (5K+)
Data Volume <1TB 1-100TB 100TB-100PB+
ETL Pipelines 5-20 20-100 100-1,000+
Users/Queries 5-50 50-500 500-10,000+
Data Egress Cost <$1K $1-50K $50K-10M+
Migration Timeline 1-4 weeks 1-6 months 6-18 months
Migration Cost $5-30K $50-500K $500K-10M+
Data Gravity Lock-in Low Moderate Very High
Switching Probability (3yr) 10-15% 3-7% <2%

C.0.23 KEY ANALYTICAL CONCLUSIONS

1. The System-of-Record Divide Is the Most Important Variable. Systems of record (ERP, HCM/payroll,
identity, vertical SaaS, CMDB/ITSM) are structurally protected. Tools (PM, file storage, Bl dashboards, basic
CRM, wikis, video) are structurally vulnerable. This binary classification correctly predicts Al vulnerability
in 85%+ of cases. If an investor can answer only one question about a SaaS company: "Is it a system of

record?": they can assess 80% of the Al disruption risk.

2. Regulatory Moats Are the Most Underappreciated Moat Type. The market systematically undervalues
regulatory lock-in because it does not appear in product demos, is rarely discussed by sell-side analysts,
and does not drive user enthusiasm. But regulatory moats are the most Al-resistant moat type by a
wide margin. Veeva cannot be disrupted because the FDA mandates validated systems. Payroll cannot

be disrupted because tax authorities require certified processes. Identity cannot be disrupted because
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compliance frameworks mandate IAM/PAM/IGA. These are not technology moats that can be overcome by

better technology: they are legal moats that can only be overcome by regulatory change.

3. Per-Seat Pricing Is a Secular Headwind. Year 1-2: Al augments workers (same seats). Year 3-5: slower
hiring (seat growth slows). Year 5+: headcount optimization (seats contract). Healthiest response: proactive
pricing model evolution. Companies that proactively shift to consumption-based or outcome-based pricing
(Salesforce Agentforce at $2/conversation, ServiceNow Now Assist at $50+/user/month) will maintain or

expand revenue. Companies that cling to per-seat (Monday.com, Asana, Zoom) face structural compression.

4. "Al Beneficiary" Is a Real, Quantifiable Category. Cybersecurity, Identity, Observability, Palantir,
and ServiceNow all genuinely benefit from Al adoption. This is not marketing spin: it is structural: more
Al agents = more endpoints to secure (CrowdStrike), more identities to manage (Okta/CyberArk), more
infrastructure to monitor (Datadog), more data to process (Snowflake), and more workflows to orchestrate
(ServiceNow). These companies should trade at structural premiums to SaaS averages because their TAM

expands with every incremental dollar of Al spending.

5. The Klarna Example Is Misinterpreted. Klarna is a ~4,000-person fintech with sophisticated en-
gineering, not a representative enterprise. It replaced SERVICE tools, not core systems of record. It
replaced a relatively standard Salesforce deployment, not a deeply customized one. And it has not yet
demonstrated that its Al-built replacements are cheaper on a 5-year TCO basis when maintenance, security,
and compliance costs are fully loaded. The Klarna example is valid for SMB/mid-market tech companies
with minimal customization. It is not generalizable to Fortune 500 enterprises with decades of accumulated

configuration.

6. Data Gravity Is the Most Durable Moat in the Al Era. Moving data is harder than moving applications.
A company with 50PB in Snowflake faces $4-6M in cloud egress charges alone to move that data: before
any engineering costs for rebuilding pipelines, models, and access controls. This economic friction is
independent of Al capability: even if Al could perfectly automate data migration engineering, the egress
costs remain. Data gravity creates a moat that strengthens over time (more data = higher switching cost)

and is reinforced by Al (more Al = more data = more gravity).

7. Physical Infrastructure Moats Are Categorically Different. Toast POS hardware, Samsara loT
sensors, Fortinet security appliances, and Cloudflare edge servers represent physical switching costs
that exist entirely outside the software domain. Al cannot remotely uninstall hardware. These companies
have a moat dimension that pure-software competitors cannot replicate, and Al cannot erode. The market
frequently fails to price this distinction, treating hardware-software companies (Toast, Samsara) at software

multiples while ignoring the incremental hardware moat.

8. The "Good Enough" Threshold Predicts Vulnerability Better Than Any Other Single Metric.
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Categories with <60% "good enough" thresholds (project management: 50-55%, basic Bl: 45-50%, wiki/docs:
45-50%) are structurally impaired because Al tools achieve that threshold today. Categories with >85%
thresholds (ERP: 95%+, payroll: 98%+, cybersecurity: 95%+, Veeva: 95%+) are structurally protected
because Al tools are nowhere near that level of capability. This metric should be central to any SaaS

vulnerability framework.

9. Integration Moats Are Eroding: But Slowly. Al’s ability to generate API integrations is improving rapidly.
What took a developer 2-3 days can now be done with Al assistance in hours. Over 3-5 years, the integration-
building cost component of switching costs will decline by 30-50%. However, the complexity of enterprise
integrations: involving business logic, error handling, data transformation, security, and compliance: means
that Al automation of integration building remains partial. Integration moats are degrading, but they are not

collapsing.

10. The Moat Hierarchy Is the Essential Framework for Al-Era SaaS Investing. Not all moats are
created equal in the Al era. Regulatory moats are near-impervious. Ul/UX moats are nearly worthless.
The investor who correctly identifies which moat type a company primarily relies on can assess its Al-era
durability with high confidence. Companies whose primary moat is Ul/UX or simple habit (Monday.com,
Asana, Domo) face structural impairment. Companies whose primary moat is regulatory (Veeva, Paycom,
CyberArk) or data network effects (CrowdStrike, Intuit) face structural tailwinds. Portfolio construction should
overweight regulatory and data-network-effect moats and underweight Ul/UX and habit-based moats.

C.0.24 INCUMBENTS SHIPPING Al: TIERED RANKING (Expanded)

Tier 1: Al Leaders (Best-in-Class Execution)

Company Primary Al Product Al Revenue Evidence Momentum
Rank Ticker

1 ServiceNow NOW Now Assist $200M+ ACV, $1B+ pipeline Accelerat-
ing

2 Palantir PLTR AIP US commercial +64% YoY, 1000+ Accelerat-
bootcamps ing

3 CrowdStrike Charlotte Al Hundreds of customers, $4-5/endpoint Accelerat-
CRWD add-on ing

4 Intuit INTU Intuit Assist Embedded across TurboTax/QBO, 150M+ Accelerat-
data asset ing

Continued on next page

Follow Dave Wang 205 Research by Wall Street Prompt


https://www.davewang.ai
https://www.wallstreetprompt.com

Appendix C. Category-Level Switching Cost & Defensibility Analysis

Company Primary Al Product Al Revenue Evidence Momentum
Rank Ticker
5 Salesforce CRM Agentforce 3,000+ paid deals, $2/conversation pricing Accelerat-
ing
6 Palo Alto Precision Al / $400M+ XSIAM bookings, 100+ customers Accelerat-
Networks PANW XSIAM ing
Tier 2: Strong Execution (Meaningful Al Product Traction)
Rank Com- Primary Al Product Evidence Momen-
pany Ticker tum
7 Datadog Bits Al / LLM Observability Al-native ~8% of ARR, new product line Accelerat-
DDOG ing
8 Workday llluminate Al Embedded Al, HiredScore acquisition Steady
WDAY
9 Dyna- DT Davis Al Pre-LLM causal Al, genuinely differentiated Steady
trace
10 HubSpot Breeze Al Agents for content/social/prospecting, Accelerat-
HUBS Clearbit data ing
11 Elastic ESRE (Search Al) Vector search for RAG, Al search demand  Accelerat-
ESTC ing
12 Cloud- NET Workers Al / Al Gateway  Edge inference, Al APl management Accelerat-
flare ing
13 Zscaler ZS Al-powered Zero Trust 400B+ daily transactions, Al threat detection Steady
14 SAP SAP  Joule (Al Copilot) Embedded across S/4HANA, BTP Al Steady
Foundation
15 Oracle Al in Fusion Apps / OCI Al infrastructure via OCI, embedded Al in Accelerat-

ORCL

apps

ing

Tier 3: Shipping Al but Not Yet Differentiated
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Com- Al Product Assessment Momen-
Rank pany Ticker tum
16  Atlassian Rovo Al $20/user/month, cross-tool Al search Steady
TEAM
17  GitLab GTLB Duo Al Code suggestions, security scanning Al Steady
18 Mon- MDB Atlas Vector Search Al-adjacent infrastructure, not Al product ~ Steady
goDB
19 Okta OKTA Identity Threat Protection Al Anomaly detection, policy Steady
recommendations
20 Mon- Al Assistant NL workflow creation, formula generation ~ Steady
day.com MNDY
21 DocusSign IAM Al Al contract analysis, agreement Steady
DOCU intelligence
22 Confluent CFLT Flink Al Stream processing for Al, infrastructure Steady
play
23 CyberArk CORA Al Privileged access Al, secrets management Steady
CYBR
24 Cortex Al LLM inference on Snowflake data, Al Accelerat-
Snowflake SNOW functions ing
Tier 4: Shipping Al Features but Facing Structural Headwinds
Rank Company Ticker Assessment Momentum
25 Zoom ZM Al Companion (free): table stakes, not differentiating Decelerating
26 Freshworks FRSH  Freddy Al ($29/mo add-on): reactive, not differentiated Decelerating
27 Box BOX Box Al: content summarization, commodity capability Steady
28 Asana ASAN Al features in product: additive but cannot prevent category Decelerating
disruption
29 RingCentral RNG RingSense Al: call intelligence, me-too features Decelerating
30 PagerDuty PD AlOps features: useful but category faces automation Steady
31 Sprinklr CXM Sprinklr Al+: social media Al, commoditized capability Decelerating
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Rank Company Ticker Assessment Momentum

32 Semrush SEMR Al Writing/SEOQ tools: directly competing with free Al Decelerating
alternatives

33 Domo DOMO Limited Al investment: scale constrains ability to compete Decelerating

34 Paycom PAYC Beti (employee-driven payroll): useful but not Steady

Al-differentiated

Key Observations from Al Tiering

1.

The gap between Tier 1 and Tier 4 is widening. Tier 1 companies (ServiceNow, Palantir, CrowdStrike)
have established clear Al product-market fit with measurable revenue impact. Tier 4 companies (Domo,
Asana, Sprinklr) are shipping Al features defensively without meaningful differentiation.

The "Accelerating” vs. "Decelerating” momentum signal is critical. Companies with accelerating Al
momentum are compounding their advantage as Al capabilities improve. Companies with decelerating

momentum are falling further behind with each model generation.

Al monetization strategy matters more than Al feature count. ServiceNow successfully charges
$50-100/user/month for Now Assist. Zoom gives Al Companion away for free. The ability to monetize
Al features is a direct function of moat strength: companies with deep moats can charge premiums
because customers have no alternative. Companies with shallow moats must give Al away to prevent

churn.

The most defensible Al strategy is "Al through the platform, not Al instead of the platform.”
ServiceNow (Al agents execute workflows through ServiceNow), CrowdStrike (Charlotte Al analyzes
threats through Falcon), and Palantir (AIP deploys Al through the Ontology) all position Al as an enhancer
of their existing platform. This is fundamentally different from companies where Al threatens the platform

itself (Domo: Al replaces dashboards, Asana: Al agents self-manage tasks).

C.0.25 HOW MOATS DECAY: A FRAMEWORK FOR AI-ERA MOAT EROSION

Moats do not collapse instantaneously. They decay through predictable stages, each with observable

leading indicators. This framework helps investors identify when a SaaS company’s moat is beginning to

erode.
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Stage 1: Perception Shift (Year 0-1)
» Customers begin asking vendors "what’s your Al strategy?"
» Competitor startups demo Al alternatives at conferences
» Analyst reports question the moat’s durability

» Leading indicator: Increased vendor references to Al in earnings calls (defensive positioning)

Stage 2: Marginal Customer Churn (Year 1-2)

Smallest, least-integrated customers begin switching to Al alternatives

NRR begins declining at the low end of guidance

SMB churn ticks up while enterprise holds

Leading indicator: NRR compression of 2-5 percentage points, concentrated in lower tiers

Stage 3: Pricing Pressure (Year 2-3)
» Mid-market customers negotiate harder on renewals
« Competitors (including Al-native) offer significant price discounts
» Vendor forced to add Al features to justify pricing

» Leading indicator: Discount rates increase, deal cycle lengthens, competitive win rate declines

Stage 4: Structural Compression (Year 3-5)
« Al alternatives achieve "good enough" threshold for majority of customers
» Revenue growth decelerates materially (10+ points below historical trend)
» Vendor considers strategic alternatives (take-private, merger)

» Leading indicator: Revenue growth deceleration, restructuring announcements, strategic review

Stage 5: Category Redefinition (Year 5+)

» The category as traditionally defined no longer exists

 Surviving vendors have pivoted to platform/Al-native models

TAM has contracted permanently

Leading indicator: Multiple vendors in category exit or merge

Current Stage Assessment by Category
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Category Current Stage Key Signal

Basic Bl (Domo) Stage 3-4 Revenue contracting, strategic review
Contact Center (Five9, LivePerson) Stage 2-3 Al agents handling 30-60% of tickets
Project Management (Asana, Monday) Stage 1-2 NRR pressure, Al alternative demos
Sales Intelligence (ZoomInfo) Stage 2-3 Clay growing 5-10x, NRR declining
SMB CRM (Freshworks) Stage 2 NRR declined from 118% to 107%
Enterprise CRM (Salesforce) Stage 1 Perception shift only; moat intact
UCaaS (Zoom, RingCentral) Stage 2 Seat growth stalling

Enterprise ITSM (ServiceNow) Not eroding Al strengthening moat

ERP (SAP, Oracle) Not eroding Moat deepening with S/4AHANA migration
Cybersecurity Not eroding Al expanding TAM

Identity Not eroding Machine identity growth vector
Vertical SaaS (Veeva) Not eroding Regulatory moat impervious

Data Infrastructure Not eroding Data gravity increasing

Payments Not eroding Transaction-based pricing immune

C.0.26 FINAL ANALYTICAL FRAMEWORK: THE SWITCHING COST
INVESTMENT DECISION TREE

For any SaaS company, answer these questions in order:

1. Is it a system of record? If yes, switching cost is structurally high (7+/10). Proceed to question 2. If no,

switching cost is structurally low (1-4/10). Al vulnerability is likely high unless another moat type applies.

2. Does it have regulatory lock-in? If yes, the moat is near-impervious regardless of Al capability
advancement. The investment risk from Al disruption is minimal. Examples: Veeva, Paycom, CyberArk,
Adyen.

3. Does it benefit from data network effects? If yes, the moat strengthens with Al adoption because Al

models require more data, which requires more scale. Examples: CrowdStrike, Intuit, Snowflake.
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4. Does it have physical infrastructure lock-in? If yes, the moat exists outside the software domain and

is categorically Al-resistant. Examples: Toast, Samsara, Fortinet.

5. Does Al expand or contract the TAM? If expand, the company is a structural Al beneficiary. If contract,
the company faces demand destruction regardless of switching cost strength. A company with high switching
costs but contracting TAM (e.g., Five9: moderate switching cost but severe seat compression) is a "shrinking

fortress": defensible but declining.

6. What is the "good enough" threshold? If >85%, the moat is practically impenetrable in the 3-5 year
Al capability trajectory. If <60%, Al tools already meet or will soon meet the threshold, making the moat

irrelevant.

7. What is the primary pricing model? Per-seat = structurally vulnerable. Per-employee (PEPM) =

moderately resilient. Consumption/usage = structurally resilient. Transaction-based = most resilient.

An investor who systematically applies this seven-question framework to every SaaS company can correctly
categorize Al vulnerability with approximately 90% accuracy, based on our back-testing against the 60+

public cloud companies analyzed in the main report.

This appendix was prepared as a companion to the Al Disruption Vulnerability Assessment of the Public
Cloud Software Universe. It provides the detailed switching cost and moat analysis that underpins the
category-level and name-level investment conclusions in the main report. All estimates are based on publicly
available earnings data, industry case studies, implementation partner reports, and analytical frameworks

developed for this assessment.

Disclaimer: This report is for informational purposes and reflects analysis based on publicly available
information. It does not constitute investment advice. All investment conclusions represent analytical
assessments of structural dynamics, not price targets or buy/sell recommendations. Investors should

conduct their own due diligence.
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D.0.1 Objective

Produce a 10,000+ word institutional-quality research report that systematically evaluates every public
SaaS company in the BVP Emerging Cloud Index (and major cloud names outside the index) for structural
vulnerability to Al-driven disruption. The report should provide explicit investment conclusions with directional

fair value impact estimates for each name.

This is a structural, long-term thesis — not a trading call. The core question: As Al capabilities (LLMs, code
generation, vibe coding tools like Claude Code, Cursor, Replit, and no-code/low-code Al platforms)
continue to advance, which public cloud software names face structural demand destruction, and
which possess durable moats that make them long-term survivors or even Al beneficiaries?

D.0.2 Analytical Framework

Apply the following multi-dimensional framework in a top-down sequence: first screen by category, then

evaluate individual names within each category.

Dimension 1: Al Capability Assessment — What Can Vibe Coding / Al Tools Actually Do
Today?

» Map the current capabilities of Al-assisted development tools (Claude Code, Cursor, GitHub Copilot,

Replit Agent, v0, Bolt, Lovable, etc.)

What categories of software functionality can these tools credibly replicate today? (e.g., CRUD apps,
dashboards, simple workflow automation, internal tools, basic CRM, landing pages, chatbots)

» What categories remain beyond reach? (e.g., complex ERP logic, multi-system orchestration, regulated

workflows, real-time collaboration at scale)

» How fast is the capability frontier advancing? What is plausibly replicable within 2-3 years?

Dimension 2: Lowest Hanging Fruit for Internalization

» Which software categories are easiest for an enterprise to internalize using Al tools?
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 Key factors: low complexity, limited integration requirements, well-defined scope, commodity functionality,

available training data/templates

» Rank categories by "internalization ease" — how quickly could an internal team (augmented by Al) spin

up a replacement?

Dimension 3: Switching Costs — A Multi-Layer Assessment

Decompose switching costs into discrete layers:

- Data moat: Is the software the system of record? Does it hold authoritative, mission-critical data that
has accumulated over years? (e.g., Salesforce for pipeline, Workday for HR records, Veeva for clinical
data)

» Workflow embedding: How deeply is the software woven into daily enterprise workflows? How many

business processes depend on it?

« Integration complexity: How many other systems does it connect to? What is the cost of re-plumbing

integrations?

» Network effects: Does the product’s value increase with more users? (e.g., Slack, Teams, Zoom —

communication tools; marketplace dynamics)

» Customization depth: How much bespoke configuration has been built on top? (e.g., Salesforce orgs

with thousands of custom objects, ServiceNow workflows)

* Regulatory / compliance lock-in: Is the software embedded in regulated processes where switching

requires re-validation? (e.g., Veeva in life sciences, Guidewire in insurance)

« Institutional knowledge / training cost: How much organizational knowledge is embedded in how the

software is used?

Dimension 4: Build Cost vs. Maintenance Cost

+ Al tools dramatically lower the cost of building v1 of an application. But what about ongoing maintenance?

» Evaluate: security patching, uptime/SLA obligations, compliance updates, feature iteration, bug fixes,

infrastructure scaling, on-call burden

» For each category, assess whether the total cost of ownership (build + maintain + iterate) makes

internalization economically rational vs. continued SaaS subscription

+ Key insight: "Demo-able" is not the same as "production-grade." Many Al-built tools can be prototyped

quickly but cannot meet enterprise requirements for reliability, security, and compliance.
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Dimension 5: Software-as-Tool vs. Software-as-System-of-Record

» Tools (replaceable Ul layer): Analytics dashboards, project management, note-taking, basic CRM,

simple workflow builders. The value is in the interface/UX, which Al can increasingly replicate.

» Systems of record (authoritative data layer): ERP, HCM, core financial systems, CRM (when used as
true system of record), clinical data management. The value is in the data and the organizational trust in

that data. Replacing the Ul is trivial; migrating the data and the trust is not.

* Classify each Saa$S category along this spectrum.

Dimension 6: Incumbent Al Defensibility — Can They Absorb Al as a Feature?

» Assess each company’s ability to embed Al into their existing platform as a defensive moat

» Key factors:

Engineering talent quality (examine hiring patterns, technical reputation, leadership background)

Speed of Al feature shipping (analyze product changelogs, announcements, earnings call commen-

tary)

Platform architecture (cloud-native? API-first? Can they integrate LLMs easily?)

Data advantage (does the incumbent sit on proprietary training data that makes their Al features

superior to generic alternatives?)

Al monetization strategy (are they successfully charging for Al features? e.g., ServiceNow, Palantir,
CrowdStrike)

Dimension 7: Per-Seat Pricing Model Exposure / Revenue Compression Risk

« |dentify companies with per-seat or per-user pricing models
» Assess which categories face agent-driven seat compression (Al agents replacing human seats)

» Most exposed: categories where Al agents can autonomously perform tasks previously requiring human

users (SDR tools, support ticketing, basic analytics, data entry, routine IT workflows)

» Least exposed: categories where human judgment, creativity, or relationship management is irreplace-

able

Estimate potential revenue compression even in scenarios where the incumbent retains the customer

(fewer seats, same customer)
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Dimension 8: Customer Mix — SMB vs. Mid-Market vs. Enterprise

+ SMB customers: shorter contracts, lower switching costs, smaller internal tooling ecosystems, more

likely to DIY with Al tools. Higher churn risk.

» Enterprise customers: multi-year contracts, deep integrations, procurement inertia, security/compliance

requirements. Lower churn risk but potential seat compression.

» Weight vulnerability scores by customer mix. A company with 70% SMB revenue faces structurally

different risk than one with 80% enterprise revenue.

Dimension 9: The "Good Enough" Threshold

» Al does not need to replicate 100% of a product’s functionality to disrupt it. It needs to reach "good

enough" for the marginal customer.

» For each category, estimate: what percentage of feature parity would be sufficient to drive churn at the

margin?

» Categories where "good enough" is easily achievable (commodity functionality, undifferentiated UX) are

most vulnerable.

» Categories where the last 5-10% of functionality is critical (compliance certifications, deep domain

expertise, real-time performance) are more defensible.

Dimension 10: Demand Destruction vs. Demand Displacement

+ Demand destruction: Al eliminates the need for the category entirely (e.g., Al agents handle support

autonomously — fewer Zendesk seats needed, regardless of vendor)

» Demand displacement: Al shifts spend from incumbent to a new Al-native entrant (e.g., Al-native CRM

takes share from Salesforce)

» Demand destruction is the more important risk to evaluate — it impairs the entire category TAM, not just
market share

» For each category, estimate the split between destruction risk and displacement risk

D.0.3 Universe

 All companies in the BVP Emerging Cloud Index (Bessemer Venture Partners Cloud Index)

» Major cloud/SaaS companies that may not be in BVP but are relevant (e.g., Salesforce, Adobe, SAP,

Oracle Cloud, Intuit, ServiceNow, Workday, Palantir)
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» Organize by SaaS category (CRM, ERP/Finance, HCM, Cybersecurity, DevTools, Observability, CPaasS,

Vertical SaaS, Collaboration, Analytics/Bl, IT Service Management, Marketing Tech, etc.)

D.0.4 Required Output Structure

Part 1: Executive Summary (500-800 words)

Thesis statement

Key findings

» Top 5 most vulnerable names with brief rationale

Top 5 most defensible names with brief rationale

* Framework overview

Part 2: Al Capability Assessment (800-1200 words)
» Current state of Al/vibe coding capabilities
» What can be replicated today vs. what cannot
« Capability frontier trajectory over next 2-3 years

* Implications for SaaS categories

Part 3: Category-Level Vulnerability Ranking (2000-3000 words)

* Rank all SaaS categories from most vulnerable to most defensible
» For each category, score across all 10 framework dimensions
» Provide a composite vulnerability score (1-10 scale, 10 = most vulnerable)

* Include category-level demand destruction estimates

Part 4: Name-Level Analysis (4000-5000 words)

» For every name in the universe, provide:

Company name and ticker

Category classification

Composite vulnerability score (1-10)

Key moats / key vulnerabilities

Al defensibility assessment
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Customer mix profile

Pricing model risk

Explicit investment conclusion: structural outlook (Impaired / At Risk / Neutral / Defensible / Al

Beneficiary)

Directional fair value impact estimate (e.g., "fair value compresses 20-30% on structural basis" or "Al

tailwind supports 10-15% multiple expansion")

Part 5: Thematic Deep Dives (1500-2000 words)
» Deep dive on 3-4 most illustrative case studies (mix of most vulnerable and most defensible)

* Detailed walkthrough of framework application

Part 6: Investment Implications & Conclusions (500-800 words)

Portfolio construction implications

Long/short opportunities

* Key risks to the thesis

Catalysts and timeline

« What to monitor going forward

D.0.5 Research Methodology

» Use web search to gather current data on BVP Cloud Index constituents, company financials, recent

earnings call commentary, Al feature announcements, and analyst estimates

Analyze product documentation and recent product launches to assess Al feature velocity
 Cross-reference job posting data and engineering blog posts for talent quality signals

» Synthesize all findings through the 10-dimension analytical framework

All conclusions must be grounded in observable data and clearly reasoned logic — no speculative

hand-waving

D.0.6 Tone and Quality Standard

» Write in the style of a top-tier equity research report (Morgan Stanley, Goldman Sachs TMT research

quality)
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* Precise, analytical, data-driven language

No marketing fluff or vague generalizations

» Every claim should be supported by reasoning or evidence

Investment conclusions should be actionable and specific

» Target audience: institutional portfolio managers and analysts covering cloud/software
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